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INTRODUCTION

Relevance of the research topic. The World Customs Organization (here-
inafter, the WCO) is actively working on the modernization of legal instru-
ments and tools for the automation and digitalization of modern Customs ac-
tivities through implementation of Smart Customs Project as well as creation
of'a Mini Group composed of interested Members and Observers to update the
ICT Guidelines and to review the need to update the IT Guide for Executives
(hereinafter, mini group, ICT legal tools).

The issue of introducing advanced customs technologies into the activities
of modern Customs remains relevant for the Customs services of the Mem-
ber States of the Eurasian Economic Union (hereinafter, the EEU, the Union),
which are the WCO Members as well as the Eurasian Economic Commission
(hereinafter, the EEC, the Commission), which as an observer takes part in the
work of the WCO technical committees.

Customs regulation is one of the tools for creating favorable conditions
for doing business and promoting the expansion of trade with third countries.
Over the past 15 years, the EEU has created a unified legal framework in the
area of customs regulation. The EEC Customs Cooperation Block pays special
attention to the development of advanced customs technologies, including Sin-
gle Window mechanism in the EEU Member States.

As part of building a dialogue with foreign partners, the Commission de-
velops customs cooperation by expanding areas of interaction on current is-
sues on the customs agenda, including improving customs administration, de-
veloping the institution of Digital (Smart) Customs, exchanging experience in
introducing advanced digital technologies into activities of modern Customs,
developing a Single Window mechanism, modern customs infrastructure and
information exchange, improving the institution of customs transit and using
navigation seals.

The authors’ experience in the work of WCO technical committees allows
us to conclude that today more emphasis needs to be placed on practical as-
pects of introducing Digital (Smart) Customs into the practice of customs ad-
ministration.

For decision makers in Customs authorities, it is important to have a le-
gal toolkit that allows them to manage promptly business processes of Digital

4



(Smart) Customs, as well as to understand modern customs technologies that
are being implemented by the international customs community as part of the
creation of a new customs operating model — digital (smart).

The purpose of this study is to form a list of advanced customs technolo-
gies planned for implementation and used by Customs services of the WCO
Member States, as well as in the EEU.

The need to achieve the set goal has led to the formulation and solution of
the following main tasks:

— to get acquainted with the WCO Smart Customs Project;

— to analyze the issues of modernizing the ICT Guidelines and to review
the need to update the IT Guide for Executives within the framework of the
WCO Mini Group;

— to study the WCO legal instruments and tools for development of Smart
Customs institute posted on the Smart Customs Community Portal;

— to analyze the WCO and APEC research on implementation of advanced
customs technologies in the activities of Customs authorities;

— to study scientific research on development of Smart Customs institute
and implementation of advanced customs technologies;

—to analyze the EEU law in the field of customs regulation and projects be-
ing implemented to develop the institute of Digital (Smart) Customs;

— to study concepts for development of Smart Customs Institution in indi-
vidual WCO Member States;

— to form a list of advanced customs technologies with brief explanations
of their practical implementation in modern Customs;

— to consolidate the conceptual apparatus in terms of the implementation of
advanced customs technologies (terms and definitions).

The conducted research can be useful for a wide range of specialists in the
field of international customs cooperation and improvement of customs regula-
tion based on international standards. The results of the work can be used with-
in the framework of the functioning of the Mini Group and the WCO Perma-
nent Technical Committee on modernization of the ICT legal tools.

This work can be used by researchers, teachers, students, postgraduates and
other categories of students in universities and the WCO regional training cen-
ters in the specialties of "Customs” and “Jurisprudence”, as well as specialists
of Customs and other executive bodies in the EEU Member States, the EEC
experts for development of the institute of Digital (Smart) Customs, the orga-
nization and implementation of mutually beneficial customs cooperation be-
tween the EEC and the WCO.



1. ABOUT THE WORLD CUSTOMS ORGANIZATION
SMART CUSTOMS PROJECT

In May 2025, the World Customs Organization invited WCO Member
States and Observers to participate in a survey on the Smart Customs Project.'

The international customs community rightly considers this initiative rel-
evant and promising, as it aims to create a structured repository of stakehold-
er experience in the field of advanced customs technologies in support of the
WCO Strategic Plan for 2022-2025 with the focus area “Technology and Inno-
vation”. The mentioned tool will allow WCO Members and Observers to study
practices of stakeholders, supporting the solution of the problem of introduc-
ing advanced customs technologies into the activities of modern Customs. The
work will be carried out through a special survey under the auspices of the
Smart Customs Project.

In 2022, WCO Members identified “Technology and Innovation” as one
of the three pillars of the WCO Strategic Plan 2022-2025 to advance customs
digitalization and modernization.

As highlighted in the WCO/WTO Study Report on Disruptive Technolo-
gies (June 2022), the integrated use of technologies is critical for Smart Cus-
toms of the future. Currently, Customs administrations are implementing tech-
nologies largely independently creating a gap in their level of technological
development.?

The WCO Smart Customs Project was launched in December 2023 for a pe-
riod of 3 years with financial support from China Customs. It is a major initiative
to bridge these gaps by promoting technological integration in Customs adminis-
trations worldwide. This project aims to further explore practical application and
implementation of key disruptive technologies in customs operations.

! Reference: In line with the WCO 2024 theme “Customs Engaging Traditional and New Part-
ners”, the WCO Smart Customs Project announced in June 2024 the engagement of external
stakeholders, including the private sector, academia and international organizations, recog-
nizing their role in shaping the discourse around disruptive technologies and their application
in customs practice.

2 WCO/WTO Study Report on Disruptive Technologies 2022. WCO.URL: https://www.
wcoomd.org/en/topics/facilitation/instrument-and-tools/tools/wco-wto-study-report-on-dis-
ruptive-technologies-2022.aspx



The project will develop detailed reports on minimum technical specifica-
tions (for implementation/integration), costs and trends, as well as use cases,
business processes, policy arrangements and legal requirements for the tech-
nologies under consideration. These were identified through regional consul-
tations with WCO Members and a survey aimed at assessing Members’ needs
and the status of implementation of the technologies. All other technolo-
gies that are not currently under the focus of the project are being addressed
through updating research report, as well as discussions via the community
portal and regional workshops.'

The WCO identifies the following objectives of the project:

1. Identify Members’ needs and technology implementation status.

The project aims to assess the current technology adoption landscape
among WCO Members identifying needs and gaps in the implementation of
advanced technologies.

2. Knowledge sharing and dissemination.

To promote the exchange of knowledge and best practices in the innovative
use of technology in customs operations worldwide.

3. Technological research and understanding.

Providing a comprehensive understanding of available technologies rele-
vant to customs.

4. Problems and definition.

To explore the challenges and barriers associated with the implementation
and effective use of technology in Customs, taking into account strategic, soci-
ological and cultural perspectives.’

For the convenience of users, the Smart Customs Platform contains infor-
mation on previously conducted research on the topic of introducing advanced
customs technologies into Customs work.

Thus, in order to position the experience of the People’s Republic of Chi-
na (hereinafter, the PRC) in developing the Smart Customs institute, the Smart
Customs Project portal has posted an overview “China’s Smart Customs Jour-
ney: Insights into Modernizing International Customs”.* The following reports
are also presented to experts:

' The WCO Smart Customs Project. URL: https://scp.wcoomd.org/wco-smart-customs-project
2 https://scp.wcoomd.org/project-objectives

* China's Smart Customs Journey: Insights into Modernizing International Customs. WANG
Ling jun. Vice Minister of the General Administration of Customs of the People's Republic of
China. URL: https://scp.wcoomd.org/sites/default/files/2025-05/China%27s%20Smart%20Cus-
toms%20Journey-%20Insights%20into%20Modernizing%?20International %20Customs.pdf
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1. Case Study on the Adoption of Artificial Intelligence (Al) and Machine
Learning (ML) in China Customs. January 2025.!

2. Detailed Report on the Adoption of Artificial Intelligence and Machine
Learning in Customs. March 2025.2

3. Results of the WCO Smart Customs Survey. July 2024}

In addition, the following WCO legal instruments and tools under the proj-
ect are posted on the portal:

1. WCO/WTO Study Report on Disruptive Technologies. June 2022.4

2. The Role of Advanced Technologies in Cross-border Trade: A Customs
Perspective. 20225

3. WCO Capacity Building Framework on Data Analytics.°

4. Data Analysis Practitionerys Handbook. June 2018.7

5. IT Guide for Executives. June 2018.%

6. General Annex Guidelines. Chapter 7. Application of Information and
Communication Technology. Kyoto Convention. March 2014.° (hereinafter,
the ICT Guidelines).

! Case Study on the Adoption of Artificial Intelligence (AI) and Machine Learning (ML) in
China Customs. January 2025. URL: https://scp.wcoomd.org/sites/default/files/2025-05/EN
Case%?20study%20China_SCP_Jan25 0 0.pdf

2 Detailed Report on the Adoption of Artificial Intelligence and Machine Learning in Customs.
March 2025. URL: https://scp.wcoomd.org/sites/default/files/2025-03/public-version_de-
tailed-report-on-the-adoption-of-ai-and-ml-in-customs.pdf

> Results of the WCO Smart Customs Survey. July 2024. URL: https://scp.wcoomd.org/sites/
default/files/2025-05/Public%20 Report %20EN%20 31072024.pdf

+ WCO/WTO Study Report on Disruptive Technologies. June 2022. URL: https://www.
wcoomd.org/-/media/wco/public/global/pdf/topics/facilitation/instruments-and-tools/tools/
wco-wto-joint-report/wco-wto-study-report-on-disruptive-technologies-en.pdf?db=web

> The Role of Advanced Technologies in Cross-border Trade: A Customs Perspective. 2022.
URL: https://www.wto.org/english/res_e/booksp e/wcotech22 e.pdf

¢ WCO Capacity Building Framework on Data Analytics. URL: https://www.wcoomd.org/-/
media/wco/public/global/pdf/topics/capacity-building/instruments-and-tools/capacity-build-
ing-framework-on-data-analytics_en.pdf?db=web

7 Data Analysis Practitioner's Handbook. June 2018. URL: https://www.wcoomd.org/-/media/
wco/member/global/pdf/topics/facilitation/instruments-and-tools/tools/data_analysis hand-
book/data_analysis_practitioners_handbook.pdf?db=web

8 IT Guide for Executives. June 2018. URL: https://www.wcoomd.org/-/media/wco/public/
global/pdf/topics/facilitation/instruments-and-tools/tools/it-guide-for-executives/it-guide-
executives.pdf?db=web

? General Annex Guidelines. Chapter 7. Application of Information and Communication Tech-
nology. Kyoto Convention. WCO. URL: https://www.wcoomd.org/-/media/wco/public/global/
pdf/topics/facilitation/instruments-and-tools/tools/ict-guidelines/ict-guidelines.pdf?db=web
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To enable participation in the survey, the WCO Secretariat has developed
a survey form (Appendix 1).

It is worth noting that the WCO proposes to conduct a survey on the ap-
plication of mainly ‘disruptive’ digital technologies, such as Blockchain, Big
Data and Data Analytics, Artificial Intelligence and Machine Learning, Ro-
bots, Biometrics, Virtual, Augmented and Mixed Reality, Geospatial Mapping,
Cloud Computing, Drones, Edge Computing, Smart Gate Systems, Automated
lanes, Internet of Things, Scanners.

The conducted analysis of international experience showed us that the in-
ternational Customs community, within the framework of the development of
the Smart Customs institute, also positions other legal and technological solu-
tions. At the same time, a complete list of advanced customs technologies in
the WCO has not yet been formed.

Of course, participation in the survey of WCO Member States, Observ-
ers, including international organizations and academic circles is necessary. In
our opinion, for the successful implementation of this intention, survey partici-
pants need a clear understanding of advanced customs technologies, which re-
quires:

— to study previously conducted research by the WCO and other interna-
tional organizations in terms of the implementation of advanced customs tech-
nologies, including those posted on the Smart Customs Portal;

— to review the WCO legal instruments and tools for development of the
Smart Customs institute, posted on the Smart Customs Portal;

— to understand the practical aspects of implementing advanced customs
technologies.

— when preparing analytical information and preparing for the survey, to
take the following elements characterizing the institution of Digital (Smart)
Customs as a basis (Table 1).

Table 1.
LIST OF ADVANCED CUSTOMS TECHNOLOGIES

Automation of customs administration

I}f;‘ Name of automation element
1 2

1. | Availability of a personal account for interaction with Customs authorities

2. | Electronic declaring:
—including electronic transit declarations;
— electronic declarations of goods for express cargo




ltem

Name of automation element

No.
1 2
3. | Automatic registration of goods declarations
4. | Automatic registration of transit declarations
5. | Auto release of declarations
6. | Automatic control of the correct classification of goods and detection of violations
related to the declaration of false information about the classification code of goods
7. | Electronic preliminary informing
8. | Remote release of goods
Automation of customs control processes after the release of goods (electronic
customs inspection)
10. | Automatic selection of control objects
11. | Automation of selection of objects of customs control after release of goods
12. | Integration of information resources of Customs authorities with basic components
of the e-government infrastructure
13. | Application of contactless methods of interaction between subjects of customs legal
relations
14. | Electronic transit declarations
15. | Payment in a centralized manner (single personal account)
16. | Independent management of the payer's funds
Digitalization of customs administration
I::(:“ Name of the digitalization element
1 2
Supranational projects in the EEU
1. | Implementation of Goods Traceability System
2. | Use of navigation seals. End-to-end control of goods movement across the territory
of the EEU
3. | Unified System of Customs Transit (electronic transit)
4. | Implementation of information interaction within the framework of common
processes through the EEU Integrated Information System
5. | Implementation or participation in digital pilot projects, such as: digital transport

corridors, goods marking, digitalization of rail transport within the framework of
trade and economic cooperation with third countries and other similar projects
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Item

Name of the digitalization element

No.
1 2
Single Window mechanism

6. | Ensuring the exchange of information with stakeholders through a single point of
access (entry), as well as the absence of the need to submit relevant documents on
paper

7. | Transition from electronic document management to data exchange

8. | Creation of an ecosystem for managing foreign economic activity based on the
principles of managing data, processes, interactions and changes

9. | Implementation or participation in pilot projects within the framework of the
national Single Window mechanism

10. | Coordinated border management:
— within the country;
— within the framework of interstate information interaction with Customs
authorities of neighboring states;
- combination of customs and border control functions

Electronic Commerce

11. | Interaction of Customs authorities' information systems with electronic trading

platforms
Customs infrastructure

12. | Availability of Electronic Declaration Centers (EDC)

13. | Application of centralized automatic dispatching:
— between the EDCs
— between inspectors

Customs control

14. | Smart, flexible, self-adjusting Risk Management System (RMS) (risk assessment
of a consignment of goods)

15. | Digital Twins (predicting reactions to changes)

16. | Customs monitoring

17. | Online monitoring

18. | Preliminary decisions on choice of relevant forms of customs control before arrival
of goods

19. | Automation of the process of control over correct classification of goods

20. | Electronic systems for verification (confirmation) of origin
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ltem

Name of the digitalization element

No.
1 2
Copyright protection
21. | Transition to exclusively electronic interaction with the copyright holder (when
maintaining the customs register, as well as when revealing counterfeit goods)
Customs declaration
22. | CGonducting semantic analysis of information from the customs declaration, as well
as accompanying documents (transport, commercial) and permits obtained by
means of interdepartmental interaction
Digital technologies
23. | Big Data
24. | Artificial Intelligence
25. | Cloud computing
26. | Internet of Things
27. | Blockchain
28. | Machine learning
29. | Mobile technologies, including the use of mobile devices
30. | Biometrics
31. | Augmented reality
Smart (intelligent) checkpoint
32. | “Electronic coupon (line)” system
33. | Automatic registration of vehicle arrival
34. | Online categorization of consignment of goods
35. | Checking the possibility of automatic release of goods in accordance with the
declared customs procedure
36. | Automatic introducing goods under the customs transit procedure
37. | Automatic reading and recognition of vehicle number plates
38. | Automatic radiation control
39. | Automatic weight control (weight and size complex)
40. | Automatic inspection using inspection and screening complexes (ISC)
41. | Application of Artificial Intelligence to the analysis of ISC images
42. | Image recognition (automatic detection of control objects)
43. | Smart analysis of ISC images;
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Item

Name of the digitalization element

No.
1 2
44. | Other types of control using technical means of customs control
45. | Unified information network of technical means
46. | Integration of a unified information network of technical means with information
systems of state regulatory bodies
47. | Automatic decision making on the choice of operations procedure.

Note: data from technical customs control systems are automatically transmitted to the
unified system of Customs authorities and are used when directing a vehicle through a red
or green channel and when automatically performing customs operations
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2. MODERNIZATION OF THE WCO INFORMATION
AND COMMUNICATIONS TECHNOLOGY GUIDELINES
AND CONSIDERATION OF THE NEED TO UPDATE
THE IT GUIDE FOR EXECUTIVES

At the 247th/248th sessions of the WCO Permanent Technical Committee
(hereinafter, PTC, the Committee), which was held from 5 to 8 May 2025, un-
der Agenda Item XI, it was decided to establish a Mini Group on Updating the
ICT Guidelines and the IT Guide for Executives.

The PTC encouraged delegates to participate in the Mini Group and noted
that a progress report should be submitted to the Committee in October 2025
(hereinafter, ICT Guidelines, ICT, IT Guide, WCO legal tools).

To implement this decision, the WCO Secretariat on 28.05.2025 invited
Members and Observers interested in participating in this group, including the
EEC, to send information about their representatives to participate in the work
of the Mini Group. The Customs Cooperation Block of the Eurasian Economic
Commission became part of it.

On June 17, 2025, the 1st meeting (virtual meeting) of the Mini Group took
place.

To achieve the set task — modernization of the mentioned WCO legal tools,
we proceed from the following provisions.

1. The experience of modernizing the WCO legal instruments and tools,
in particular the International Convention on the Simplification and Harmoni-
zation of Customs Procedures (hereinafter, the Kyoto Convention), has shown
that the lack of a concept and methodology for modernizing the WCO legal in-
strument (tool) does not allow to carry out this work properly. An example of
this is the attempt to modernize the Kyoto Convention in the period of 2018-
2023.

To modernize the ICT Guidelines and the IT Guide for Executives, it is nec-
essary to prepare a concept (concept note) and methodology for modernization,
which disclose such elements as goal, objectives, specific result, etc.

2. When modernizing the mentioned WCO legal tools, it is necessary to ap-
peal to the developed WCO legal instruments and tools that reflect the positive
experience of the WCO Member States and Observers in terms of ICT imple-
mentation (the list is presented in Appendix 2).
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3. As part of the Kyoto Convention Modernization Project (2018-2023), the
WCO Secretariat and the experts of the Revised Kyoto Convention Manage-
ment Committee have consolidated all proposals from WCO Member States
and Observers on the modernization of Chapter 7 of the General Annex and
the Guidelines thereto.

In this context, the WCO Secretariat and members of the Mini Group are
invited to refer to the document Annex II to doc. POO160Ea “Findings of the
Assessment of Developed Recommendations Against the RKC and existing
WCO instruments and tools (step 2)”, which reflects the approaches of the in-
ternational customs community to the modernization of the Kyoto Convention
on the use of ICT.

4. The EEC is studying international experience in implementing ICT in
the activities of modern Customs. As part of the modernization of the above-
mentioned WCO legal tools, members of the Mini Group are advised to review
the following Asia-Pacific Economic Community documents, which deal with
practical aspects of the ICT use, including advanced customs technologies:

Compendium of Smart Customs Practices for APEC Economies. Asia-Pa-
cific Economic Cooperation. Submitted by: People’s Republic of China No-
vember 2023."

Findings and Practices on Smart Customs in APEC. Free Zones/Free
Trade Ports. APEC Sub-Committee on Customs Procedures. March 2024.7

5. Today, the WCO is implementing the Smart Customs Project, which ac-
cumulates international experience in implementing advanced customs tech-
nologies (see §1 of this Guide). The WCO Secretariat and members of the
Mini Group are invited to refer to the reporting materials of this project and
consider the possibility of using them when updating the WCO legal tools.

6. Based on the time period set for the preparation of proposals for the
modernization of the named WCO legal tools (September 2025), which are
planned to be announced at the PTC meeting on October 28-30, 2025, and also
taking into account the summer period (vacations), the optimal option for solv-
ing the task set by the PTC may be the development by a Mini Group of a con-
cept (conceptual approaches) for the modernization of legal tools.

' Compendium of Smart Customs Practices for APEC Economies. Asia-Pacific Economic Co-
operation. Submitted by: People's Republic of China November 2023. URL: https://www.
apec.org/docs/default-source/groups/sccp/compendiumofsmartcustompracticesforapececon-
omies_0424.pdf?sfvrsn=accl6lel 2

2 Detailed Report on the Adoption of Artificial Intelligence and Machine Learning in Customs.
March 2025. URL: https://scp.wcoomd.org/sites/default/files/2025-03/public-version_de-
tailed-report-on-the-adoption-of-ai-and-ml-in-customs.pdf
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7. In the event of amendments to the WCO tools without prior approval by
the PTC of the revision concept, there is a risk that the proposed amendments
will be rejected by Member States, since the mandate to carry out such a large-
scale work has not been formally granted to the Mini Group.

8. The IT Guide states that it contains information and data on the strategic
management process concerning the use of ICT in Customs. This WCO tool
contains information on strategic planning, strategic aspects, and project man-
agement in the field of ICT.

The existence of the IT Guide is assessed positively, as it should form
a clear understanding among the executives of Customs authorities and autho-
rized persons responsible for the development of customs administration and
the application of advanced customs technologies about existing ICTs, their
characteristics and practical approaches (aspects) for the implementation of
ICTs in practice.

At the same time, the I'T Guide lacks the following important elements:

— detailed information about ICT itself, including advanced digital technol-
ogies that are advisable to implement in modern Customs;

— classification of such technologies and their description;

— legal and technical recommendations for the implementation of ICT, in-
cluding advanced ICT;

— practical examples and review of ICT practical use in the field of customs
regulation.

9. The IT Guide refer to the development by the World Customs Organiza-
tion of a Digital Customs Maturity Model and a Digital Customs Concept.

Such concept and model could become good tools for development of Dig-
ital (Smart) Customs.

In this regard, it is proposed to introduce a descriptive part of the mentioned
concept of Digital Customs development, as well as explanations (description)
to the figure of the Digital Customs Maturity Model.

10. The IT Guide does not disclose the concept of Digital Customs (organi-
zation, process, technology, or their combination), it is proposed to provide an
interpretation of these terms.

11. In the absence of an understanding of the term ‘Digital Customs’,
the IT Guide mentions the concept of Maturity Model of Digital Customs,
which appears to be ambiguous.

12. The IT Guide operates with the concept of Digital Customs. At the
same time, the WCO agenda includes the urgent issue of developing the insti-
tution of Smart Customs. In this regard, it is proposed to bring the text of the
WCO legal tools under consideration to a single conceptual apparatus.
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13. In our opinion, it is advisable to reflect in the IT Guide a complete list
of WCO legal instruments and tools that regulate issues of ICT implementa-
tion, as well as to optimize the content of the IT Guide, in which 43 pages out
of 77 pages of text are devoted to the Bali Agreement (TFA).

14. To date, we have systematized advanced customs technologies based
on the study of international experience (see § 4 of this study).

We express our readiness to present the results of this work within the
framework of the Mini Group, as well as at the next session of the WCO Per-
manent Technical Committee.

The results obtained, in our opinion, will allow us to fill the IT Guide with
useful information regarding the implementation of advanced ICT.

We believe that the list of advanced customs technologies we are de-
veloping with brief explanations can be added as an appendix to the IT
Guide.

15. An innovative solution could be the development of the WCO Refer-
ence Model of Digital (Smart) Customs.

We express our readiness to voice the experience of the Eurasian Economic
Union in creating a reference model at the regulatory level.

16. In our opinion, the IT Guide would be significantly enriched if its pro-
visions contained a draft Model (Reference) Concept for the Development of
Digital (Smart) Customs.

As a basis, we propose to turn to the conceptual approaches (concepts) of
Smart Customs developed in the People Republic of China, Hong Kong (Chi-
na) and Japan. As a promising direction of work, we propose to develop a Ma-
turity Model of Digital (Smart) Customs with a text description of its main el-
ements.
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3. DEVELOPMENT OF THE SMART CUSTOMS INSTITUTE
IN THE EURASIAN ECONOMIC UNION

The Eurasian Economic Commission is a permanent regulatory body of the
Eurasian Economic Union (hereinafter, the EEC, the Commission), which in-
cludes the Republic of Armenia, the Republic of Belarus, the Republic of Ka-
zakhstan, the Kyrgyz Republic and the Russian Federation. The main task of
the Commission is to ensure the conditions for the functioning and develop-
ment of the Union. A single customs territory has been created in the EEU, and
uniform customs regulation is being implemented.

The legal basis for the Electronic Customs institute in the Union Member
States is laid down in the EEU modernized Customs Code of 2018, which de-
fines such important principles as: electronic customs declaring, automatic reg-
istration of customs declarations, automatic release of goods. The document pro-
vided the possibility of filing in goods declarations without providing documents
confirming the information declared in customs declaration, and laid down the
implementation mechanism of Single Window principle. One of the most im-
portant tasks is to expand the use of digital technologies in customs regulation,
which would ensure automatic customs operations without the participation of
officials. Thus, the goal is to make customs control less visible to businesses and
less costly, both on the part of government bodies and on the part of businesses.'

On December 11, 2020, the Heads of State of the Union adopted the Strate-
gic Directions for the Development of Eurasian Economic Integration until 2025
(hereinafter, Strategy). The Strategy includes more than 300 measures for the de-
velopment of Eurasian economic integration. The implementation of the Strate-
gy will create the conditions and tools for the digital transformation of the Union,
ensuring the comprehensive implementation of digital technologies in economic
processes, the unity of customs administration in the EEU customs territory, and
increasing the efficiency of the supranational bodies of the Union.

In the area of customs regulation, the Strategy defines the following areas:

—extension of use of digital technologies that ensure an automatic execution
of customs operations;

' Dubrovskaya T.V. Improving customs regulation in the EEU at the present stage. Transcript
of a speech from the round table meeting “EEU 2021 - work without borders”, held within
the framework of the International Congress of Entrepreneurs of the EEU, June 2021. URL:
https://customs-academy.net/?p=15831
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— ensuring a unified standard for carrying out customs operations
and customs control;

— further unification of electronic document exchange between Customs
authorities and foreign trade participants;

— regulation of electronic commerce issues;

— ensuring the functioning of a Unified Transit System.

Currently, the Commission and the EEU Member States are carrying out
large-scale work to develop customs regulation based on the new technologi-
cal order.

In our opinion, the main elements of the Smart Customs institute are:

— availability of a paperless information system for Customs authorities;

— application of contactless methods of interaction between subjects of
customs legal relations;

— electronic declaring;

— availability of a smart, flexible, self-adjusting risk management system
(RMS);

— preliminary decisions on choice of relevant forms of customs control be-
fore arrival of goods;

— availability of an electronic system for customs clearance (release) of
goods;

— availability of a personal account for a foreign trade participant (eco-
nomic operator) for interaction with Customs authorities;

— availability of an automated system for checking customs value;

— automatic control of the correct classification of goods and detection of vio-
lations related to the submission of false information about the classification code;

— carrying out customs operations by Customs authorities through infor-
mation systems without the participation of Customs officials (automatic regis-
tration of customs declarations, automatic release of declarations, etc.);

— electronic advance notification;
remote release of goods;
automatic selection of control objects;
payment of fees in a centralized manner;
implementation of Goods Traceability System;

— use ofnavigation seals, end-to-end control of the movement of goods across
the territory of the Union;

— unified system of customs transit (electronic transit);

— Creation of a Single Window mechanism;

— implementation of information interaction within the framework of
Common Processes through the integrated information system of the Union;
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— availability of Electronic Declaring Centers;

— application of smart video surveillance systems at customs infrastructure
facilities and foreign trade participants;

— conducting a semantic analysis of information from the customs declara-
tion, as well as accompanying documents (transport, commercial) and permits
obtained through interdepartmental interaction;

— Big Data: presence of a specialized Customs service unit for processing
Customs service data, which ensures fast, uninterrupted and reliable operation
of a single automated information system of Customs authorities, and also cre-
ates conditions for the introduction of Artificial Intelligence (hereinafter, AI)
mechanisms and further improvement of the processes of automation of cus-
toms operations without the participation of Customs officials; introduction of
an information system of Customs authorities that automatically performs risk
analysis based on Big Data (based on customs declarations); the use of an Al
image recognition system to assist customs officials in identifying smuggling
during inspection (non-intrusive control) using Big Data; use of Al-based Big
Data, their study and analysis for customs control, the selection of objects of
control after release of goods;

— Artificial Intelligence: availability of data storage forrecording graphic data
and developing analysis models; use of advanced information systems to en-
hance risk profiling, as well as customs clearance (release) of goods transport-
ed by individuals and legal entities, cargo and vehicles; use of Al system for
identification, analysis of the contents of transported goods based on X-ray im-
ages; use of Al models for automatic verification of goods information;

— Internet of Things: for tracking and positioning navigation seals, online
monitoring of goods movement;

— Blockchain: for use within the framework of the development of the na-
tional Single Window mechanism, as well as in the interaction of the Single
Windows of states; to organize the exchange of information (data) between
Customs services for customs purposes, including when producing import cus-
toms declarations from one state to another; ensuring traceability of goods;

— smart checkpoint: the main elements, the operation of which is inte-
grated into a single information space of checkpoints - the electronic coupon
(line) system; automatic registration of arrival; online categorization of con-
signments of goods; automatic placement of goods under the customs transit
procedure; automatic reading and recognition of vehicle number plates; auto-
matic radiation control; automatic weight and size control; automatic inspec-
tion using non-intrusive inspection system (complex) (NIIS); use of Al for the
analysis of portal NIIS images; image recognition (automatic detection of ob-
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jects of inspection); smart analysis of images of inspection and screening com-
plexes; a single information network of technical means;

— mobile technologies, including the use of mobile devices;

— augmented reality technology;

— drones.

The implementation of the named organizational, legal and technical elements
of Smart Customs is a relevant area of work in the field of customs administration.

At the same time, in accordance with the Customs Code of the Union, the
development, creation, implementation, operation, maintenance, moderniza-
tion of information systems, information technologies and means of infor-
mation protection used in the performance of customs operations are carried
out in accordance with the legislation of the Member States of the Union. The
Customs authorities of the Member States of the Union use information sys-
tems and information technologies developed, produced and (or) acquired by
Customs authorities in accordance with their legislation.!

In 2023, the Board of the Eurasian Economic Commission adopted the Rec-
ommendation of December 27, 2023 Ne 43 “On advanced digital technologies
recommended for implementation in order to improve the Single Window mech-
anism in the system of regulation of foreign economic activity”.? Confirming the
importance and need for the earliest possible transition of national Single Win-
dow mechanisms to a new development trajectory, as well as the implementa-
tion of effective management of data, processes and information interaction, the
Union Member States are recommended to consider the possibility of:

— implementation of such advanced digital technologies as Blockchain,
the Internet of Things, Big Data analytics, Artificial Intelligence and Machine
Learning (hereinafter, advanced digital technologies) into the activities of state
bodies and organizations of the Member States, vested in accordance with the
legislation of their Member States with powers to perform state functions (ad-
ministrative procedures) and provide state services;

— testing advanced digital technologies in the framework of pilot projects
for the implementation of the Single Window mechanism, as well as demon-
strating the results of such projects to other Member States;

Article 365. Customs Code of the Eurasian Economic Union (Appendix Ne 1 to the Treaty on the
Customs Code of the Eurasian Economic Union). Consultant-Plus. URL:https://www.consul-
tant.ru/document/cons_doc LAW 215315/4e0269a249f8b029a67181007c65fc39ff 936535/

2 Recommendation of the Board of the Eurasian Economic Commission of December 27, 2023
Ne 43 “On advanced digital technologies recommended for implementation in order to im-

prove the Single Window mechanism in the system of regulation of foreign economic activ-
ity”. URL: https://www.alta.ru/tamdoc/23rk0043/
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— taking into account the relevant experience of Member States and in-
ternational experience in the development and implementation of the nation-
al Single Window mechanism and the application of advanced digital technol-
ogies.’

The following projects related to the development of the Smart Customs
institute are being successfully implemented within the Union:

1. Single Window. The Commission, together with the EEU Member
States, is working to develop national mechanisms for a Single Window ac-
cording to common rules and standards.

The aim of the project is to change approaches to customs regulation — to
create a qualitatively new, effective, but not burdensome for business, customs
regulation, supported by modern information technologies.

The project responds to current challenges and is designed to ensure the
unimpeded movement of goods both within the Eurasian space and beyond by:

— collection of data contained in commercial, transport and other docu-
ments mediating the process of delivery of goods on a Single Window plat-
form based on the principle of joint use of data by all regulatory authorities, as
well as participants in foreign economic activity;

— a single virtual information space of data (data pipeline), designed to en-
sure cross-border data exchange;

— optimized business processes when performing customs operations and
customs control.

In the context of the new economic reality, modern Customs is entrusted
with solving important tasks aimed, first of all, at ensuring unified customs
regulation in the EEU, improving the quality and reducing the time frame for
the provision of public services, increasing the transparency and predictability
of business processes.

It is necessary to ensure the transition from documents to data, implement
end-to-end digital technologies, overcome the digital divide by develop-
ing smart checkpoints, implementing predictive analytics, developing nation-
al Single Window mechanisms and ensuring the synchronization of all digital
projects implemented by the Union.

To date, the significant results of the work carried out by the Commission
together with Member States include:

' Recommendation of the Board of the Eurasian Economic Commission of December 27, 2023
Ne 43 “On advanced digital technologies recommended for implementation in order to im-
prove the Single Window mechanism in the system of regulation of foreign economic activ-
ity”. URL: https://www.alta.ru/tamdoc/23rk0043/
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— the existence of a Reference Model of a National Single Window Mech-
anism as a basic document serving as a guide for Member States in building
their national Single Windows based on uniform requirements and principles;!

— the presence of functioning information systems (portals) implementing
the national Single Window mechanism.

The Union countries have adopted strategic documents aimed at full-scale
digitalization of Customs authorities and creation of smart checkpoints.

2. Unified Customs Transit System. Today, active work is underway to de-
velop a Unified Customs Transit System (hereinafter, UCTS) in the Union, one
of the elements of which is a mechanism for tracking the transportation of goods
using navigation seals. In April 2023, the Agreement on the Use of Navigation
Seals in the EEU to Track Transportation dated 19.04.2022 entered into force,’
which provides for tracking using navigation seals both goods under customs
control and a number of goods moved in accordance with the customs procedure
of customs transit and the customs procedure of export. The agreement provides
for the possibility of applying seals on the territory of a third party.

Another instrument for the development of the UCTS is the Agreement
on the Unified Customs Transit System of the EEU and a Third Party (Third
Parties).* One of the most important tasks in this area is to ensure the openness
of the Union’s transit system, which will allow interested countries that are not
members of the Union to join it. It is envisaged that one electronic customs
document will be used throughout the entire route of goods and, in fact, the
creation of one transit space for all participants in the Union’s transit system.

The dynamic development of modern customs infrastructure at check-
points, the use of information technologies, modern technical systems and
their integration into a single ecosystem of Digital (Smart) Customs contrib-
utes to the development of seamless logistics, a secure supply chain of goods
and the growth of international transportation volumes.

3. Navigation seals. The most important stage in the development of the
Union’s transit potential is the adoption of the Agreement on the Use of Navi-
gation Seals in the EEU to Track Shipments.

' See the Decision of the Eurasian Intergovernmental Council of April 30, 2019 Ne 6 “On
the Description of the Reference Model of the National Single Window Mechanism in the
Foreign Economic Activity Regulation System Activities”. URL : https :// www . alta . ru /
tamdoc / 19 ms 0006/

2 Agreement of 19 April 2022 on the use of navigation seals in the Eurasian Economic Union
to track shipments. URL: https :// www . alta . ru / tamdoc / 22 bn 0065/

* Agreement on a Unified Customs Transit System between the Eurasian Economic Union and
a third party (third parties) (St. Petersburg, December 26, 2024). URL : https://www.alta.ru/
tamdoc/24bn0222/
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The scope of the Agreement extends exclusively to transportation carried
out through the territories of two or more Union Member States. This Agree-
ment is a fundamental document that introduces the regulation of a new insti-
tution of control over the transportation of goods and vehicles in the Union —
“navigation seals”.

The use of this technology allows for online monitoring of a vehicle from
a distance of hundreds and thousands of kilometers and recording of every ille-
gal action with goods located in a sealed cargo compartment, if any.

The agreement is aimed at minimizing governmental control measures dur-
ing the transportation of goods (during transit, export and within the frame-
work of mutual trade) and ensuring their legal circulation.

In general, the implementation of the Agreement will simplify and speed
up the procedure for delivering goods to the recipient, by minimizing govern-
ment control measures and, accordingly, reducing business overhead costs, and
this is primarily the time that carriers are currently losing while passing physi-
cal control conducted by various regulatory authorities.

The use of navigation seals ensures absolute “transparency” of transporta-
tion. As a result, the share of “gray”, shadow trade turnover, from which bona
fide producers and consumers suffer, is guaranteed to decrease. Today’s reali-
ties indicate that the new modern control tool meets the interests of both regu-
latory authorities and foreign trade entities.

4. Smart checkpoint. The EEC pays serious attention to the issue of devel-
oping an infrastructure of checkpoints across the EEU customs border. Togeth-
er with the Customs services of the Union, the necessary measures are being
implemented to establish uniform mandatory requirements for all countries of
the Union for the customs infrastructure on the external border of the Union.

The Union is moving in line with international experience in terms of
equipment and arrangement of checkpoints; there are good examples imple-
mented in the Union states. The task is to generalize the existing experience
of the Eurasian five countries and the best world practices, as well as to ensure
their uniform application throughout the Union.

To ensure seamless movement of goods, it is necessary to simultaneously
develop physical infrastructure of checkpoints and implement digital technolo-
gies. Priority should be given to organizing work at checkpoints located along
international transport corridors passing through the EEU territory.

In this context, the creation and implementation of a Smart Checkpoint
model is an actual issue. The architecture of a smart checkpoint consists of in-
formation technology elements that are optimally built and adapted to the con-
ditions of each specific checkpoint, taking into account the type of transport.
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Inspection and screening systems (NIIS), weighing and size control systems,
a system for recognizing state registration numbers of vehicles, a system for
detecting fissile and radioactive materials are the main elements whose opera-
tion will be integrated into a single information space of checkpoints.

Full-scale implementation of Smart Checkpoint models in practical activi-
ties will allow: to transform the implementation of all necessary forms of cus-
toms control into a seamless process, significantly accelerating the movement
of goods through the checkpoint; to reduce logistics and transportation costs;
to create incentives and conditions for the development of an Authorized Eco-
nomic Operator (AEO); to increase the share of preliminary declaration of
goods.

The implementation of the named elements will allow in the future to cre-
ate a new Operational Model of Customs based on the principles of data, pro-
cess and change management — invisible, fast, flexible, effective for the state
and convenient for business, and should be based on 3 main principles:

— data management — maximum use of automated solutions based on data
provided online through a Single Window mechanism and containing integrat-
ed information from various sources (purchase and sale agreements, shipping
documents, invoices, permits, movement along the route during delivery to the
end consumer), including cross-border exchange with third countries;

— process management — preliminary algorithmic modeling of business
processes for their subsequent regulatory consolidation, widespread use of dig-
ital technologies in customs administration: from technologies for tracking the
movement of goods online and the Internet of Things (digital seals, tags), to
monitoring the flow of goods, ensuring their end-to-end identification in order
to simplify the crossing of goods across the customs border;'

— change management — a mechanism for promptly responding
to emerging challenges through the use of a risk management system based on
predictive analytics, Big Data processing using elements of Artificial Intelli-
gence.’

StrategyoftheActivitiesofthe CustomsCooperation Blockofthe Eurasian EconomicCommission
until 2025 (Head of the Strategy development project - Sekerabayeva D.K., Deputy Head of
the Division of Advanced Customs Technologies of the Department of Customs Legislation
and Law Enforcement Practice of the EEC). EEC.URL:https :// eec.eacunion.org/upload/ me-
dialibrary /993/ STRATEGIYA-2025.pdf

2 Ibid.
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4. LIST OF ADVANCED CUSTOMS TECHNOLOGIES
WITH EXPLANATIONS

In order to prepare practical proposals for modernization of the WCO le-
gal tools on ICT within the framework of the Mini Group, we studied the ex-
perience of the EEU, the WCO and APEC. In addition, we studied research
materials of the scientific community devoted to the introduction of advanced
customs technologies in customs administration, the development of Digital
(Smart) Customs.

Based on the results of the work carried out, a list of advanced customs
technologies with brief explanations and practical examples was prepared. We
believe that such systematization of open research and reporting materials of
the EEU, APEC and the WCO will allow members of the WCO Mini Group,
as well as interested parties, whose competence includes issues of improving
customs regulation and trade facilitation, to obtain comprehensive information
on current digital customs technologies and the prospects for development of
the institution of Smart (Digital) Customs.

Moreover, the systematized material can be used in the preparation of na-
tional concepts for development of the Digital (Smart) Customs institution in
the WCO Member States, customs and economic unions.

For ease of use of the obtained results, a dictionary of terms and definitions
has also been compiled, which reveals the content of the technologies imple-
mented within the framework of the Digital (Smart) Customs institute.

A complete list of sources used to compile the dictionary and the list of
technologies is presented in the section “List of sources used”.

TERMS AND DEFINITIONS

Ne Term Definition
1 | Automated system for » A specialized software package of Customs
checking customs value service designed to analyze and verify the declared

customs value of goods declared during customs
clearance of goods and vehicles.

2 | Biometrics » Measurement and statistical analysis of physical
and behavioral characteristics of a person.
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Ne

Term

Definition

Big Data

» A project that provides hardware and software
for collecting data from any source. The goal of the
project is to manage data on import and export of
goods, collect revenues and support data growth in
the future.

Virtual reality

» A technology that allows users to be fully im-
mersed in a virtual environment using a headset, al-
lowing them to interact and work with digital objects.

Augmented reality

» A technology that projects digital content into
a user's field of view through a mobile device or
headset, allowing the user to interact with the real
world while maintaining the ability to move freely
and use their hands.

Mixed reality

» A combination of augmented and virtual reality
that allows users to manipulate and interact with
digital content in a real-world environment.

Drone

» An unmanned aerial, sea vehicle or vehicle con-
trolled by remote control or computers (information
system).

Data

» Information provided, used, processed or trans-
mitted by users of the Single Window in the course
of their activities.

Demonstration of pilot
projects

» The process of conducting test launches of new
systems, services, functionality, technologies that
are created to ensure convenient interaction be-
tween legal entities and organizations with govern-
ment bodies.

Dispatching

» Automatic distribution of goods declarations
between Customs authorities in accordance with
established criteria.

10

Single personal account

» An account of a foreign trade participant where
funds are stored that are used as an advance pay-
ment for future customs duties and taxes.

11

Information

» Statements (messages, data) regardless of the
form of their presentation.

12

Information system

» A set of information technologies and technical
means that ensure the processing of information
resources.
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Term

Definition

13

Information and

communication technologies

» A set of methods and means for implementing
information technologies and telecommunication
processes.

14

Information technology

» Processes, methods of searching, collecting,
accumulating, systematizing, storing, refining,
processing, providing, distributing and deleting
(destroying) information, as well as methods for
implementing such processes and methods.

15

Information resource

» An ordered set of documented information (da-
tabases, other arrays of information) contained in
information systems.

16

Information resources of
Customs authorities

» An ordered set of documented information (data-
bases, other arrays of information) contained in the
information systems of Customs authorities.

17

Artificial Intelligence (Al)

» An area of computer science that changes be-
havior based on observed, collected, and analyzed
data without explicit programming. It is a broad
term that includes various technologies such as
machine learning, deep learning, computer vision,
and natural language processing.

18 | Internet of Things (loT) » A network of sensors and smart devices con-
nected to the Internet that can send and receive
data and that are often found in vehicles, buildings,
and objects equipped with electronics.

19 | Personal account for » An automated subsystem designed to provide,

interaction with Customs
authorities

on the basis of Web technologies, personalized
information interaction between persons engaged in
foreign economic activity, persons whose interests in
relation to goods are affected by decisions, actions
(inaction) of Customs authorities directly and indi-
vidually (external users), with Customs authorities.

20

Personal account (Single
Window)

» A multifunctional secure service that allows in-
teraction with other users within existing processes
and provides access to the functions of the Single
Window mechanism.

21

Machine learning

» A subset of Artificial Intelligence that enables
computers to learn without being explicitly pro-
grammed.
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Ne

Term

Definition

22

Single Window mechanism

A mechanism for interaction between government
agencies regulating foreign economic activity and
participants of foreign economic activity that allows
participants of foreign economic activity to submit
documents once in a standardized form through
a single access channel for subsequent use by inter-
ested government agencies and other organizations
in accordance with their competence when monitor-
ing the implementation of foreign economic activity.

23

Reference Model of the
National Single Window
Mechanism

» It is an innovative cross-border intellectual
mechanism that allows interested parties to receive
a range of services for carrying out export, import
and transit operations in the course of interaction
with government agencies and (or) authorized or-
ganizations of Member States.

24

Mobile technologies (MT)

» Technologies that are always with the user. They

include portable two-way communication devices,
computing devices, and the network technologies
that connect them. MT is a set of hardware and
software that provides wireless communication
and access to information through portable devices
such as smartphones, tablets, laptops, and other
mobile terminals.

25

Navigation seal

» A technical device consisting of a sealing ele-
ment and an electronic unit, operating on the basis
of navigation satellite system technologies and
providing the transmission of information related
to the tracking object. Tracking objects are goods
(products), vehicles.

26

Cloud computing

» Distributed digital data processing technologies
that provide computer resources to an Internet user
as an online service.

27

General process within the
Union

» Operations and procedures regulated (estab-
lished) by international treaties and acts constitut-
ing the law of the Union and the legislation of the
Member States, which begin in the territory of one
of the Member States and end (change) in the terri-
tory of another Member State.
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Term

Definition

28

Advanced customs
technologies

» Innovative tools and methods based on advanced
technologies that are being introduced into customs
activities with the aim of automating, digitalizing
customs processes, increasing the efficiency of
customs operations and customs control, as well as
collecting, storing, processing information and in-
teraction of Customs authorities with other subjects
of the customs process.

29

Preliminary information

» Information in electronic form on goods intended
for movement across the customs border, interna-
tional transport vehicles transporting such goods,
time and place of arrival of goods in the customs ter-
ritory, passengers arriving in the customs territory.

30 | Traceability » Organization of accounting of goods subject to
traceability and operations related to the circulation
of such goods using national traceability systems.

31 | National Traceability » A state information system that ensures collec-

System

tion, recording and storage of information on goods
subject to traceability, and transactions related to
the circulation of such goods.

32

Traceability mechanism

» A system that operates on the basis of the ex-
change of information from national traceability
systems and ensures traceability for the purpose of
monitoring the circulation of goods.

33

Blockchain

» A decentralized and distributed digital record (or
registry) of transactions with a timestamp, in which
transactions are securely stored in a permanent
and virtually unchangeable manner using various
cryptographic methods.

34

Video surveillance system

» A set of technical means designed for visual
monitoring and recording of events in protected or
controlled customs control zones.

35

Subjects of electronic
interaction

» Government bodies, individuals or legal entities
interacting within the framework of relations arising
in the process of drafting, sending, transmitting,
receiving, storing and using electronic documents,
as well as information in electronic form.
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Ne

Term

Definition

36

Coordinated border
management

» A coordinated approach by border control agen-

cies (authorized bodies at the border), both do-
mestic and international, in the context of seeking
greater efficiency in managing trade and tourism
flows, ensuring compliance with the law; includes
the optimization of parallel processes and tech-
nologies, allowing various government agencies to
cooperate effectively in resolving border issues.

37

Customs monitoring

» A customs control tool for assessing the ac-
tivities of a foreign trade participant (economic
operator) and warning it of potential risks that may
subsequently lead to negative effects of violating
customs legislation.

38

Electronic Declaration
Center

» A specialized Customs authority whose powers
are limited exclusively to the performance of cus-
toms operations in relation to goods declared using
information technology for submitting information
to Customs authorities in electronic form for the
purposes of customs clearance of goods, including
using the Internet information and telecommunica-
tions network.

39

Digital Twin

» A constantly changing digital copy (digital
profile, digital model) of a foreign economic activ-
ity participant, which allows, using methods of
mathematical and statistical (predictive) analysis,
to evaluate and model (predict) the behavior of
this object or the development of processes with it
in order to determine the need to carry out control
measures in relation to it.

40

Electronic form of
interaction

» A method of information interaction based on the
use of information and communication technolo-
gies.

4

Electronic view (form) of
document

» Information, data, presented in a form suitable
for human perception using electronic computers,
as well as for transmission and processing using
information and communication technologies in
compliance with established requirements for for-
mat and structure.

31




Term

Definition

42

Electronic document

» An electronic document certified by an electronic
digital signature (electronic signature) and meeting
the requirements of the general infrastructure for
documenting information in electronic form.

43

Electronic locks
(E-locks)

» Advanced locking systems used to secure
cargo containers during transportation. These
locks typically use electronic mechanisms such as
passwords, biometrics, or electronic keys to control
access to the container.

44

Electronic systems for
verification (confirmation)
of the country of origin of
goods

» Technologies designed for automated verification
and confirmation of information on the country of
origin of goods within the framework of control and
supervisory activities of Gustoms authorities.

45

Risk management

» Systematic activities of Customs authorities to
minimize the likelihood of events related to non-
compliance with international treaties in the field
of customs regulation and legislation on customs
regulation, and possible damage from their occur-
rence.

46

E-commerce

» A set of technical and organizational forms for
conducting financial and trade transactions using
electronic systems.

» All transactions which are effected digitally
through a computer network (e.g., the Internet),
and result in physical goods flows subject to Cus-
toms formalities.
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LIST OF ADVANCED CUSTOMS TECHNOLOGIES

Automation of customs administration

No

Name of automation element

Practical aspects of application

2

3

Paperless information
system of Customs
authorities

» Customs operations may be performed using
information systems and information technologies of
Customs authorities, declarants and other interested
parties, as well as information systems of state bodies
(organizations) of the Member States within the frame-
work of information interaction. Customs authorities
use information systems and information technologies
developed, produced and (or) acquired by Customs
authorities in accordance with the legislation. In order
to form information resources of Customs authorities,
Customs authorities collect and process information
on goods moved across the customs border of the
Union and the persons moving them.

Electronic customs
clearance system (release
of goods)

» The release of goods is processed using the
customs authority’s information system by generat-
ing an electronic document. The customs author-
ity shall notify in electronic form of the release of
goods the person carrying out temporary storage of
the goods in respect of which the goods have been
released, and in cases established by the legislation
on customs regulation, other persons, if there is
interaction between the information system of the
customs authority and the information systems of
such persons, within the period established in ac-
cordance with the legislation of the Member States
on customs regulation.

» Data (information) is exchanged in the Customs
service information systems between its structural
divisions.

» The presence of an Integrated information sys-
tem for customs operations — a system for online
obtaining information on the status of foreign trade
operations carried out in the process of customs
clearance (release) of goods.

» Combining statistics with information and commu-
nication technologies (ICT) online within the frames of
supply chain of goods and rendering services.
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Ne

Name of automation element

Practical aspects of application

2

3

Availability of a personal
account for interaction with
Customs authorities

» Use of the automated subsystem (AS) “Personal
Account”, which is designed to provide personal-
ized information interaction of persons engaged in
foreign economic activity, persons whose interests
in relation to goods are affected by decisions, ac-
tions (inaction) of Customs authorities directly and
individually (external users), with Customs authori-
ties on the basis of Web technologies. AS “Personal
Account” is located on the information resources
of the Customs service in the information and tel-
ecommunications network Internet. AP “Personal
Account” operates 24 hours a day. The use of the
personal account allows for information interac-
tion of participants of foreign economic activity
(economic operators) with Customs authorities in
a mode close to online.

» Within the framework of the Single Window
mechanism, the personal account is a multifunc-
tional secure service that allows for interaction
with other users within the framework of existing
processes and provides access to the functions of
the Single Window mechanism.

Electronic declaration:

- including electronic transit
declarations;

- electronic declarations
of goods for express cargo

» Customs declaring is carried out in electronic
form. In this case, a customs declaration in the
form of an electronic document (electronic customs
declaration) is used.

» Implementation of electronic declaration ter-
minals located at the customs checkpoint at the
airport of arrival.

» Declaring of goods by individuals can be done
using electronic applications. Electronic customs
declaration is a digital application for notifying cus-
toms about goods carried by passengers or crew
members.

» Implementation of declaration system for ves-
sel — an electronic registration system for foreign
yacht/cruise vessel owners who intend to visit the
territorial waters of the state (a web application de-
signed to simplify the registration of foreign yacht/
cruise vessel owners and entrepreneurs)
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Electronic transit
declarations

» When placing goods under the customs proce-
dure of customs transit declaration can be carried
out in electronic form.

Automatic registration of
goods declaration

» Certain customs operations may be carried out
by Customs authorities through the customs infor-
mation system without the participation of customs
officials, in particular, the automatic registration of
customs declarations submitted in the form of an
electronic document (goods declaration, transit
declaration, passenger customs declaration, vehicle
declaration). Algorithms for automatic checks of
compliance with the conditions of automatic regis-
tration of goods declarations (ARGD) and automatic
release of goods, implemented in the standard
software of Customs authorities.

The essence of the technology (ARGD) is that a le-
gally significant action - registration of a declaration
sent to the customs authority via the Internet - is
performed without the direct participation of officials.
Format-logical control of the electronic declaration
is carried out without the participation of a customs
representative. The validity of the electronic signa-
ture, the fact of payment of customs duties, the pres-
ence of the necessary documents in the electronic
register of Customs authorities are checked by the
program. If all conditions are met, the electronic dec-
laration is registered automatically. Then it is sent to
the customs inspector for control. The average time
for automatic release of goods is 4-5 minutes.

Automatic registration of
transit declarations

» After passing the transit declaration submitted in
the form of an electronic document (hereinafter, ETD
— electronic transit declaration), the format control of
the ETD’s compliance with the structure and formats
of the ETD established by customs legislation, and
checking the authenticity of the declarant’s electronic
signature, within 10 minutes, the format-logical con-
trol (hereinafter, FLC) is carried out automatically for
the purpose of checking for signs of the presence of
grounds for refusing to register the ETD.
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After passing the transit declaration submitted in the
form of an electronic document (hereinafter, ETD —
electronic transit declaration), the format control of
the ETD’s compliance with the structure and formats
of the ETD established by customs legislation, and
checking the authenticity of the declarant’s electronic
signature, within 10 minutes, the format-logical con-
trol (hereinafter, FLC) is carried out automatically for
the purpose of checking for signs of the presence of
grounds for refusing to register the ETD.

After passing the FLC, the ETD is automatically
sent to the customs authority of departure via the
Unified automated information system (UAIS) of
the Gustoms authorities. When the ETD is received
by Customs authority of departure, the UAIS of the
Customs authorities automatically records the date
and time of its submission to the customs authority
and sends an electronic message from the UAIS of
the customs authorities to the declarant containing
information on the date and time of receipt of the
ETD by the Customs authority of departure. When
passing the FLC, the ETD is registered via the UAIS
of the Customs authorities by assigning a registra-
tion number in automatic mode. After the ETD is
registered, an electronic document containing its
registration number and time of registration is auto-
matically sent to the declarant from the UAIS of the
Customs authorities.

8 | Automatic release of » Automatic release is a technology that enables

declaration automatic release of a declaration without the par-
ticipation of customs officials.

9 | Automatic control of the » Automation of goods classification processes

correct classification

of goods and detection

of violations related to

the declaring of false
information about the
classification code of goods

and identification of violations related to the decla-
ration of an incorrect classification code of goods.
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10

Electronic advance
(preliminary) notification

» This is a technology that allows foreign trade
participants to provide information about trans-
ported goods and vehicles before their actual arrival
in the customs territory.

Preliminary information means information in elec-
tronic form on goods intended for movement across
the customs border, international transport vehicles
transporting such goods, time and place of arrival of
goods in the customs territory, passengers arriving
in the customs territory. The purpose of submitting
preliminary information is to obtain information by
Customs authorities on goods planned for move-
ment across the customs border for risk assessment
and making preliminary decisions on the selection of
objects, forms of customs control and measures to
ensure customs control before the arrival of goods
in the customs territory. Preliminary information
submitted in the form of an electronic document
can be used in the performance of customs opera-
tions related to notification of the arrival of goods in
the customs territory, placing goods in temporary
storage, customs declaring, as well as in the perfor-
mance of other customs operations.

» Formation of partnerships, implementation of in-
formation solutions for interaction with participants
of foreign economic activity (economic operators),
including with operators of e-commerce platforms
to further expand the range of available preliminary
information and simplify customs clearance (re-
lease) of goods.

11

Remote release
of goods

» This is a technology that ensures the division of

customs operations into documentary and actual
control processes, which are carried out by various
Customs authorities (the declaration is submitted
to the internal customs post, and the goods them-
selves are stored in a border temporary storage
warehouse (TSW) or an adjacent customs control
zone, where their actual control is carried out).
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With its implementation, it became possible for
foreign trade participants to submit customs
declarations to any of the electronic declaration
centers specially created in all regional Customs
administrations. At the same time, the declared
goods may actually be located in the region of
activity of other Customs authorities of the state,
including at border terminals.

12

Automation of customs
control processes after the
release of goods (electronic
customs inspection)

» The implementation of the “customs inspection”
service of the “Personal Account” hardware and
software tool allows for the exchange of documents
and information in electronic form with Customs
authorities during customs inspections.

13

Automatic selection of
control objects

» Development of algorithms for automatic selec-
tion of objects of customs control after the release
of goods and visualization of information about
such objects in software tools of Customs authori-
ties.

14

Automation of selection of
objects of customs control
after release of goods

» Expanding the practice of automatic (automated)
selection of objects of customs control after the
release of goods (persons in respect of whom cus-
toms control is planned to be carried out after the
release of goods), namely:

— improving the risk-oriented approach when se-
lecting objects of customs control after the release
of goods to ensure the selectivity of its implementa-
tion, updating the criteria for selecting objects of
customs inspections, using digital technologies;

— implementation and use of a goods traceability
system when selecting objects of customs control
after the release of goods.

Reasons for selecting objects of customs control
after the release of goods: analytical work, infor-
mation and analytical information from structural
divisions, information on identifying risks in ac-
cordance with risk profiles, information from the
law enforcement unit, information from regulatory
authorities, information from individuals and legal
entities (appeals).
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Control area: customs value, accuracy of declared
information on the characteristics of goods, cor-
rectness of classification and determination of the
country of origin of goods, tariff preferences, and
application of benefits.

15

Integration of information
resources of Customs
authorities with basic
components of the
e-government infrastructure

» Integration of an ordered set of documented
information (databases, other arrays of information)
contained in the information systems of Customs
authorities with the components of the infrastructure
that ensures the information technology interaction
of information systems in the provision of public
services and the performance of public functions in
electronic form.

16

Application of contactless
methods of interaction
between subjects of
customs legal relations

» Contactless methods of interaction between
subjects of customs legal relations are modern
technologies and processes that allow interaction
between participants in foreign economic activ-
ity (economic operator) and Customs authorities
in electronic form without the need for physical
contact or personal presence.

17

Payments in a centralized
manner (SPA - Single
Personal Account)

» Centralization of customs payments using single

personal accounts. The technology has been devel-
oped to improve the system of paying customs duties
in the electronic form of declaring, remote release of
goods and remote payment technologies, simplify
settlements on customs payments, reduce the time for
the passage of funds and the time for customs declar-
ing. A single personal account is an account of a par-
ticipant in foreign economic activity, where funds are
stored that are used as an advance payment for future
customs duties and taxes. The single personal account
allows settlements with any Customs authorities. Such
a system allows declarants to more effectively manage
funds and plan their spending. And Customs authori-
ties can better control their movement. All this makes
the procedure more transparent.
The main objectives of the transition to centraliza-
tion of accounting of customs and other payments
and the maintenance of a single personal account
of a foreign trade participant are:
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— simplification of the system for recording the
movement of funds in the personal account of
a foreign economic activity participant;

— organization of document flow of a foreign eco-
nomic activity participant in electronic form through
the use of WEB technologies;

— the use of modern information technologies for
paying customs and other payments, the use of
electronic terminals, payment terminals and ATMs,
including remote payment;

— improving operational and budgetary accounting
of payments from foreign economic activity by
centralizing it at the Customs service level in order
to increase the efficiency of generating reports sub-
mitted to authorized bodies.

18

Independent management of
the payer's funds

» Technology that enables an individual or legal
entity to independently manage financial resources.
Within the framework of the technology application,
the payer has the opportunity to use any methods
of customs duties payment, including electronic
technologies of online payment, and remote pay-
ment from the workplace.

» Payment of customs duties by individuals
through payment terminals, electronic terminals
and ATMs located outside the locations of Customs
authorities, in cash or bank cards, the servicing of
which is carried out by customs payment operators.

» Implementation of online payment platforms (ser-
vices) and electronic money transfer mechanisms.

» Payment of customs duties during customs
clearance (release) of goods using credit cards or
smartphones with two-dimensional codes.

» Provision of services for self-payment of cus-
toms duties at the border through the use of mobile
applications of the Customs service.

» Remote payment of customs duties by individu-
als in relation to goods for personal use transported
by carriers (courier services and forwarding com-
panies) to individuals receiving the goods.
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19 | Automated system for » Availability of an Automated system for check-
checking customs value ing the customs value of imported goods. An
Automated system for checking the customs value
is a specialized software package of the Customs
service, designed to analyze and verify the declared
customs value of goods declared during customs
clearance of goods and vehicles.
Digitalization of customs administration
Ne Name of the digitalization Practical aspects of application
element
1 2 3
20 | Goods traceability system | » Traceability system is aimed at minimizing the

risks of import and circulation of counterfeit and
contraband goods on the territory of the state and
maintaining a fair competitive environment on the
domestic market. It is implemented in a documentary
manner without the use of additional software, identi-
fication marks and reading devices.

“Traceability” is the organization of accounting of
goods subject to traceability and transactions related
to the circulation of such goods using national trace-
ability systems. National Traceability System (NTS) is
an information system of a Member State that ensures
the collection, accounting and storage of information
on goods subject to traceability and transactions
related to the circulation of such goods. In turn, the
“traceability mechanism” is a system that functions on
the basis of the exchange of information from national
traceability systems and ensures traceability for the
purpose of monitoring the circulation of goods. NTS is
applied to foreign goods released under the customs
procedure of release for domestic consumption. All in-
formation on the movement of goods from documents
is consolidated in the NTS, where it is compared, thus
ensuring the traceability of imported goods throughout
their entire life cycle. Traceability of goods is ensured
through batch-by-batch accounting and the use of
electronic documents.
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21

Navigation seals.
End-to-end control of
the movement of goods
across the territory of

a state (economic union)

» Navigation seal — a technical device consisting of
a sealing element and an electronic unit, operating on
the basis of navigation satellite system technologies
and providing for the transmission of information
related to the tracking object. Tracking object - goods
(products), vehicles.

For the period of tracking a specific shipment, the
navigation seal must contain:

—a unique transportation number generated in the in-
formation system of the national operator that tracks
the transportation;

— the registration number of the transit declaration

(in relation to goods placed under the customs pro-
cedure of customs transit), the registration number
of the goods declaration (in relation to goods under
customs control) or the number(s) of the transport
(shipment) documents (when transporting Union
goods within the framework of mutual trade between
Member States);

— information from the customs declaration (if any);
information on the implementation of customs con-
trol in relation to goods and vehicles of international
transportation when placing goods under the cus-
toms procedure of customs transit, as well as elec-
tronic documents issued based on the results of its
implementation, including photographs obtained dur-
ing customs control using an inspection and search
complex (if any), and customs inspection reports (if
any);

— electronic documents (information) accompanying
the transportation of goods (customs declaration (if
any), transport (shipment) documents, invoice, vehi-
cle registration certificate (truck and trailer);

— electronic documents (information) confirming
compliance with prohibitions and restrictions in ac-
cordance with customs legislation.
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22

Tracking system
“Electronic locks /
intelligent (smart) border
crossing schemes”

» Implementation of the Single Electronic Lock
Scheme and Smart Crossing Scheme of the border to
speed up customs clearance and simplify the flow of
goods (movement of goods). Only one mutually rec-
ognized electronic lock is used to connect with the ac-
celerated customs clearance system. Goods are con-
trolled according to the principle of “across the border
with one electronic lock under separate control”.
Electronic locks (E-locks) are advanced locking
systems used to secure cargo containers dur-
ing transit. These locks typically use electronic
mechanisms such as passwords, biometrics, or
electronic keys to control access to the container.
They provide increased security by preventing
unauthorized access and tampering with cargo. An
E — Lock is a system that combines RFID and GPS
technology into a single lock.

» Customs transit control using electronic sealing
system: RFID technology.

» Using electronic seals to lock containers while si-
multaneously tracking the GPS signals of containers
at checkpoints.

» Simplifying the movement of goods under cus-
toms control between free trade zones using RFID
technology.

23

Unified System of
Customs Transit
(electronic transit)

» The Unified System of Customs Transit of the Un-
ion and a third party(ies) is a system based on the
following:

— application of a single transit declaration in the
form of an electronic document;

— use of a single security for the fulfillment of the
obligation to pay customs duties, taxes, special, anti-
dumping, and countervailing duties;

— application of certain special simplifications
(customs benefits) granted to authorized economic
operators of Member States and third party(ies);
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— the use of navigation seals to track the transporta-
tion of goods along the entire route of the transported
goods in accordance with the customs procedure of
customs transit through the customs territory of the
Union and the customs territory of a third party (third
parties);

— mutual recognition of decisions taken by Customs
authorities and the results of customs control, taking
into account the provisions of the international treaty
of the Union with a third party (third parties) on a sin-
gle system of customs transit of the Union and the
third party (third parties) and their use exclusively for
the performance of the tasks and functions assigned
to the Customs authorities.

Development of a Unified transit system (in the EEU).
One of the main elements of such a system is the
use of modern technologies, including those that
allow for the automation of customs operations. The
Customs Service (of Russia) has ensured the appli-
cation of the procedure for electronic declaration of
transit, and automated technologies for this process
are being actively introduced. The development of
electronic transit helps to minimize contacts between
officials and participants in the transport process and
to establish their interaction in electronic form. An
important element of the Unified transit system in the
EEU is the large-scale use of the latest technologies
and technical means of tracking the movement of
goods in the work of Customs authorities, primarily
electronic navigation seals.

The introduction of electronic navigation seals allows
for the simplification of transit procedures, minimiza-
tion of the risks of false information being provided
during customs declaring of goods, and the full col-
lection of customs duties.
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24

Information interaction
within the framework

of common processes
through the Integrated
information system of the
Union

» The common process within the EEU is the op-
erations and procedures regulated (established) by
international treaties and acts constituting the law
of the EEU and the legislation of the Member States,
which begin on the territory of one of the Member
States and end (change) on the territory of another
Member State.

The implementation of common processes within
the EEU is ensured using the Integrated information
system (EEU). The standard list of technological docu-
ments regulating information interaction during the im-
plementation of the common process by means of the
integrated system includes the following documents:

— rules of information interaction during the im-
plementation of a general process by means of an
integrated system;

— regulations for information interaction between
participants of the common process during imple-
mentation by means of an integrated system of the
common process;

— description of the formats and structures of elec-
tronic documents and information used for the imple-
mentation of the common process by means of the
integrated system;

—the order of joining the common process.

Single Window mechanism

25

Single Window
mechanism

» The Single Window mechanism is a mechanism for

interaction between government agencies regulating
foreign economic activity and participants of foreign
economic activity, which allows participants of foreign
economic activity (economic operators) to submit
documents once in a standardized form through a sin-
gle access channel for subsequent use by interested
government agencies and other organizations in ac-
cordance with their competence when monitoring the
implementation of foreign economic activity.
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The Single Window mechanism is a mechanism for
interaction between government agencies regulating
foreign economic activity and participants of foreign
economic activity, which allows participants of foreign
economic activity (economic operators) to submit
documents once in a standardized form through a sin-
gle access channel for subsequent use by interested
government agencies and other organizations in ac-
cordance with their competence when monitoring the
implementation of foreign economic activity.

The Single Window mechanism is a digital ecosystem
that:

— connects businesses and regulators in a single
digital space;

— manages data, processes, interactions and changes
(at all levels - B2B; B2G; G2G).

— describes the organizational, legal and technological
foundations of managing foreign economic activity.
The areas of state regulation that the Single Window
covers are: the area of customs, currency, tax, cus-
toms-tariff, non-tariff, technical regulation, the area
of application of sanitary, veterinary-sanitary, quaran-
tine phytosanitary measures, the area of regulation of
financial services (banking, insurance), transport and
transportation, protection and defense of intellectual
property rights.

Types of activities: foreign trade, activities related
to the provision of transport and logistics services,
financial services (banking, insurance), as well as
activities in the field of customs.

Subjects:

Government bodies of the Member States: in the
field of customs, taxation, customs-tariff and non-
tariff regulation; government bodies of the Member
States implementing: issuance of permits related to
foreign economic activity, transport control, sanitary,
veterinary-sanitary, quarantine phytosanitary control
(supervision), control (supervision) over compliance
with technical regulations, export, radiation, currency
and other types of state control;
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Organizations authorized to issue permits, including
chambers of commerce and industry, certification
bodies and testing laboratories (centers) carrying
out work in the field of assessment (confirmation) of
compliance with the requirements of technical regu-
lations of the Union;

Interested parties: legal entities, individual entrepre-
neur engaged in foreign economic activity; persons
engaged in customs activities (customs representa-
tives (brokers), customs carriers, owners of temporary
storage warehouses, owners of customs warehouses,
owners of free warehouses, owners of duty-free
shops); authorized economic operators; transport and
forwarding, logistics companies, carriers, express car-
riers; airport administrations, automobile and railway
checkpoints; banks and insurance organizations; pat-
ent organizations (patent attorneys), postal operators
and other organizations.

» Ensuring the exchange of information with inter-
ested parties through a single point of access, as well
as the absence of the need to submit relevant docu-
ments on paper.

» Create a foreign trade data exchange platform to
share online container logistics dynamics between
ports. It allows online tracking cargo logistics infor-
mation between two locations and performing intel-
ligent (smart) queries. With this tool, companies can
better predict customs clearance (release), produc-
tion and delivery of goods.

» Development of a Single Window mechanism as
a unified information and technological platform for
participants in foreign economic activity in order to
simplify the submission of documents for customs
and trade purposes.

» Using Al and Machine Learning to enhance risk as-
sessment capabilities in cargo inspection in the Single
Window Customs Clearance module. Application areas
include classification of goods descriptions according
to the HS, analysis of anomalous trade patterns, and
visualization of relationships between entities.
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» Implementation of a licensing system based on
the principle of a Single Window mechanism, which
allows the information system to check the imple-
mentation of an import license in order to speed up
the process of customs clearance (release) of goods.

26

Transition from electronic
document management to
data exchange

» The transition from electronic document manage-
ment to data exchange is an evolution in the ways in
which traders and government agencies interact, mov-
ing away from the traditional transfer of electronic doc-
uments (such as scans, PDF files or electronic forms)
to an automated exchange of structured data between
information systems. The digitalization of Customs
administrations plays a crucial role in the development
of cross-border paperless trade. A key factor in further
progress is the establishment of seamless data ex-
change between Customs authorities. Enhanced data
exchange mechanisms enable Customs authorities to
verify the accuracy and reliability of data for customs
purposes without requiring traders to provide paper
documents. This is particularly relevant in the context
of digital transit corridors, where online data exchange
for customs purposes ensures a smoother movement
of goods across borders without unnecessary delays
and repeated physical inspections.

27

Ecosystem for managing
foreign economic activity
(a new operating model
for customs) based on the
principles of managing
data, processes,
interactions and changes

» Changing the existing customs operating model
based on the principles of data, process and change
management — invisible, fast, flexible, efficient for the
state and convenient for business — should be based
on 3 main principles:

— data management — maximum use of automated
solutions based on data provided through a Single
Window mechanism online and containing integrated
information from various sources (purchase and sale
agreements, shipping documents, invoices, permits,
movement along the route during delivery to the end
consumer), including cross-border exchange with
third countries;
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— process management — preliminary algorithmic
modeling of business processes for their subsequent
regulatory consolidation, widespread use of digital
technologies in customs administration: from tech-
nologies for tracking the movement of goods online
and the Internet of Things (digital seals, tags), to
monitoring the flow of goods, ensuring their end-to-
end identification in order to simplify the crossing of
goods across the customs border;

— change management — a mechanism for promptly
responding to emerging challenges through the use
of a risk management system based on predictive
analytics, Big Data processing using elements of
Artificial Intelligence.

28

Pilot projects within
the framework of the
national Single Window
mechanism

» Pilot projects for the implementation of national
Single Window mechanisms is a process of con-
ducting test launches of new systems, services,
functionality, technologies that are created to ensure
convenient interaction between legal entities and
organizations with government agencies.

The purpose is to check the operation of these
mechanisms and their compatibility with each other,
as well as the possibility of exchanging data between
them. Such pilot projects allow identifying problems
and shortcomings in the system and making the
necessary adjustments before its full implementation.
The objectives of the pilot project may include:

1. Assessment of the technical and informational
equipment for the implementation of individual ele-
ments of the national Single Window mechanism.

2. Conducting an analysis and determining a list of
public services that can be integrated into the Single
Window system.

3. Establishing and testing the effectiveness of the
mechanism for exchanging information between vari-
ous organizations and departments.

4. Involvement of participants (entrepreneurs, busi-
ness entities, civil servants) in the pilot process to
assess the ease of use of the mechanism.
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5. Collecting feedback and analyzing the results of
the pilot project to make adjustments and improve
the Single Window mechanism.

In general, the pilot project for the development of
the Single Window mechanism is aimed at creating
a basis for further expansion and improvement of the
system of public services for business entities.

Pilot Project Demonstration Forms

1. Presentation — presentation of the project using
a slide show, presentation or demonstration video.

2. Conducting information events - organizing semi-
nars, webinars and other events where the work of
the pilot project is demonstrated.

3. Demonstration of working prototypes or models -
creating working prototypes or models to show the
functionality and benefits of the project.

4. Open demonstrations - organizing open events or
exhibitions where the project can be demonstrated to
the general public.

» Application of Artificial Intelligence and Machine
Learning in a Single Window environment.

29

Coordinated border
management:

- within the country;

- within the framework

of interstate information
interaction with Customs
authorities of neighboring
states;

- combination of customs
and border control
functions

» Coordinated Border Management (CBM) s
a coordinated approach by border control agencies
(authorized bodies at the border), both domestic
and international, in the context of seeking greater
efficiency in managing trade and tourism flows while
ensuring compliance with the law. CBM involves the
optimization of parallel processes and technologies,
allowing various government agencies to effectively
cooperate in addressing border issues.

To optimize operations border authorities need to ful-
ly utilize the technological capabilities (technologies)
and resources that facilitate CBM. CBM improves ef-
ficiency by reducing data duplication. Providing data
to the government through a single system reduces
duplication and the costs of providing, collecting,
analyzing, and disseminating data.
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» Implementation of an intelligent (smart) border
management system, which may include automated
passport control, biometric identification systems,
electronic gates and electronic visa systems. Using
these technologies, customs can speed up the clear-
ance (release) of goods, reduce waiting times and
simplify border crossings.

» Creation of an information website on cooperation
in SPS (sanitary, phytosanitary and veterinary meas-
ures) between states — this specialized information
resource (smart platform) in the field of SPS provides
comprehensive services, including queries on rules
and standards, notifications, comparative reviews,
risk information. It allows the exchange of SPS rules
and standards between states, technical measures
for trade and information on agri-food products.

E-commerce

30

Interaction of information
systems of Customs
authorities with electronic
trading platforms and
other entities within

the framework of the
institution of electronic
commerce

» E-Commerce: all transactions which are ef-
fected digitally through a computer network
(e.g., the Internet), and result in physical
goods flows subject to customs formalities.
E-Commerce is also understood as a set of technical
and organizational forms of financial and trade trans-
actions carried out using electronic systems.

» Development of information resources of Customs
authorities for customs clearance (release) of e-
commerce goods.

» Organization of traceability of goods within the
framework of the institute of electronic commerce.

» Cooperation and interaction with economic opera-
tors, including customs brokers (representatives) and
operators of e-commerce platforms.

» Creation of a new institution in the customs sphere
— electronic trade operators (ETO), which provide lo-
gistics for operations with purchased goods, interac-
tion with Internet platforms and Customs authorities.
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» The ETO carries out customs operations in relation
to goods transported within the framework of inter-
national e-commerce and sent in international mail or
delivered by a carrier as express cargo.

» Development of a new type of customs declara-
tion — declaration of goods for e-commerce (with
a new set of data for goods for e-commerce).

» Placing the responsibility for collecting import du-
ties on electronic trading platforms.

» The ETO declares the goods on behalf of the recipi-
ent and pays customs duties. This allows for simplified
clearance (release) of goods transported via e-com-
merce, while maintaining the required level of control.

» Application of advanced customs technologies re-
lated to obtaining, comprehensive analysis of data and
data exchange between Customs authorities, platforms
and logistics companies.

» Standardization of data requirements within the
framework of the e-commerce institute, necessary
for the application of the RMS.

» Creating conditions for the Customs service to
obtain data for use within the RMS. Data from elec-
tronic platforms should be uploaded to the Customs
authorities' information systems for risk assessment.

» Granting to Customs service the competence
to access electronic platforms to obtain data on e-
commerce goods.

» Application of Big Data to identify critical informa-
tion for customs purposes and RMS application.

» Based on Big Data analysis, the Customs service
identifies buyers and sellers and requests additional
information from them in order to monitor compli-
ance with customs legislation.

» Application of Artificial Intelligence (Al) in the context
of monitoring the movement of e-commerce goods,
such as analyzing customer account status using Al.

» Implementation of a digital passport for e-com-
merce goods.
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Customs infrastructure

31

Electronic Declaration
Centers (EDC)

» The Electronic Declaration Center is a specialized
customs authority that ensures the implementation of
the tasks and functions of the Customs service, which,
in terms of customs operations, are related to the cus-
toms declaring of goods exclusively in electronic form.

32

Centralized automatic
dispatching:

- hetween electronic

declaring centers;

- hetween inspectors

» Dispatching means the automatic distribution of
goods declarations between Customs authorities
in accordance with established criteria. Automatic
distribution of customs declarations using remote
goods release technology (via EDC) is carried out in
accordance with the following criteria:

— depending on the competence of the EDC to carry
out customs operations in relation to certain catego-
ries of goods (excisable goods, petroleum products);
— by type of transport: goods imported by sea trans-
port are subject to distribution in the sea EDC, goods
imported by air transport — in the air EDC, regardless
of the placement of imported goods under the cus-
toms procedure of customs transit;

— declarations for other goods are distributed between
the EDC depending on the place of tax registration of
the declarant or its separate subdivision (according to
the registration reason code and TIN of the declarant).

33

Application of video
surveillance system

» A video surveillance system is a set of technical
means designed for visual monitoring and recording
of events in protected or controlled customs control
Zones.

» The main inspection lines are integrated with on-
line video surveillance, allowing for safer and more
efficient processing of information, optimizing traffic
flow and ensuring a safe and smooth border crossing
process for individuals wishing to enter the country.

» Use of video surveillance systems for customs
control purposes at the following locations: warehouse
entrances, import warehouses, export warehouses,
transit warehouses, unloading areas for containers
moving by sea and air or by air and sea, express parcel
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processing points, warehouses for cargo inspected
and released alongside an aircraft, special sections for
valuable goods, warehouses for detained goods and
other locations deemed necessary by customs.

» Using video surveillance in the parcel inspection
area along the streamlined parcel conveyor line to
achieve the process of online tracking, recording and
monitoring.

» Use of body cameras by Gustoms officers to en-
sure transparency in the inspection process of goods
and vehicles.

» Use of a video surveillance system at the work-
place of a customs official for round-the-clock moni-
toring of all confiscated contraband goods.

» Using Al-powered security camera systems to detect
high-risk passengers.

» Remote physical inspection at the port. Designa-
tion of a physical inspection zone for sea containers,
covered by video surveillance cameras, in which
only authorized employees, who organize and control
loading and unloading operations at the port, can
transit. The customs officer and the importer or his/
her customs agent (representative) participate in the
control activities remotely from their premises or the
external environment of the port and monitor the
activities via monitors, giving instructions (directives)
on the selection and opening of packages. The goal
is to reduce the risk of transit inside the port and
achieve social distancing.

Customs control

34

Smart, flexible,
self-adjusting risk
management system
(RMS) (risk assessment
of a batch of goods)

» Risk management is a systematic activity of Cus-

toms authorities to minimize the likelihood of events
related to non-compliance with international treaties
and acts in the field of customs regulation and the
legislation of Member States on customs regulation,
and possible damage from their occurrence.
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» The risk management system applies Big Data and

other technologies to collect, identify and compare
risk information to help build an early warning sys-
tem for risk profiles.

» Conducting customs control and selection of
customs declarations for customs control purposes
based on analytical models, data mining, neural net-
works and other tools.

» Implementation of a subject-oriented model of the
risk management system based on the distribution of
participants of foreign economic activity into three
risk level categories (low, medium and high).

» Implementation of technology for automatic online

assessment of the risk level of each consignment of
goods. The main element of the model is an analytical
circuit operating on the basis of Artificial Intelligence
and Machine learning technologies. Implementa-
tion of technology for automatic risk assessment
of consignments of goods will help to reduce the
administrative burden on bona fide businesses. The
decision of Customs authorities on the need to apply
risk minimization measures will depend on the total-
ity of all characteristics of the goods, the conditions
of their movement across the customs border and
the category of the declarant.

» Implementation of a vehicle inspection and analy-
Sis system by providing comprehensive data support,
instant risk profiling capabilities to facilitate customs
clearance (release) of goods transported by individu-
als in vehicles across the customs border.

» The availability of a set of programs based on Big
Data technology and Artificial Intelligence algorithms
that allow for intelligent (smart) risk assessment
online based on the information (data) specified in
the customs declaration, automatic selection of the
object of customs control, quantitative assessment of
the risk level and issuance of instructions for carrying
out control measures.
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» Smart (Intelligent) data analysis for risk manage-
ment and crime prevention purposes.

» Application of Al and Machine learning for improved

risk management processes (feedback on inspection
results, segmentation (categorization) of subjects,
automatic assessment and updating of risk profiles).

35

Digital Twins (Predicting
Response to Change)

» Implementation of a model for selecting objects of

customs control taking into account the Digital Twin
technology. Digital Twin is a constantly changing
digital copy (digital profile, digital model) of a foreign
trade participant (economic operator), which al-
lows, using mathematical and statistical (predictive)
analysis methods, to evaluate and model (forecast)
the behavior of this object or the development of
processes with it in order to determine the need for
control measures in relation to it. For this purpose,
an automated algorithm is used that allows evaluat-
ing both the object itself and its behavior, including
critical changes in this behavior in terms of the
consequences. The implementation of such a model
should ensure the selection of objects of customs
control after the release of goods with the highest
risks of violating customs legislation and eliminate an
unreasonable control burden on business.

36

Customs monitoring

» The mechanism (technology) of customs moni-
toring ensures a comprehensive assessment by the
customs authority of the activities of a foreign trade
participant (economic operator), including using
the Digital Twin technology, and the prevention of
potential risks that may subsequently lead to nega-
tive consequences in the form of legal or economic
sanctions.

It is important and relevant for businesses to have
the opportunity to have their activities checked by
customs to identify risks of violation of the law. It is
equally important for businesses to have the opportu-
nity to correct mistakes made without being punished
by regulatory authorities.
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Based on the results of customs monitoring, a foreign
trade participant (economic operator) is granted the
right to minimize risks and eliminate violations within
the framework of self-control, including through volun-
tary payment of customs duties, within the timeframes
established by law. The essence of customs monitor-
ing is that the state evaluates the activities of a foreign
trade participant (economic operator) and warns it of
potential risks that may subsequently lead to negative
effects in the form of legal or economic sanctions. The
advantages of participation in customs monitoring are
exemption from customs inspections; exemption from
submitting annual reports of the AEOQ.

37 | Online monitoring » Implementation of technology (mechanism) of

online customs monitoring.

38 | Preliminary decisions » Customs operations carried out by Customs
on selection of forms of authorities to make preliminary decisions on the
customs control before selection of objects, forms of customs control and
the arrival of goods measures to ensure the implementation of customs

control, prior to the arrival of goods in the customs
territory, including for the preparation of decisions on
the unloading of aircraft.

39 | Automation of the process | » Detection of cases of incorrect classification of
of control over the correct | goods (in accordance with the HS) for customs pur-
classification of goods poses using Al.

40 | Electronic systems for » Application of electronic systems of certification

verification (confirmation)
of the country of origin of
goods

and verification of origin of goods aimed at simplify-
ing the procedure for confirming the origin of goods
and obtaining tariff preferences. Electronic systems
of verification (confirmation) of the country of origin
of goods are technologies designed for automated
verification and confirmation of information about the
country of origin of goods within the framework of
control and supervisory activities of Customs authori-
ties. The implementation of this technology involves
the interaction of Customs services of foreign coun-
tries within the framework of customs cooperation.
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» Use of the electronic (information) system of Cus-
toms authorities for the exchange of data on certifi-
cates of origin between the Customs services of states
within the framework of a free trade agreement.

» Implementation of a system of advance rulings
on origin through digital (information) application
systems (an importer or exporter can request infor-
mation on the origin of goods from customs before
importing them by submitting a request through the
customs information system).

Copyright protection
41 | Transition to exclusively » Interaction between Customs authorities and the
electronic interaction with | copyright holder who has exclusive rights to the re-
the copyright holder (when | sult of intellectual activity or to the means of individu-
maintaining the customs | alization (when maintaining a customs register, as
register, as well as when | well as when identifying counterfeit goods) through
identifying counterfeit ICT.
goods)
Customs declaring
42 | Conducting semantic » Semantic analysis is implemented through the use

analysis of information
from the goods
declaration, as well as
accompanying documents
(transport, commercial)
and permits obtained
through interdepartmental
interaction

of a set of software tools of Customs authorities that
ensure the processing of unstructured data contained
in customs documents during the implementation of
customs procedures and customs control.

For example, within the framework of semantics,
semantic analysis is carried out to check controlled
goods, associated with the need to analyze, together
with the descriptive part of the goods, the charac-
teristics of the goods indicated in separate fields of
column 31 in the structure of the goods declaration
in order to determine whether the goods are con-
trolled — dual-use goods — or, conversely, uncon-
trolled. The role of semantic analysis is to expand the
practice of using automatic decision-making tech-
nologies, improving the risk management system.
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By means of semantic analysis, the automation of
the following processes of information and reference
support during customs operations and customs
control is carried out:— execution of information and
reference requests during customs control;

— execution of information and reference requests
when implementing departmental control;
—formation of metadata necessary for the functioning
of algorithms for linguistic and semantic processing
of unstructured information in the process of execut-
ing information and reference queries;

— testing of non-formalized indicators of risk profiles.
Semantic analysis, implemented in Customs authori-
ties, from the point of view of practical significance,
will allow optimizing the work of Customs authorities
in the following areas:

— carry out automatic release of goods for which
prohibitions and restrictions have been established
that are not implemented in the automatic release
algorithms;

— introduce electronic verification systems for certifi-
cates of origin of goods, replacing the providing the
original certificates of origin on paper;

— apply customs monitoring to identify signs of pos-
sible violation of customs legislation;

—expand the interaction of interested parties with the
institute of the information operator, improving the
technology of data exchange between participants of
foreign economic activity (economic operators) and
Customs authorities;

— implementation of semantic analysis of images
from inspection and screening systems by type of
transport.

Authorized Economic Operator (AEQ)

43

Digitalization of the AEQ
Institute

» Implementation of automated data exchange
(use of a digital platform) on AEO between Customs
services of foreign countries that are parties to agree-
ments on mutual recognition of the AEO legal status.
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» Implementation of mutual recognition programs
for AEOs using blockchain. Creation of a blockchain
platform for secure exchange of data and operations
of certified AEOs within the framework of mutual
recognition agreements.

» Implementation of a secure, reliable and traceable
mechanism for the exchange of data between cus-
toms services on AEQ certificates and maintenance
(accounting) of all records (information) relating to
each issued AEOQ certificate.

Digital

(advanced) technologies

44

Big Data

» Big Data generally refers to extremely large data
sets that exceed the processing capabilities of tradi-
tional data storage and analysis methods. In the era
of Big Data, data analytics refers to the application
of computer systems to analyze large data sets to
support decision making. It is an interdisciplinary
field that combines complex technologies such as
statistics, machine learning, pattern recognition, sys-
tems theory, operations research, and Artificial Intel-
ligence. Big Data is a project that provides hardware
and software for collecting data from any source. The
goal of the project is to manage data on import and
export of goods, collect revenues and support data
growth in the future. This project can display data in
the form of a manager report and a user report (op-
erational report) in web browsers and mobile devices
to support information on Customs administration
management, trade facilitation and revenue growth.

» The existence of legal acts, including strategic plans,
on the use of Big Data in the field of customs regulation.

» Creation of a Customs Service Data Processing
Center that ensures fast, uninterrupted and reliable
operation of a single automated information system of
Customs authorities; creates conditions for the intro-
duction of Artificial Intelligence mechanisms and further
improvement of the automation processes of customs
operations without the participation of customs officials.
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» Improving the RMS through comparison and
analysis of Big Data on cargo, senders, recipients and
history of trade operations.

» Analysis of foreign trade statistics, establishment
of trends and directions of development, identifica-
tion of discrepancies.

» Automation of the goods classification process.

» Implementation of a Big Data platform for cross-
border trade, through which customs receives
external information from port operators, transport
companies, importers and exporters.

» Creation of an (information) platform for data
exchange and joint use of information resources of
government agencies — implementation of data ex-
change and joint risk analysis between entities such
as Customs authorities, banks, railways, ports, air-
lines, postal services and civil aviation (fight against
smuggling).

» Conducting risk-based inspection of goods, sup-
ported by data analysis within the framework of
a Single Window mechanism.

» Implementation of an information system of
Customs authorities that automatically performs risk
analysis based on Big Data (based on customs dec-
larations).

» Use of a customs violation analysis (information)
system that applies Artificial Intelligence, Big Data
analytics and predictive analytics to identify hidden
trends, patterns, relationships and anomalies in vari-
ous customs-related violations.

» Combating customs violations such as illegal
trafficking of dangerous drugs, sale, illegal import of
tobacco products, illegal import and export of endan-
gered species of nature and fauna.

» Application of Big Data analytics system on intel-
lectual property rights (IPR) to combat IPR crimes.
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» Applying Al image recognition system to assist
customs officials in detecting contraband during X-
ray inspection using Big Data to improve inspection
efficiency and ensure convenient customs clearance
(release) of goods.

» Using Al-based Big Data, studying and analyzing
it to conduct customs control, selecting objects of
control after the release of goods.

» Application of business analytics and interconnec-
tion between different (information) customs sys-
tems such as local, central and cloud services aimed
at detecting illegal goods.

» Using web search (web crawling) to automatically
collect information from the Internet. Web crawling —
is the process of automatically searching in the Inter-
net to gather information from websites. It involves
examining multiple pages on a single site (or even
across different sites) to gather huge amounts of
data. Large-scale search engines use search engines
and other companies to index sites and gather data
for a variety of purposes.

45

Artificial Intelligence

» Artificial Intelligence (Al) is a field of computer
science that modifies behavior based on observed,
collected, and analyzed data without explicit pro-
gramming. It is a broad term that includes various
technologies such as machine learning, deep learn-
ing, computer vision, and natural language process-

ing.

» The existence of advisory bodies in the field of
public administration on the use of Al.

» The existence of legal acts, including strategic
plans, on the use of Al in the field of customs regula-
tion, as well as the development of Smart Customs.

» Availability of storage for recording graphic data
and developing analysis models (Artificial Intelli-
gence etc.).
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» Use of advanced information systems to enhance
risk profiling and customs clearance (release) of
goods transported by individuals, cargo and vehicles
(X-ray image assessment platform; vehicle inspec-
tion and strategic analysis system; queue control
system for customs clearance (release) of air cargo;
intelligent (smart) assessment of duties on various
categories of goods; Big Data system on cargo).

» The RMS uses intelligent (smart) analytical tools
to replace traditional manual sequential review of
documents and creates a new model for monitoring
and preventing customs and tax risks, which is based
on the prevention of industry and corporate risks.

» Risk assessment of customs procedures within the
framework of Big Data analysis on goods and entities
within the supply chain of goods.

» Automatic online assessment of risk level of goods
batches.

» Integration of risk management system segments
at the supranational level within the economic/cus-
toms union.

» Exchange of results of application of risk manage-
ment system between state control bodies. Smart
(intelligent) data analysis.

» Intelligent (smart) review, image analysis, which
covers various regulatory areas such as the move-
ment of goods by sea, road, rail, express transporta-
tion, postal items, cross-border e-commerce, control
of the movement of goods by individuals, and control
of the movement of individuals.

» Using Al to assess risk, provide and analyze data
during inspection of goods, using augmented/mixed
reality glasses to detect contraband and counterfeit
goods.

» Use of Al'in (non-intrusive) X-ray inspection.
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» Application of Al system for identification, analysis
of the contents of transported goods based on X-ray
images.

» |dentification of the contents of postal items based
on X-ray images and their automatic sorting (high-
risk goods) for subsequent control.

» Application of Al in non-intrusive inspection:
goods subject to safety inspection are automatically
compared with HS goods codes.

» Online providing a prompt (alarm signal) to
a customs official (when interacting with the customs
information system) regarding goods or items that
do not correspond to the information declared in the
customs declaration.

» Using Al to identify documents, goods and indi-
viduals.

» Using Al models to check goods information auto-
matically.

» Development of special intelligent (smart) models
to identify violations of customs regulations.

» Using an intelligent (smart) document verification
model that collects and organizes archived certificate
image data and uses image classification and recogni-
tion algorithms to provide fast intelligent (smart) rec-
ognition, training and application in document package
verification, it ensures text detection and key information
recognition in documents with a high recognition rate.

» Document verification and risk analysis, to carry
out smart (intelligent) identification and comparison
of images of submitted documents (phytosanitary
and quarantine certificates).

» Detection of counterfeit and invalid documents
(phytosanitary and quarantine certificates).

» |dentification of certificates of origin within the
framework of bilateral agreements between the Cus-
toms services of countries.
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» Using an intelligent (smart) model to recognize
exotic pests in ports — automatically collects data on
these organisms to ensure rapid and accurate spe-
cies identification.

» Using Al to implement a revenue collection model
that ensures that appropriate duties and taxes are
collected.

» The use of Al for the classification of goods in
accordance with the Harmonized System (HS),
simplifying the work of users and providing greater
compliance and certainty for customs and the private
sector.

» Automation of the process of classification of
goods in accordance with the HS using Al: develop-
ment and application of a single information space
implemented in the form of a remote virtual cloud
of foreign economic activity, which allows economic
operators to carry out interconnected work and facili-
tate customs control.

» Applying Al in customs inspections to identify de-
viations faster and enable customs auditors to focus
on areas of non-compliance.

» Trademark authenticity assessment as an anti-
counterfeiting measure.

» Develop an intelligent (smart) seizure management
system that enables online monitoring of the location
of seized goods in the warehouse and optimizes the
utilization of warehouse space through the use of
technologies such as RFID, which can significantly
improve the overall efficiency of warehouse manage-
ment.

» Application of Al-based customs information
system for crime analysis and prediction - an intel-
ligent (smart) analytics platform for processing intel-
ligence, operational information, investigating cases
and detecting crimes.
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» Application of Al in customs: video analytics and
text/document analytics. Text/Document analytics is
the use of intelligent (smart) document processing
(a combination of Al technologies such as natural
language processing, computer vision and machine
learning) to collect, extract and process data from
unstructured/ semi-structured information from com-
mercial documents (e.g. invoices, packing lists) into
usable data.

» The application of “Al-powered video analytics”
technology to identify container and vehicle numbers
in international transportation. This tool aims to
enhance risk assessment capabilities by collecting
more data on cross-border freight vehicles for Big
Data analysis.

» Implementation of intelligent (smart) liquor
duty assessment: enables quick assessment of
duty amount by instantly matching liquor labels with
databases, which improves the efficiency of liquor
duty assessment and reduces passenger waiting
time.

» Implementation of an automated guidance and
assistance system (decision support). This is an
Al-based virtual assistant for consulting customs
officials on customs administration issues (customs
control, customs procedures, classification, value,
origin, etc.).

» Development of a Smart (Intelligent) Checkpoint.

» Application of the Digital Twin technology. Im-
plementation of a model for selecting objects of
customs control taking into account the Digital Twin
technology.

» Monitoring and control of logistics in customs
warehouses and temporary storage areas.
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46

Machine Learning

» Machine Learning is a subset of Artificial Intel-
ligence that enables computers to learn without being
explicitly programmed. It is a process that uses math-
ematical models to predict outcomes rather than rely-
ing on a set of instructions. This can be achieved by
identifying patterns in data, building analytical models,
and using them to make predictions and decisions.
Machine Learning is similar to human learning in that
increased experience can improve accuracy.

41

Cloud computing

» Cloud computing — technologies of distrib-
uted processing of digital data, with the help of which
computer (information) resources are provided to the
Internet user as an online service. An example is the
centralization of the Unified Automated Information
System of Customs Authorities, the Main Data Pro-
cessing Center.

Essence: a model for providing computer resources
such as computing power, data storage and software
via a network (usually the Internet). Customs applica-
tion: in customs activities, cloud technologies can be
used for data storage and processing, information
exchange, risk management, analytics and monitor-
ing, customs facilitation and cooperation between
Customs authorities and foreign trade participants
(economic operators).

The central link of cloud technologies is becoming spe-
cialized services and systems, including regulatory and
legal sections, data arrays, and open points of interac-
tion between participants of customs legal relations.

48

Internet of Things

» The Internet of Things (loT) is a network of sen-
sors and smart devices connected to the Internet
that can send and receive data and are often found in
vehicles, buildings, and electronics-equipped items.
The loT enables tracking of goods throughout the
supply chain and can reduce trade costs by improv-
ing the efficiency of shipping and transporting goods.

» loT is used for online tracking and positioning
seals, monitoring the movement of goods.
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» Implementation of a Machine Learning system for
reading X-ray images.

» To identify and compare the information provided
in the customs declaration, using non-intrusive scan-
ners integrated with Al technology (for optical char-
acter recognition) linked to the customs information
system. The vehicle number and container number
are compared with the stored information from the
customs declaration.

» To pay customs duties and taxes. Payment can be
made using a customs document such as an import
declaration or payment form with a QR code, barcode
or reference number indicated on the document and
paid through a bank, online banking, ATM or other
form of bank payment service, or paid through the
official cash desk in large convenience stores.

» To collect data and improve the efficiency of its
processing and to manage the vast network of sen-
sors used by customs.

» [oT is used by logistics companies to track the
quantity and status of goods in transit online, and by
retailers to track the location of goods.

» Participation of customs in the loT network pro-
vides access to various information and data on the
supply chain of goods, which allows responding to
violations of customs regulations, for example, to
learn in advance about the surplus or shortage of
imported/exported goods.

49

Blockchain

» Blockchain is a decentralized and distributed
digital record (or ledger) of transactions with a times-
tamp, in which transactions are securely stored in
a permanent and virtually unchangeable manner us-
ing various cryptographic methods.

» It is used within the framework of the development

of the national Single Window mechanism, as well
as in the interaction (interconnection) of the Single
Windows of states.
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» It is used for the exchange of information and
interaction at the national and international levels
between authorized bodies in the field of customs
administration and trade facilitation.

» It facilitates the digitalization of paper documents
for customs purposes, with the aim of reducing the
risk of data loss in the event of an emergency.

» Providing access for Customs authorities and
foreign trade participants (economic operators) to
logistics information for the purpose of tracking and
tracing goods along global supply chains.

» It is used to organize the exchange of informa-
tion (data) between Customs services for customs
purposes, including when submitting import customs
declarations from one state to another.

» To exchange information (data) on customs clear-
ance and logistics status from port to port when
moving goods in containers between countries.

» Exchange of information (data) about the AEO and
the e-commerce environment.

» Blockchain is used in the electronic exchange
of certificates of origin data (between countries) in
order to achieve document compatibility for cross-
border paperless trade, and allows for the issuance
and verification of such certificates.

» Ensures proper verification of licenses, certificates
of origin and compliance.

» Ensuring traceability of goods.

» Container tracking and control. Establishment
of a joint service between states for tracking and
controlling containers. It is implemented through
a network information trading platform, which, based
on Blockchain technology, collects data from various
sources in two countries for a single submitting.
The foreign trade participant (economic operator)
receives all information about the status of its goods
by initializing in the information system and entering
the container number.
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» Development of a Blockchain platform for tracking
cargo, collecting and exchanging data on internation-
al transactions, foreign trade participants, express
delivery services, Customs authorities and other
interested parties.

» Electronic verification using Blockchain and dy-
namic QR code - authentication technology using
dynamic QR code to improve online verification of
registration of a foreign trade participant (economic
operator).

30

Mobile technologies
(wireless communication
technology), including the
use of mobile devices

» Mobile technologies are technologies that are
always with the user. They include portable two-way
communication devices, computing devices, and
the network technologies that connect them. Mobile
technologies are a set of hardware and software
that provide wireless communication and access to
information through portable devices such as smart-
phones, tablets, laptops, and other mobile terminals.
They allow users to stay connected and work with
data outside of stationary premises.

» Conducting intelligent (smart) inspection. Using
5G tablet as 5G primary devices.

» Use of wearable devices in the form of smart
glasses that enable customs officials to share images
of cargo with relevant customs units and conduct
consultations with them online.

» Transmission of audio and video information to the

Customs service surveillance (control) department,
collected by smart glasses at the place of customs
control.

» Use of mobile applications of Customs authorities,

which are provided to customs officers working in
the front line (place of control) during inspections
and search activities on cargo, post and passenger
routes. The application allows customs officials to fill
out the required reports, performing their functions at
any place where control activities are carried out.
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» The use of the listed technologies helps to capture

image information, overcome barriers in data trans-
mission and form panoramic images of objects and
personnel under observation (control), which allows
for subsequent multidimensional assessment, risk
analysis and selection of an object of customs con-
trol, significantly increasing the efficiency of supervi-
sion and customs clearance (release) of goods.

» The presence of a Monitoring and Control Center
(a structural unit of the Customs service) that inter-
acts with Customs officers conducting control activi-
ties using audio and video devices online to receive
directly information on the results of control. Such
a center ensures the improvement of customs control
capabilities on the place and cooperation between
front-line Customs officers and rear departments.

91

Biometrics

» Biometrics is the measurement and statistical
analysis of physical and behavioral characteristics of
an individual. The basic premise of this field is that
each individual is distinctly unique and can therefore
be identified through his/her physical or behavioral
traits. Modern technology has also led to significant
advances in facial recognition, DNA, and iris scan-
ning technologies, which open up new sources of
information for verifying an individual’s identity. In
addition to the above sources of biometric data, other
examples may include palm prints, hand geometry,
and smell/aroma. Behavioral characteristics may also
serve to biometrically identify an individual. Such
behavioral identifiers include typing rhythm, gait, and
voice recognition.

» Identification of high-risk passengers and vehicles
using visual search and facial recognition technology
at the border, applying technology that uses biosig-
nals and facial expressions of passengers.

» Use of biometric identification services for visa
and border crossing purposes, as well as recognition
of identification information.
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» Installing intelligent (smart) gates to declare
the health status of passengers at the entry and
exit ports. The gates are connected to the intelligent
(smart) health screening system and have functions
such as temperature measurement, facial recogni-
tion, document recognition, fingerprint collection,
and QR code collection.

» The Customs Risk Management Department is
empowered to issue inspection and interception
requests based on passenger facial recognition
information and automatically trigger an alarm when
the inspection object passes through the gate to carry
out interception.

» Ensuring the collection and comparison of finger-
prints associated with contraband goods, the collec-
tion and comparison of voices of suspects, and the
collection and comparison of biological traces (e.g.
DNA analysis).

» Use for detection of endangered species of plants
and animals, as well as products related to them -
implementation of biometric technology for analysis
and identification of biological species.

52

Augmented reality
technology

» Virtual reality, augmented reality and mixed real-
ity, which create fully simulated worlds or integrate
digital elements into real environments, are of great
importance in customs training. Virtual reality fully
immerses users in a virtual environment, augmented
reality projects digital content into a real environment
and mixed reality integrates digital content with the
real world. The differences between these (immer-
sive) technologies are:

1. Virtual reality allows users to be fully immersed in
a virtual environment using a headset, allowing them
to interact and work with digital objects.
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Name of the digitalization
element

Practical aspects of application

2
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2. Augmented reality projects digital content into the
user's field of view through a mobile device or head-
set, allowing the user to interact with the real world
while maintaining the ability to move freely and use
their hands.

3. Mixed reality is a combination of augmented and
virtual reality that allows users to manipulate and in-
teract with digital content in a real-world environment.

» Integrated application of various technologies such
as business process (customs operation) prompts,
voice commands, remote calls and knowledge base
storage, online audio and video communication, multi-
conference rooms, voice-to-text conversion, audio,
video and image information storage, QR code recog-
nition, infrared temperature measurement, face recog-
nition, etc., suitable for scenarios such as joint vehicle
quarantine and inspection operations, and exhibit
identification during exhibition tours, online providing
decision-making information and on the spot guidance
for both Customs officers and internal services, and
conducting rapid on the spot disposal of goods.

» Augmented and mixed reality can be used to pro-
ject visual assistance into the physical world, such as
during physical inspections.

» The use of augmented reality glasses allows cus-
toms officials to immerse themselves in various busi-
ness scenarios and collect information on a customs
information resource (platform) of Big Data.

» Using an augmented reality headset to work with
a goods library with the ability to search, compare
and identify counterfeit goods using 3D visualization.

» Using augmented reality for educational simula-
tions.

» ldentification and assessment of vehicles (e.g.
warning the agents if the vehicle is below ground level
in case of smuggling) and providing translation ser-
vices when interacting with foreign language speakers.
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» To provide Gustoms officers with a video recording

of the inspection of an individual's personal belong-
ings, and to design the environment in which a con-
tainer or vessel is inspected.

» To visualize large data sets. Big Data is difficult
to visualize and manipulate for a non-expert. With
mixed reality data can be projected into the physical
world as digital objects that can be manipulated like
real objects.

» They have potential applications in customs
control of goods, protection of intellectual property
rights and training of customs officials.

33

Drones

» According to Webster's dictionary, a drone is an
unmanned aircraft or craft controlled by remote con-
trol or on-board computers. Unmanned aerial vehicles
(UAVs) are a component of an unmanned aircraft
system (UAS), which includes the UAV, a ground
controller, and a communications system between the
two. Drone technology offers a high level of autonomy.
Using GPS signals for navigation and Wi-Fi for com-
munication, some models require human operators to
guide manually the vehicle via radio remote control,
using onboard cameras that can act as digital eyes
from several kilometers away, depending on battery
power. Other, more sophisticated vehicles can follow
fully programmed procedures for takeoff, flight, deliv-
ery, and landing without human intervention.

» Using robots to inspect container cargo.

» To monitor illegal activities in the field of customs
administration.

» Using camera-equipped drones to measure the
complexity and effectiveness of land and maritime
border control monitoring.

» Using underwater drones to monitor and control
customs control facilities.

» Monitoring of the coastline and other sensitive
areas.
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Creating of

smart (intelligent) checkpoint

94

Smart (Intelligent)
Checkpoint

» Creation and implementation of a Smart Checkpoint
model. The architecture of a smart checkpoint consists
of information technology elements that are optimally
built and adapted to the conditions of each specific
checkpoint, taking into account the type of transport.
Inspection and screening complexes, weighing and
dimensional complexes, a system for recognizing state
registration numbers (plates) of vehicles, a system for
detecting fissile and radioactive materials - these are
the main elements whose operation will be integrated
into a single information space of checkpoints. Full-
scale implementation of Smart Checkpoint models in
practical activities will allow:

— ftransform the implementation of all necessary
forms of customs control into a seamless process,
significantly accelerating the movement of goods
through the checkpoint;

—reduce logistics and transportation costs;

— create incentives and conditions for the develop-
ment of authorized economic operators (AEOS);

— increase the share of preliminary declaring of
goods.

35

Electronic ticket system
(electronic queue)

» A digital solution designed to automate and opti-
mize the processes of control and passing of goods
and vehicles across the border.

The date and time reservation mechanism (“electron-
ic queue”) is a free digital service that allows freight
carriers to save time, reduce financial costs, and also
ensures the ordering of queues of freight vehicles in
front of automobile checkpoints.

56

Automatic registration of
vehicle arrivals

» Application of an automated customs control
system at border checkpoints, ensuring automatic
registration of arrivals.

a7

Categorization of
consignment of goods
online

» Implementation of technology for automatic online

assessment of the risk level of each batch of goods
as part of the development of a risk management
system.
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58 | Checking the possibility » This is a process whereby the customs informa-
of automatic release of tion system automatically analyses the submitted
goods in accordance with | customs declaration in order to automatically release
the declared customs it without the participation of customs officials.
procedure

59 | Automatic placement » Automatic placement (introducing) of goods under
(introducing) of goods the customs transit procedure
under the customs transit
procedure

60 | Automatic reading and » It is @ computer vision and image processing tech-
recognition of vehicle nology that enables the recording, recognition and
registration plates processing of vehicle registration plates online.

61 | Automatic passing of » Implementation of radiation monitoring of goods
radiation control and vehicles transported across the customs border

in automatic mode.

62 | Automatic weight control » Conducting an automatic assessment of compli-
(weight and dimension ance with the requirements for the movement of
complex) heavy and large-sized vehicles (weight and size

control) within the framework of state control (super-
vision) over the implementation of international road
transport at checkpoints across the state border.

63 | Automatic inspection » Carrying out customs control of goods and vehi-
using inspection and cles using inspection and screening complexes in
screening complexes automatic mode
(ISC)

64 | Application of Artificial » See item 45
Intelligence to the
analysis of portal ISC
images

65 | Image recognition » See item 45
(automatic detection of
control objects)

66 | Intelligent (smart) » See item 45

analysis of images from
inspection and screening
complexes
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Name of the digitalization
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» Implementation of modern inspection equipment
(scanners) with Al and automatic contraband detec-
tion functions, including computed tomography (CT)
scanners and devices for automatic detection of
hidden items (goods) as part of non-intrusive inspec-
tion, simplification of customs clearance (release) of
goods carried by passengers and cargo.

» Availability of Al-enabled image analysis algorithm
modules such as identification of declared goods,
detection of concealed goods, identification of empty
containers.

» Al-enabled image analysis, passenger car scan-
ning, including foreign object recognition algorithm
and multi-category target detection algorithm.

» Al-enabled image analysis for top-view passenger
vehicle scanners.

» Using Al-based models to interpret X-ray images.

» Automatic display of a warning (signal) to customs
officials when threats are detected during non-
intrusive inspections.

» Using the X-ray image evaluation (information)
platform: enables online comparison of X-ray images
of vehicles with the X-ray image database to improve
inspection efficiency.

» Implementation of intelligent (smart) image com-
parison function for Customs authorities checking
express and postal parcels with electronic data on
customs clearance.

» Analyzing container images obtained using X-ray
scanners to improve cargo inspection efficiency.

» Exchange of X-ray images between Customs ser-
vices.

» Application of barcode scanning technology to col-

lect and read data integrated with parcel information
into an inspection (information) system (as part of
multi-angle synchronous non-intrusive inspection of
containers and vehicles).
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67 | Unified information » Creation of a unified information network of tech-
network of technical nical means of Customs authorities. Reference: when
means conducting customs control, Customs authorities

may use technical means of customs control (equip-
ment, instrumentation, measuring instruments,
devices and tools) and other technical means.

68 | Integration of a unified » This is the process of combining and interacting
information network of technical means with the information systems of
technical means with state regulatory bodies.
information systems of
state regulatory hodies

69 | Automatic decision » Automatic decision on selection of the performing
on selection of the operations order.
performing operations
order

Consulting

70 | Availability of consultation | » Establishing one or more customs information con-
channels on issues sultation channels such as hotlines, consultation cent-
of intelligent (smart) ers, official website email addresses and chatbot to
customs control and meet the needs of business and the public to provide
services instant and accurate answers to individuals' inquiries.

» The use of an interactive response system, which
includes a virtual robotic customs ambassador at
checkpoints and an online chatbot on the Customs
service website to provide instant and accurate re-
sponses to individuals' queries.
Working with personnel
A Digital solutions for staff » Implementation of web applications for knowledge

training

management of Customs officers, which are available
to all Customs service departments.

Development of international customs cooperation

» Includes a set of the following activities in such areas:
— exchange of preliminary information on goods and vehicles, as well as informa-
tion used within the framewaork of the risk management system;
— mutual recognition of customs control results and AEQ status;
— joint measures to simplify customs procedures in mutual trade;
— cooperation in the fight against counterfeiting and illegal movement of funds;
—implementation of an electronic system for certification of the origin of goods;
— exchange of statistical data on mutual trade.
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CONCLUSIONS AND RECOMMENDATIONS

The development of organizational, legal and technical instruments
for the implementation of advanced customs technologies in customs adminis-
tration is on the agenda of the Customs services of the EEU Member States, as
well as the international customs community in the WCO.

Today, the WCO Smart Customs Project is an excellent tool, a repository
that accumulates international experience in the development and implementa-
tion of modern methods, technologies and necessary instruments for the auto-
mation and digitalization of customs administration. After its launch, the WCO
Secretariat in 2025 initiated the work on modernizing the ICT Guidelines and
the IT Guide within the framework of the WCO Mini Group. Of course, such
work is very relevant and in demand among the expert community of Customs
officers and researchers involved into the process of improving customs regu-
lation and trade facilitation.

It is worth noting that participation in the WCO Smart Customs Project for
an interested entity is limited to the status of a WCO Member. We believe that
customs and economic unions can be admitted to the project for the exchange
of experience.

Despite the existence of a series of research papers on development of the
Smart Customs institute and, above all, the introduction of advanced customs
technologies, it seems that other WCO projects — the creation of Digital (Elec-
tronic) Customs, as well as the Single Window mechanism - remain in a “fro-
zen” state. To date, there is no permanent WCO working body, whose com-
petence includes issues of development of the named institutions. Thus, the
WCO Information Management Sub-Committee, which previously dealt with
this issue, has been abolished.

There is no reference concept and model (maturity) of Digital (Smart) Cus-
toms, which are so necessary, in our opinion, for understanding the prospects
for modernizing customs regulation. We are confident that they need to be de-
veloped at the level of the WCO legal instruments and tools.

There is no clear answer to the question about the characteristics of elec-
tronic, digital, smart Customs, as well as their interpretation (definition of con-
cepts) at the WCO level (technology, process, organization or a set of named
elements). Moreover, there is no clear understanding of the relationship be-
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tween the Single Window institution and the Digital (Smart) Customs institu-
tion.

For precisely this reason we welcome the WCO initiative to modernize its
ICT legal framework.

We adhere to the position on the need to create a separate permanent WCO
working body involved into development and monitoring of methodological
and practical aspects of the ICT development, advanced technologies, the in-
stitute of Digital (Smart) Customs, e-commerce and the Single Window mech-
anism.

This analytical review provides brief information on the WCO Smart Cus-
toms Project implemented by the WCO, and formalizes our proposals for mod-
ernization of the ICT Guidelines and IT Guide within the framework of the
WCO Mini Group. During the study we researched the WCO legal instruments
and tools for the development of the Smart Customs institute, posted on the
Smart Customs Portal, as well the EEU, the WCO and APEC experience in
terms of the introduction of advanced customs technologies in the activities
of Customs authorities. In addition, the concepts for the development of the
Smart Customs in individual WCO Member States were studied.

The goal of the study has been achieved — a list of advanced (digital) cus-
toms technologies has been formed (compiled) with brief explanations of their
planning and practical implementation in modern Customs.

The prospect of further research — formation of references in the context of
each technology to the legal acts of the WCO Member States. This will allow
to get acquainted with the array of foreign legal acts that regulate legal rela-
tions associated with the ICT introduction, information interaction of Customs
services, and through the method of comparative law to prepare proposals (if
necessary) for the modernization of national/supranational legislation in terms
of the development and implementation of advanced customs technologies and
the development of the institute of Digital (Smart) Customs.

The obtained results can be used in the development of national (suprana-
tional) concepts for development of the Digital (Smart) Customs institution.

We are confident that the summary of information on advanced customs
technologies accompanied by brief explanations, that we have prepared, can be
used as an appendix to the WCO ICT Guidelines and the WCO IT Guide for
Executives.
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APPENDIX

Appendix 1

WORLD CUSTOMS ORGANIZATION QUESTIONNAIRE FORM
TO CONDUCT A SURVEY ON THE SMART CUSTOMS PROJECT

The proposal of the Secretariat of the World Customs Organization
to conduct an analysis of the application of advanced customs technologies in
the activities of Customs authorities involves filling out a questionnaire on the
organization’s page,' which includes the following fields:

WCQO Survey for a structured repository of Stakeholders’ experiences with dis-
ruptive technologies

1. Organization

2. Respondent’s full name

3. Email

4. Country

5. Stakeholder group (international organization)

WCO Survey for a structured repository of Stakeholders’ experiences with dis-
ruptive technologies

6. Title of the project/programme/initiative in the field of Smart Customs
(If your organization has more than one project/programme/initiative,
please complete a separate survey for each project)

7.a Primary technology targeted
Blockchain
Big Data and data analytics
Artificial Intelligence and machine learning
Robots
Biometrics
Virtual, augmented and mixed reality
Geospatial mapping
Cloud computing

' WCO Survey. URL: https://survey2.wcoomd.org/anonymous/survey/1d19c3a3-8b6e-4{d9-
a726-2d4fa9e6dfa2?page=2cc27c¢55

&9



Drones

Edge computing
Smart gate systems
Automated lanes
Internet of Things
Scanners

Other

7.b Secondary technology used/necessary for the deployment of the proj-
ect/programme/initiative

Blockchain

Big Data and data analytics

Artificial Intelligence and machine learning

Robots

Biometrics

Virtual, augmented and mixed reality

Geospatial mapping

Cloud computing

Drones

Edge computing

Smart gate systems

Automated lanes

Internet of Things

Scanners

Other

8.  Use cases
Operational efficiency and trade facilitation
Improved governance, decision-making, and transparency
Rick management, fraud detection, and security
Intelligence and surveillance
Human resource management and capacity building
Data management and analytics
User experience and communication
Innovation and research
Other use cases

9. Performance improvements
Increased trust in the relationship with trade
Smoother movement of people
Smoother movement of goods
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10.

11.

Paperless trade

Increased quality of services

More efficient clearance and delivery in e-commerce

Increased compliance with classification rules

Increased voluntary revenue compliance

Fairer revenue collection

Increased use of technical targeting and detection capabilities on goods
and passengers

Increased effectiveness in combating illicit trade in excisable
products (tobacco, alcohol, petroleum and oil, etc.)

Increased effectiveness in combating illicit trafficking of cultural heritage
Increased effectiveness in safeguarding public health

Increased effectiveness in the fight against counterfeit goods and piracy,
including sustainability in disposal of seized goods

Increased effectiveness in combating drugs trafficking

Increased effectiveness in the fight against environmental threats
Increased public security by combating proliferation of weapons and
materials of mass destruction, trafficking of small arms and explosives,
and illicit diversion of dual use

Enhanced efficiency and accuracy in financial investigations aimed at
combating money laundering and terrorism financing, including asset
recovery

More accurate budget-based strategy planning

More competent and engaged staff

Advanced level of accountability

Advanced level of integrity

Improved gender balance of staff at all levels

Status of adoption/development

Adopted/operational (full deployment)

Under development (including proof of concept and pilots)
Planned (feasibility study undertaken)

Under consideration (feasibility study not undertaken)

Brief outline of the project/programme/initiative (500 words maxi-

mum) - describing how a technology is used to achieve a particular goal

11.a Details of the scale of the project (e.g. geographical scope, quantity
and types of devices, etc.)
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12. Benefits of the project/programme/initiative
Cost savings
Human resource savings

Increased efficiency
Others

13. What are the major takeaways, including challenges, opportunities
and future technology plans?

File No 1 — Max 10 MB (upload relevant project documents, related arti-
cles or news items, multimedia materials & images, etc. here)
Choose file

File No 2 — Max 10 MB (upload relevant project documents, related arti-
cles or news items, multimedia materials & images, etc. here)

Choose file
File No 3 — Max 10 MB (upload relevant project documents, related arti-

cles or news items, multimedia materials & images, etc. here)
Choose file

14. [If there is any specific information you have provided that you do not
wish to share with all WCO Members, please indicate it clearly, referenc-
ing the relevant question number
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Appendix 2

LIST OF LEGAL INSTRUMENTS AND TOOLS FOR THE DEVELOPMENT
OF THE DIGITAL (SMART) CUSTOMS INSTITUTION

INFORM SYSTEMS AND INFORM TECHNOLOGIES/ ADVANCED TECHNOLOGIES

1 WCO Technology and Innovation Forum: Background Paper. Stefan Anisze- | 2009
wski . WCO Research Paper No. 4. November 2009

2 Guidelines on Application of Information and Communication Technology. | 2014
Kyoto Convention. General Annex. Chapter 7. Version 7. WCO. March 2014

3 Implications of Big Data for Customs. How It Can Support Risk Management | 2017
Capabilities. Yotaro Okazaki. WCO Research Paper No. 39. WCO. March
2017

IT Guide for Executives. June 2018 2018

Unveiling the Potential of Blockchain for Customs. Yotaro Okazaki. WCO | 2018
Research Paper No. 45. WCO. June 2018

6 Emerging Technology Impacting Customs (Formerly Current/Future Trends). | 2018
Electronic Crime Expert Group.Version 2.0. Annex IV to Doc. EC0215E.
WCO. August 2018.

7 Data Analysis Practitioner's Handbook. WCO, June 2018 2018

8 Declaration of the World Customs Organization on Cross-border E-| 2018
commerce. Beijing Declaration. February 2018. First Global Cross-border
E-Commerce Conference. Beijing Declaration. Beijing, China. February 10,
2018 [+ ICT]

9 Use of the ICT — WTO Agreement on Trade Facilitation. D/2019/0448/20. | 2018
WCO. June 2018 [+ ICT]

10 | Study Report on Disruptive Technologies. World Customs Organization. | 2019
June, 2019

11 | Digital Customs. WCO Experience: Monograph. Mozer Sergei. Moscow: | 2019
Publishing House of the Russian Customs Academy. 266 pages. June, 2019.

12 | Digital Customs. WCO Experience: Report. Mozer Sergei (ItemVIl of the | 2019
Agenda— Update of the RKC ICT Guidelines) Revised Kyoto Convention Man-
agement Committee. 20th Meeting, 17-18 June, 2019. Brussels, Belgium.

13 | Compendium of Smart Customs Practices for APEC Economies. Asia-Pacific | 2023
Economic Cooperation. Submitted by: People's Republic of China November
2023.

14 | Findings and Practices on Smart Customs in APEC. Free Zones/Free Trade | 2024
Ports. APEC Sub-Committee on Customs Procedures. March 2024
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15 | Detailed report on the adoption of Artificial Intelligence and machine learn- | 2025
ing in customs. March 2025.

16 | Results of the WCO Smart Customs Survey. 2025 2025

17 | Case Study on the adoption of Artificial Intelligence (Al) and Machine Learn- | 2025
ing (ML) in China Customs, 2025

18 | China's Smart Customs Journey: Insights into Modernizing International | 2025
Customs. WANG Ling jun. Vice Minister of the General Administration of
Customs of the People's Republic of China.

DATA/DATA MODEL

19 | Recommendation of the Customs Co-operation Council concerning the | 1981
Electronic Transmission and Authentication of Customs and other Relevant
Regulatory Information. June 16, 1981; revised June 24 , 2005

20 | Recommendation of the Customs Co-operation Council concerning the Use | 1984
of Codes for the Representation of Data Elements. T2-383. May 22 , 1984

21 | Recommendation of the Customs Co-operation Council concerning the Use | 1988
of the CCG/IATA Data Interchange Standards.TC2-3843. June 21st, 1988

22 | Declaration of the Customs Co-operation Council concerning Harmoniza- | 1989
tion/Computerization of Customs Procedures and a Strategy for the 21st
Century - Washington Declaration. July 1989

23 | Recommendation of the Customs Co-operation Gouncil concerning the Use | 1990
of the United Nations Trade Data Elements Directory (UNTDED). 26th June
1990

24 | Recommendation of the Customs Co-operation Gouncil concerning the Use | 1990
of the UN/EDIFACT Rules for Electronic Data Interchange. TC2-3841. 26th
June 1990

25 | Recommendation of the Customs Co-operation Council concerning the Use | 1995
of the WCO Data Mapping Guide for Customs UN/EDIFACT Messages. TC2-

3845. June 21,1995

26 | WCO Data Model, Single Window Data Harmonization. Version 2. (Guide- | 2007
lines) WCO, February 2007 [+ Data Model, Data Harmonization]

27 | Recommendation of the Customs Co-operation Gouncil concerning the Use | 2009
of WCO Data Model (27 June 2009)

28 | Single Window Data Harmonization and Standardization in the Republic | 2009
of Macedonia. Slavica Kutirov. Customs Administration of the Republic of
Macedonia. February 12, 2009 (?) [+ Data Harmonization ]

29 | Guide to the Exchange of Customs Valuation Information. WCO, 2010 (?) 2010

30 | SAFE Data Element Maintenance Mechanism. D/2010/0048/10. WCO, 2010 | 2010
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31 | WCO Data Model XML Guidelines. 2nd Edition. WCO. February 27, 2012 2012

32 | Message Modifications: Approved Revision Process PNRGOV. Version 12.1. | 2012
WCO/IATA/ICAOQ. August 1, 2012

33 | Guidelines on the Development and Use of a National Valuation Database as | 2012
a Risk Assessment Tool. WCO, 2012 (?) [+ Data ]

34 | WCO DM Maintenance Procedure. WCO, 2012 (?) 2012

35 | WCO XML Schema Customization Guidelines. WCO, 2012 (?) 2012

36 | Passenger and Airport Data Interchange Standards. EDIFACT Implementa- | 2013
tion Guide. PNRGOV PADIS EDIFACT Implementation Guide. PNRGOV (ver-
sion 17.1) 2013 (?)

37 | Globally Networked Customs Utility Block. Bilateral/Multi-Lateral Export & | 2013
Transit Data Exchange “your export is my entry”. Proposed by South Africa
and Swaziland. 2013 (?)

38 | Passenger and Airport Data Interchange Standards. EDIFACT Implementa- | 2013
tion Guide. PNRGOV PADIS EDIFACT Implementation Guide. PNRGOV (ver-
sion 13.1). IATA, 2013

39 | Guidelines for Customs Administrations. National Customs Enforcement | 2013
Network (nGEN ). Version 3.0. WCO, 2013(?)

40 | Globally Networked Customs Utility Block. AEO Mutual Recognition. Pro-| 2013
posed by EU and US. Version 1.20. April 11,2013

41 | Passenger and Airport Data Interchange Standards. XML Implementation | 2013
Guide. PNR Data Pushed to States or Other Authorities. PNRGOV message.
Version 16.1 (20137?) [+ Data ]

42 | Air Transport & Travel Industry. Functional and Business Principles. PNR- | 2014
GOV. Version 17.1 (2014?)

43 | Globally Networked Customs Utility Block. Systematic Electronic Exchange | 2014
of Data (SEED). Your Exit is My Entry. Your Pre-Arrival Data Assessed by My
Risk Criteria. Proposed by Serbia. Supported by SEED Beneficiary Adminis-
trations in Western Balkans. GNC Utility Block - SEED. June 09, 2014

44 | Globally Networked Customs Utility Block. Control Mutual Agreement. Pro- | 2014
posed by CH and EU. Version 2.10. March 3d, 2014.

45 | Guidelines for Strengthening Cooperation and the Exchanging of Information | 2015

between Customs and Tax Authorities at the National Level. WCO. October
2016. V. Developing a Memorandum of Understanding/Agreement (MOU/
MOA). II. India. Data Sharing policy. February 2015.
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46

Guidelines for Strengthening Cooperation and the Exchanging of Information
Between Customs and Tax Authorities at the National level. WCO. October
2016. V. Developing a Memorandum of Understanding/Agreement (MOU/
MOA). lll. Malaysia. Data Sharing policy. 2015 (?)

2015

47

Tools for Reducing Revenue Risks and the Revenue Gap: (1) Mirror Analysis
Guide, including Case Study (Cameroon). Revenue Package. WCO. June,
2015 [+ Data ]

2015

48

Guidelines for Strengthening Cooperation and the Exchanging of Information
between Customs and Tax Authorities at the National Level. WCO. October
2016. V. Developing a Memorandum of Understanding/Agreement (MOU/
MOA). V. Serbia. Data Sharing Policy. 2015 (?)

2015

49

Globally Networked Customs Utility Block. Indira System. Information Inter-
change of Customs Records. Proposed by Argentina in Representation of
MERCOSUR.Version 7.0. February 5, 2015

2015

50

Recommendation of the Customs Co-operation Council on the Guiding Prin-
ciples for Data Quality. June 2015

2015

51

Guidelines for Strengthening Cooperation and the Exchanging of Information
between Customs and Tax Authorities at the National level. WCO. October
2016. V. Developing a Memorandum of Understanding/Agreement (MOU/
MOA). IV. Russian Federation. Data Sharing Policy. 2015 (?)

2015
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Guidelines for Strengthening Cooperation and the Exchanging of Information
between Customs and Tax Authorities at the National Level. WCO. October
2016 [+ Data ]

2016

93

Working Example. Guidelines for Strengthening Cooperation and the
Exchanging of Information between Customs and Tax Authorities at the
National Level. WCO. October 2016. V. Developing a Memorandum of Un-
derstanding/Agreement (MOU/MOA). i. Cote d'lvoire. Data Sharing Policy.
2016 (?)

2016

54

Guidelines for Strengthening Cooperation and the Exchanging of Information
between Customs and Tax Authorities at the National Level. WCO. October
2016.

2016

99

PNRGOV Lessons Learnt High Level Checklist. Published Version 1.1. May
1,2016

2016

56

National Committees on Trade Facilitation. A WCO Guidance. Article 23.2 of
the WTO Trade Facilitation Agreement. WCO. March 2016 [+ Data Harmoni-
zation |

2016

o7

WCO Data Model version 3.6.0. Derived Information Packages Declaration.
WCO. April 2016.

2016
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58 | Resolution of the Policy Commission of the World Customs Organization | 2017
on the Guiding Principles for Cross-Border E-commerce. Luxor . December
2017 [+ Data |

59 | Data Harmonization. Part V. Vol 2. Building a Single Window Environment. | 2017
VOL 2. WCO, 2017 (?) [+ Data ]

60 | Guidance for Customs Administrations. How to Build an Advance Passenger | 2017
Information (API) / Passenger Name Record (PNR) Programme . WCO. July
2017 [+ Data model ]

61 | Data: Ensuring Quality, Security & Privacy. Part VIII. Vol 1. Building a Single | 2017
Window Environment. VOL 1. WCO, 2017 (?) [+ Data ]

62 | Dematerialization & Paperless Processing. Part VI. Vol 2. Building a Single | 2017
Window Environment. VOL 2. WCO, 2017 [+ Dematerialization ]

63 | WCO - UPU Postal Customs Guide. WCO - Universal Postal Union. June | 2018
2018 [+Data Model]

64 | SAFE Framework of Standards. 2018 Edition. WCO. June 2018 [+WCOQ Data | 2018
Model]

65 | Guidelines on Trader Identification Number D/2019/0448/15. WCO. June | 2018
2018. [+ Data Model ]

66 | Technical Specifications. Framework of Standards on Cross-border E-| 2018
commerce. WCO. 2018 (?) [+ Data Model ]

67 | Recommendation of the Customs Co-operation Gouncil concerning the Use | 2018
of Trader Identification Number (TIN). June 2018 [+ Data Model ]

68 |WCO - UPU Guidelines on the Exchange of Electronic Advance Data (EAD) | 2018
between Designated Operators and Customs Administrations. WCO-UPU,
2018 (?) [+ Data ]

69 | Data Analysis. Practitioner's Handbook. D/2019/0448/16. WCO. June 2018 | 2018
70 | AEO Data Exchange With Partner Countries. User Requirements ver.| 2018
1.3. Annex | to Mutual Recognition Arrangement/Agreement Strategy

Guide.D /2019/0448/12. WCO. June 2018
71 | Integrated Supply Chain Management Guidelines. WCO, 2019 [+Data pipe- | 2019
line, data privacy and data protection]
72 | Global Adoption of the WCO Data Model. WCO. July 1, 2019 2019
73 | Business Guide on the WCO Data Model. International Standards for Data | 2019

Exchange. WCO Data Model Business Guide Version 1.0 (based on the WCO
Data Model as published in its version 3.7.0). WCO, 2019
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74

Summary of UNECE Trade Facilitation Recommendations. 2019 Revised
edition. United Nations Economic Commission for Europe. United Nations
Center for Trade Facilitation and Electronic Business. United Nations. Ge-
neva, 2020 [+ Data ]

2020

SINGLE WINDOW

75

Recommendation No. 33. Recommendation and Guidelines on Establishing
a Single Window. To Enhance the Efficient Exchange of Information between
Trade and Government. Economic Commission for Europe. United Nations
Center for Trade Facilitation and Electronic Business (UN/CEFACT). New
York and Geneva , 2005

2005

76

Technical Guide of ASEAN Single Window and National Single Windows
Implementation (ASW Technical Guide). Version 3/2006. March 2006

2006

7”7

WCO Data Model, Single Window Data Harmonization. Version 2. ( Guide-
lines ) WCO, February 2007

2007

78

APEGC Sub-Committee on Customs Procedures Working towards the Im-
plementation of Single Window within APEC Economies. Single Window
Strategic Plan. APEC Secretariat. June 2007

2007

79

Working towards the Implementation of Single Window within APEC
Economies. Single Window Development Report. APEC Sub-Committee on
Customs Procedures. June 2007

2007

80

Single Window Framework. E-commerce Solutions and Partnerships to
Facilitate Secure Trade. Canada Border Services Agency. 2008

2008

81

Peruvian International Trade Single Window. Peruvian Tax Collection and
Customs Administration. November 11, 2008 (?)

2008

82

Automated Commercial Environment (ACE)/International Trade Data Sys-
tem (ITDS). Submitted by: United States. 2009/SCCP/SWWG/WKSP4/009.
APEC. Single Window Working Group Gapacity Building Workshop 4. Singa-
pore. 6-8 April 2009.

2009

83

Korea Customs Unique Consignment Reference. (UCR) Project. Submitted
by: Korea. 2009/SCCP/SWWG/WKSP3/004. Single Window Working Group.
Capacity Building Workshop 3. Singapore. 1-4 April 2009.

2009

84

A Survey of Single Window Implementation. Jae Young Choi. WCO Research
Paper No. 17. WCO. August 2011.

2009

85

Single Window Report. Executive Summary. llija Janoski , Slavica Kutirov.
Customs Administration of the Republic of Macedonia, Skopje. January,
2009

2009
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86

Evolution of Singapore's Single Window. Submitted by: Singapore. 2009/
SCCP/SWWG/WKSP4/005. APEC. Single Window Working Group. Capacity
Building Workshop 4. Singapore. 6-8 April 2009

2009

87

The Implementation of National Single Window and ASEAN Single Window
in Viet Nam. Submitted by: Viet Nam. 2009/SCCP/SWWG/WKSP4/011.
APEC. Single Window Working Group Capacity Building Workshop 4. Singa-
pore . 6-8 April 2009

2009

88

Thailand National Single Window. Submitted by: Thailand. 2009/SCCP/
SWWG/WKSP4/014. APEC. Single Window Working Group. Capacity Build-
ing Workshop 4. Singapore. 6-8 April 2009

2009

89

Chile Single Window Pilot Project. APEC Sub-Committee on Customs Pro-
cedures. January 2009

2009

90

APEC Sub-Committee on Customs Procedures. Single Window Implementa-
tion Guide. Single Window Working Group. Phase 2 Final Report. July 2009

2009

91

Single Window Initiative. Canada's Experience. Lorne Lawson. Canada
Border Services Agency. Presentation to the WCO. Permanent Technical
Committee. March 2009

2009

92

Single Window for Trade and Customs Transactions — Ghana's Experience.
WCO, Brussels. January 22 , 2009

2009

93

Dematerialization of International Trade Procedures. French Customs Gen-
eral Directorate. Christophe Hypolite . WCO. February 11, 2009 (?)

2009

94

Single Window Data Harmonization and Standardization in the Republic
of Macedonia. Slavica Kutirov. Customs Administration of the Republic of
Macedonia. February 12, 2009 (?)

2009

95

National Single Window System: Establishment, Development and Imple-
mentation in Indonesia. Directorat General of Customs and Excise of Indo-
nesia. Henry Kristino. January, 2010.

2010

96

Main Directions for Development of the “Single Window” Mechanism in
the System of Regulation of Foreign Economic Activity. April 28, 2014 /
Collection of Regulatory Legal Acts to Implement and Develop the “Single
Window” Mechanism in the Member States of the Eurasian Economic Union
for 2014-2015. — P 5-16. Eurasian Economic Commission. 335 pages. Mos-
cow, 2016.

2014

97
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Organization. World Trade Organization. General Council. Decision of No-
vember 27, 2014. WT/L/940 [+Article 10.4. Single Window ]
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How to Build a Single Window Environment. WCO Compendium. Supple-
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2015

101
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dow Mechanisms. September 28, 2015 / Collection of Regulatory Legal Acts
to Implement and Develop the Single Window Mechanism in the Member
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2015
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