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Digital Customs constituted a means, rather than an end in itself, and the 
aim should not be to digitalize the existing bureaucratic processes, but to re-

view them first in order to achieve the best possible result

(Item 235. Report to the Policy Commission.
Policy Commission, 74th Session. Punta Cana, 7–9 December 2015.

Doc. SP0550E1a. Brussels, 27 January 2016. – P. 47)
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From the author

Dear friends, colleagues!

We are continuing a series of publications on the activities of the World 
Customs Organization. This time, the study touches upon the development of 
the digital customs institute.

To date, experts of the customs bloc of the Eurasian Economic Commission 
(hereinafter – EEC), together with the Customs Administrations and economic 
operators of the Member states of the Eurasian Economic Union (hereinafter – 
the EEU) have begun to establish the institution of digital customs. This issue is 
complex and at the same time interesting, promising from the standpoint of de-
veloping the theory of international, administrative, customs law as well as im-
proving customs regulation in the EEU Member states.

Modern research in science on this subject are presented by individual sci-
entific publications, which investigate the issue of creating electronic customs. 
At the same time, there are no fundamental developments of an international le-
gal nature on the subject of digital customs.

The main problem we encountered in the course of the study is the lack of 
understanding of digital customs as a complex phenomenon, an instrument of 
customs regulation, a concept, an approach as well as a combination of organi-
zational, legal, technical and technological solutions, etc. Paradoxically, in the 
presence of the WCO Digital Customs Concept, the Digital Customs Maturity 
Model as well as the WCO Digital Customs Work Program, the international 
customs community did not define the terms «electronic customs» or «digital 
customs». In other words, the conceptual apparatus of the analyzed institution 
is not formed.
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To date, none of the instruments of the WCO provides an answer to the 
question of what is electronic or digital customs. This also applies to the Re-
vised Kyoto Convention and the WCO IT Guide for Executives. Digital Cus-
toms, unfortunately, is considered in a very narrow sense and is actually iden-
tified with information communication technologies (hereinafter – ICT). In our 
understanding, this approach is not fully consistent with objective reality.

It should also be noted that the scientific expert community is not aware 
of the competencies of digital customs as well as its characteristics, scope, 
models, management mechanisms, instruments and tools. Moreover, the answer 
remains to the question about the relationship between digital customs and the 
e-customs institute, the «single window» mechanism, e-commerce, the autho-
rized economic operator, e-declaration, preliminary information, and other 
customs institutions. An important topic is the analysis of digital customs in the 
context of customs operations and business processes.

Another interesting problem is the ratio of digital customs with ICT as well 
as technological solutions in the analyzed area. It is obvious to us that for the 
development of digital customs within the framework of the WCO, it is neces-
sary to develop a separate Digital Customs Guide, and also to issue the corre-
sponding Compendium of practices of the WCO Member countries in this area.

In the context of the development of the digital customs institution in the 
EEU Member states, we turned to the experience of the World Customs Orga-
nization and tried to analyze existing approaches, conceptual vision, proposals 
for the development of digital customs in a single coordinate system. Within the 
framework of the study, conclusions and suggestions are formulated.

We continue to adhere to the thesis that the WCO is a serious international 
structure, under whose auspices the international customs community creates 
modern standards and legal instruments of customs administration. The WCO 
Secretariat, led by the Director General, provides invaluable assistance in this 
process. Active cooperation of the Eurasian Economic Commission with this 
international institution, which brings together experts from customs admin-
istrations of the world, began in 2016 after the signing of the Memorandum 
of Understanding between the Eurasian Economic Commission and the World 
Customs Organization. During this time, the EEC specialists opened doors to 
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a number of the WCO working bodies, which competence covers various issues 
of customs administration and trade facilitation. Of course, such cooperation 
brings positive results.

In the light of the above, we hope that the research material presented to 
your attention will be useful in the framework of the WCO capacity building as 
well as the work being done to improve customs regulation based on the WCO 
standards.

Kind regards,
Sergei Mozer



7

T a b l e  o f  c o n T e n T s 

symBols AnD ABBREviATions .............................................................. 11

FoREWoRD .................................................................................................... 12

Chapter 1  
ElECTRoniC CUsToms: ExPERiEnCE  
oF THE WoRlD CUsToms oRGAnizATion .......................................... 17

1.1. E-Customs strategy: General Provisions ............................................. 17

1.2. Customs and E-Commerce strategy ..................................................... 19

1.3. Conclusions from the review of the draft  
«strategies Customs and Electronic Commerce» ................................. 26

1.4. WCo E-Customs strategy Review (2007) ........................................... 30

1.5. Conclusions from the analysis of the World Customs  
organization’s E-Customs strategy – 2007 .......................................... 37

1.6. Electronic Customs – 2015: on the eve  
of the introduction of the «digital customs» brand ............................... 39

Chapter 2 
DiGiTAl CUsToms: APPRoACHEs  
oF THE WoRlD CUsToms oRGAnizATion .......................................... 46

2.1. on the development of a strategic Concept of Digital Customs .......... 46

2.2. integrated approach to the creation of digital customs ......................... 49
2.2.1. Current operating (working) environment ....................................... 50
2.2.2. Digital Customs: instruments, tools, guidelines  

and WCo systems ............................................................................ 52
2.2.3. Positioning information Customs Technologies  

in the WCo strategic Plan ............................................................... 52
2.2.4. The Concept of digital customs ....................................................... 57
2.2.5. Digital Customs: vision, opportunities and Challenges ................. 60
2.2.6. Digital customs: the experience of morocco ................................... 61
2.2.7. Conclusions on § 2.1 – § 2.2 ............................................................ 64



8

2.3. Policy Commission and Digital Customs Agenda:  
Formation of digital customs theme ..................................................... 68

2.4. Classification of current issues of digital customs ................................ 76
2.4.1. Conceptual apparatus ....................................................................... 78
2.4.2. Customs digitization ........................................................................ 80
2.4.3. Customs (customs administration) and digital customs................... 83
2.4.4. management mechanism, customs administration  

in the context of the development of digital customs ...................... 86
2.4.5. Customs operations (business processes)  

in the framework of digital customs ................................................ 87
2.4.6. Risk management system and digital customs ............................... 89
2.4.7. subject composition of legal relations within  

the framework of digital customs .................................................... 89
2.4.8. instruments used to support digital customs .................................... 92
2.4.9. Technologies promoting development of digital customs  

in the system of customs administration .......................................... 93
2.4.10. single window and digital customs, their relationship  

and correlation in the field of customs regulation ............................ 96
2.4.11. supply Chain security of goods  

and the institution of authorized economic operator ........................ 96
2.4.12. Regional integration and digital customs ......................................... 97
2.4.13. legal issues of the organization  

of the functioning of digital customs ............................................... 97
2.4.14. Capacity building, personnel issues ................................................. 97
2.4.15. Problematic issues of implementation  

of the digital customs institute ......................................................... 98
2.4.16. Additional themes for the digital customs concept .......................... 99
2.4.17. The role of the World Customs organization  

in the formation of the institution of digital customs ....................... 99
2.4.18. Conclusions on § 2.3 – § 2.4 ............................................................ 99

2.5. The year of Digital Customs (2016) ................................................... 105
2.5.1. Conclusions on § 2.5 ...................................................................... 108

2.6. Permanent Technical Committee: Digital Customs Agenda............... 112
2.6.1. The WCo Data model as a promotion strategy  

for international organizations, regional organizations  
and the private sector ..................................................................... 113



9

2.6.2. single window ............................................................................... 115
2.6.3. Data security .................................................................................. 118
2.6.4. modernization of management in customs through the use  

of information – communication technologies .............................. 123
2.6.5. Global network of Customs Handbook ......................................... 125

2.7. Permanent Technical Committee and Enforcement Committee:  
Big data and Data mining ................................................................... 127

2.8. Big data: challenges and opportunities ............................................... 131
2.8.1. international standards ................................................................... 131
2.8.2. Risks management ......................................................................... 131
2.8.3. internet of things ............................................................................ 132
2.8.4. E-commerce ................................................................................... 132
2.8.5. national Customs Enforcement network  

and Digital Customs ....................................................................... 133
2.8.6. Conclusions on § 2.6 – § 2.8 .......................................................... 135

2.9. WCo Capacity Building Committee: Digital customs  
in the context of capacity building development ................................ 141

2.9.1. Conclusions on § 2.9 ...................................................................... 154

2.10. information management sub-Committee:  
Digital Customs Work Program .......................................................... 159

2.10.1. General provisions ......................................................................... 159
2.10.2. structure of the Digital Customs Program ..................................... 164
2.10.3. Actual issues of the Digital Customs Work Program .................... 169
2.10.4. Conclusions on § 2.10 .................................................................... 171

2.11. WCo Policy Commission Digital Customs:  
review and disseminate of advanced practice  
of customs administration ................................................................... 174

2.11.1. Conclusions on § 2.11 .................................................................... 177

2.12. Digital Customs maturity model: general provisions ........................ 181
2.12.1. Maturity models: scientific and methodological approaches ......... 190
2.12.2. Conclusions on § 2.12 .................................................................... 196

2.13. information management sub-Committee:  
Electronic services ............................................................................. 200

2.13.1. Background .................................................................................... 202



10

2.13.2. Electronic services and Border management ................................ 203

2.14. E-Commerce Working Group Digital Customs:  
bridging the digital divide ................................................................... 206

2.14.1. Conclusions on § 2.14 .................................................................... 210

2.15. information management subcommittee:  
Revision of customs administration instruments ................................ 212

2.16. Prospects of development of the digital customs institute ................. 219

Chapter 3  
inFoRmATion CommUniCATion TECHnoloGiEs .......................... 230

3.1. The concept of information communication technology .................... 230

3.2. information and communication technologies for e-customs ............ 237
3.2.1. General characteristics  

of the Border iCT solutions mapping Tool ................................... 237
3.2.2. Characteristics of e-customs in the framework  

of the Border iCT solutions mapping Tool ................................... 240
3.2.3. WCo Technology network ........................................................... 243
3.2.4. Conclusions on § 3.1 – § 3.2 .......................................................... 245

ConClUsion ............................................................................................... 249

lisT oF soURCEs UsED ............................................................................ 251



11

sYMbols anD abbReVIaTIons

AEo – Authorized Economic operator

CCC, Council – The Customs Cooperation Council

CEn – Customs Enforcement network

CTs – Container Targeting system

CBC – Capacity Building Committee

EEC, Commission – The Eurasian Economic Commission

EEU, Union – The Eurasian Economic Union

isCm – integrated supply Chain management

iCT – information Communication Technologies

imsC – information management sub-Committee

nCEn – national Customs Enforcement network

PC – Policy Commission

PTC – The Permanent Technical Committee

RkC, Revised kyoto 
Convention

– The international Convention on the 
Simplification and Harmonization of Customs 
Procedures

sAFE – sAFE Framework of standards to secure and 
Facilitate Global Trade

Ten – Technology network

Treaty – Treaty on the Eurasian Economic Union

WCo, organization – The World Customs organization



12

FOREWORD

At the end of 2018 the specialists of the customs bloc of the Eurasian Eco-
nomic Commission held a regular meeting of the thematic block «electronic 
customs», where special attention was paid to the issue of scientific and meth-
odological approaches to the formation of the institution of digital (electronic) 
customs in the member states of the Eurasian Economic Union. During the dis-
cussions, the meeting participants concluded that it is necessary to study inter-
national experience and, above all, the World Customs organization in terms of 
the development of the digital customs institution. in our opinion, a comprehen-
sive study of digital customs as a complex phenomenon, mechanism, and in-
strument will allow to form effective proposals for the development of this in-
stitution in the EEU member states.

In various scientific publications and working materials (EEC, WCO) cus-
toms is referred to as paperless, electronic, digital and smart. At the same time, 
there is a position according to which there is no any difference between elec-
tronic and digital customs, and the question is only in the preferences of the ap-
plied conceptual apparatus. The participation of the author in the sessions of the 
WCo working bodies made it possible to analyze these problems from various 
points of view. looking ahead, it should be noted that there are still differences. 
We believe that the planned series of publications on the formation of electronic 
and digital customs will allow scientists and practitioners to reflect on the ana-
lyzed institution in the field of customs regulation in a new way.

The analysis of the working materials allowed us to identify three periods 
during which the WCo experts made active efforts to create an e-customs insti-
tute, and then digital customs.

The first period begins with the adoption of the Baku Declaration in June 
2001 by the WCo Council and ends on november 8, 2007.

in 2001 the Council adopted the Baku Declaration, in which member coun-
tries are encouraged to accept and implement the Revised kyoto Conven-
tion in order to create a modern, transparent, clear, efficient, rapid and sim-
plified e‑Customs environment.1 The beginning of the second period is dated 

1 it should be noted that the Baku Declaration took into account the fact that the internet and 
e-commerce will require customs to respond appropriately to agreeing on measures to simplify 
procedures and control in response to the needs of trade participants, while ensuring the 
protection of society. it also highlights the key role of customs in international trade, as well 
as the need for a consistent strategic customs policy in the field of electronic commerce, which 
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november 8, 2007 and is related to the 179/180 session of the WCo Perma-
nent Technical Committee (hereinafter – PTC), where it was considered the is-
sue of the WCo e-Customs strategy. The end of the period falls on march 7, 
2008, when at the 181/182 meeting of the PTC it was presumed the absence of 
necessary strategy. The third period starts from the moment of the 72nd session 
of the WCo Policy Commission, which took place on november 12, 2014. At-
tention was drawn to the need for the development of modern customs, taking 
into account the digital revolution. subsequently, the WCo experts proposed 
the Digital Customs Concept and the corresponding Work Program.

The analysis of the development of digital customs revealed a problem – the 
lack of understanding of digital customs as a complex phenomenon (institution, 
instrument, tool, mechanism, organizational, legal, technical and technological 
solutions), lack of scientific and practical developments as well as the WCO 
Guide for digital customs.

The need to study the digital customs institution of the World Customs or-
ganization is also confirmed by a number of other circumstances, namely:

 9 in scientific circles the issue of the formation of electronic and digital 
customs and the scientific and methodological apparatus used for these pur-
poses has not been studied enough;

 9 there is no classification of topical issues of the development of the digi-
tal customs institution in the modern conditions of customs administration;

 9 the activities of the WCo working bodies (groups, subgroups, commit-
tees, subcommittees), that are involved in the development of instruments for 
digital customs, have been little studied;

 9 today the expert community involved in the formation of digital customs 
(WCO, EEU) is in need of effective scientific and methodological support for 
the project on the development of the digital customs institute;

 9 there is no fundamental classical concept of digital customs, which al-
lows WCo members to get a complete picture of all the possibilities offered by 
such customs;

 9 the competencies of digital customs are not defined;
 9 insufficiently studied the prospects and possible models for the construc-

tion of digital customs, including models of its development;
 9 there is no Reference model for digital customs;

should facilitate discussion of trade and taxation policies in other forums. The developers 
of the Declaration expressed a desire to contribute to the development of this new economy 
and to increase the efficiency and effectiveness of Customs administrations. Moreover, they 
also announced their intention to develop a consistent WCo strategic policy for electronic 
commerce.
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 9 the scope of digital customs is not defined;
 9 in the scientific and expert environment there is no unified understanding 

of the digital customs management mechanism;
 9 a comprehensive analysis of existing approaches, trends, concepts of dig-

ital customs development at the research and development level was not carried 
out;

 9 there is no unified system of the WCO indicators for digital customs;
 9 there are no methods for evaluating the key performance for digital cus-

toms;
 9 there are no scientific studies regarding the correlation of digital customs 

and iCT, technological solutions for economic operators;
 9 the place of «electronic», «digital» customs is not determined in conjunc-

tion with the «single window» mechanism, customs operations and business 
processes;

 9 it is necessary to form an integrated digital customs palette, which con-
sists of the necessary instruments, best practices, the WCo systems, solutions 
and tools that exist in the world and are related to digital customs.

The above circumstances determine the relevance of this study.
The object of the study is the institute of digital customs.
The subject of the research is the rules, procedures, working materials of the 

World Customs organization related to the development of the digital customs 
institution.

The purpose of the study is to research the WCo activities in the creation of 
digital customs as well as the preparation of conclusions and practical proposals 
for development of digital customs.

The need to achieve this goal determined the formulation and solution of the 
following main tasks:

 9 study of the institution of electronic customs as well as the strategic ap-
proaches of the international customs community to create it;

 9 study of the WCo conceptual approaches on the formation of the digital 
customs institution;

 9 analysis of the WCo instruments associated with the institution of digi-
tal customs;

 9 analysis of the Digital Customs Concept;
 9 study of the Digital Customs Work Program;
 9 analysis of the WCo Digital Customs maturity model;
 9 study of technological solutions for digital customs.

The regulatory legal base of the research consists of international conven-
tions and agreements, normative legal documents regulating the activities of the 
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World Customs organization, the Eurasian Economic Union and their working 
bodies. it also includes the WCo instruments and tools.

The empirical basis of the study is represented by archival materials of the 
Eurasian Economic Commission as well as materials of the World Customs or-
ganization. in addition, the research process is based on the author’s experience 
of work related to the EEC – WCo interaction.

This paper is one of the first studies revealing the current issues of creating 
digital customs in the framework of the WCo work.

The scientific value and novelty of the monograph lies in the fact that this 
study is a factual material, built on both historical facts and the modern descrip-
tion of conceptual approaches, decisions, developments, visions, materials of 
the WCo on the development of digital customs.

The practical significance of the study lies in the fact that this research work 
is aimed at improving the institute of digital customs. its materials can be used 
in the practice of forming conceptual approaches to the creation of digital cus-
toms in the EEU member states.

The monograph consists of a foreword, three chapters, conclusion, list of 
references.

The first chapter is devoted to the development of the e‑customs institute at 
the World Customs organization.

The second chapter deals with current issues of creation and development of 
the digital customs institute.

The third chapter is devoted to scientific and methodological approaches to 
the development of information communication technologies.

The Conclusion summarizes the results of studying the directions of devel-
opment of digital customs, specifies the future prospects for the organization 
and implementation of mutually beneficial customs cooperation between the 
EEU and the WCo.

Completed research work can be useful to a wide range of specialists in the 
field of foreign economic activity, world trade and international customs coop-
eration. its results can be used as a basis for further research on the develop-
ment of the theory and practice of international customs law and the law of the 
Eurasian Economic Union.

The monograph may be useful to specialists in customs regulation and trade 
facilitation as well as international customs cooperation. The work can be used 
by experts from the WCo secretariat, the Council, the Policy Commission, the 
Permanent Technical Committee, the information management sub-Commit-
tee, the Capacity Building Committee, the WCo Working Group on E-Com-
merce to modernize the digital customs institute. it can be used by scientists, 
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lecturers, students, graduate students and other categories of students in the 
Russian Customs Academy, in other universities and Regional Training Cen-
ters of the World Customs organization specializing in «Customs» and «Juris-
prudence» as well as for experts of the WCo working bodies, Customs and 
other executive authorities in the member states of the EEU, experts of the Eur-
asian Economic Commission for organizing and implementing mutually benefi-
cial customs cooperation between the Eurasian Economic Commission and the 
World Customs organization.
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Chapter 1   
ElECtROniC CustOms: ExpERiEnCE  

OF thE WORlD CustOms ORganizatiOn

1.1. E-Customs strategy: general provisions

At the 179th / 180th sessions of the Permanent Technical Committee (PTC) 
which took place in Brussels on november 8, 2007 at the WCo Headquarters, 
the issue of the WCo e-Customs strategy was considered. At the meeting it 
was decided that customs should be adapted by taking appropriate measures 
to keep up with information technologies, including frequent reviews of pro-
cedures and associated data requirements. The Committee stated that «keeping 
abreast» means to be a link in the international supply chain of goods equal to 
all other links. low costs and fast release of goods are key indicators for e-cus-
toms. Therefore, administrations are encouraged to create single access points 
that allow economic operators to submit declarations electronically to the com-
petent authorities.1 The Committee also acknowledged that following the «Baku 
Declaration»,2 adopted in June 2001 as the Declaration of the Customs Cooper-
ation Council (CCС) on e‑commerce, the WCO developed a coherent E‑Com-
merce strategy. Despite this, the WCo members consistently expressed a need 
for a consolidated document on e-customs, which could determine what basic 
actions should be taken as well as possible deadlines that should be respected 
by all relevant parties.3

We note for reference that the Baku Declaration took into account the fact 
that the internet and electronic commerce will require customs to respond ap-
propriately to agreeing on measures to simplify procedures and control in re-
sponse to the needs of trade participants, while ensuring the protection of soci-
ety. it also highlights the key role of customs in international trade, as well as 

1 Points 1-2. E-Customs strategy. secretariat note. Agenda item vii. information management 
sub-Committee, 55th meeting. Doc. Pm0224E1a. Brussels, 16 may 2008. – P. 1.

2 Declaration of the customs Cooperation Council Concerning E-Commerce (Baku Declara-
tion), June 2001. URl: http: //www.wcoomd.org/-/media/wco/public/global/pdf/about-us/le-
gal-instruments/declarations/baku_declaration.pdf?la=en (date of the request: 01.03.2019). 

3 E-Customs strategy. secretariat note. Agenda item vii. information management sub-Com-
mittee, 55th meeting. Doc. Pm0224E1a. Brussels, 16 may 2008.
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the need for a consistent strategic customs policy in the field of electronic com-
merce, which should facilitate discussion of trade and taxation policies in other 
forums. The developers of the declaration expressed a desire to contribute to 
the development of this new economy to increase the efficiency and effective-
ness of Customs administrations. moreover, they also announced their inten-
tion to develop a consistent WCO strategic policy in the field of electronic com-
merce.1

With regard to electronic commerce, the same Declaration invites the WCo 
member countries to accept and implement the Revised kyoto Convention in 
order to create a modern, transparent, clear, efficient, rapid and simplified e-
Customs environment.2 in addition, the WCo members were invited to accept 
the advice of the Customs Cooperation Council on the use of World Wide Web 
websites by Customs administrations to ensure availability of official customs 
information, and to support and actively contribute to the work of the World 
Trade organization (WTo) and the organization for Economic Cooperation 
and Development (OECD) in the field of electronic commerce to ensure that 
the views of Customs authorities are taken into account.

At the aforementioned meeting of the Permanent Technical Committee 
dated 08.11.2007 it was noted that e-customs has a number of potential implica-
tions for the information management subcommittee (imsC) such as the Gen-
eral Annex Guidelines. kyoto Convention,3 the existing «WCo strategy Doc-
ument, Customs and e-Commerce» and a number of other WCo tools such as 
WCo Data model4 and WCo Unique Consignment Reference (UCR).5 PTC 
members were invited to study the draft WCo e-Customs strategy and sub-
mit their comments in the form of text proposals to the secretariat as well as 

1 Declaration of the customs Cooperation Council Concerning E-Commerce (Baku Declara-
tion), June 2001. URl: http: //www.wcoomd.org/-/media/wco/public/global/pdf/about-us/le-
gal-instruments/declarations/baku_declaration.pdf?la=en (date of the request: 01.03.2019). 

2 ibid. 
3 Application of information and communication technology. Chapter 7. General Annex 

Guidelines. kyoto Convention. URl: http: //www.wcoomd.org/-/media/wco/public/global/
pdf/topics/facilitation/instruments-and-tools/tools/ict-guidelines/ict-guidelines.pdf?db=web 
(date of the request: 01.03.2019);

4 WCo Data model. World Customs organization. URl: http: //www.wcoomd.org/en/topics/facil-
itation/instrument-and-tools/~/link.aspx?_id=3BD324CD868948748147E210059706BC&_
z=z (date of the request: 01.03.2019); WCo Data model. Trade implementation Guide. URl: 
http: //tfig.unece.org/contents/wco‑data‑model.htm (date of the request: 01.03.2019).

5 WCo Unique Consignment Reference (UCR). World Customs organization. URl: http: //
www.wcoomd.org/en/topics/facilitation/resources/~/media/633F01FC1783462EA9DB-
DE125AF48834.as (date of the request: 01.03.2019).
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prepare for discussion of potential implications in other areas of competence of 
the information management subcommittee. 1 The analysis of the report on the 
results of the PTC meeting dated november 8, 2007 allowed to familiarize with 
the decision of the PTC to create a Drafting Group in order to prepare a draft 
strategic document on e-customs.2

Within the frames of this meeting, the PTC Chair drew the attention of del-
egates to the third sub-item of agenda item v, namely the proposed creation of 
an e-customs strategy set out in meeting document PC0195. We draw atten-
tion to the wording of the third subparagraph «E-customs strategy / Paperless 
Customs Environment». it was acknowledged that the WCo issued important 
guidelines in this general area, as noted above, through the Customs informa-
tion Technology Guide to the kyoto Convention.3 in the opinion of the Chair-
man, at the same time there is a clear need for a shorter paper. He noted that this 
proposal included a reference to the consolidated document on e-customs and 
the creation of a simple and paperless environment for customs and trade. The 
main objective of this strategic document would be to determine what basic ac-
tions should be taken, as well as possible deadlines that must be met by all in-
terested parties.

The PTC reaffirmed its support for the development of such an instrument. 
it was agreed that the secretariat would prepare a preliminary draft as soon as 
possible and submit it to the interested PTC members to the Drafting Commit-
tee. The discussions received positive responses from Ghana, the netherlands, 
the European Commission, TiACA, the United states, sweden and new zea-
land.

1.2. Customs and E-Commerce strategy

it was noted above that in 2001 the WCo Council adopted the Baku Dec-
laration. since then the organization has developed a coherent e-commerce 

1 Point 3. E-Customs strategy. secretariat note. Agenda item vii. information management 
sub-Committee, 55th meeting. Doc. Pm0224E1a. Brussels, 16 may 2008. – P. 1.

2 Report to the Customs Cooperation Council on the 179th/180th session of the Permanent 
Technical Committee (8 and 9 november 2007). PC0198E1a. Brussels, 14 December 2007.

3 Application of information and communication technology. Chapter 7. General Annex Guide-
lines. kyoto Convention. URl: http: //www.wcoomd.org/-/media/wco/public/global/pdf/top-
ics/facilitation/instruments-and-tools/tools/ict-guidelines/ict-guidelines.pdf?db=web (date of 
the request: 01.03.2019)



20

strategy recognizing the need to step up efforts to bridge differences in levels of 
development among member countries in terms of e-infrastructure and internet 
use. This strategy was presented at the 179-180 meeting of the PTC at the WCo 
Headquarters in the period of november 8-9, 2007. in addition, at that time, the 
Customs Compendium on E-Commerce was prepared, which was supposed to 
provide a clearer explanation of the concept of electronic commerce, as well as 
highlight the customs implications of electronic commerce as well as the main 
problems and opportunities that determine this phenomenon.1

We need to note that the emphasis here is made on e-commerce but not on 
e-customs. At the same time, the e-commerce strategy is considered as part of 
the e-customs strategy. As it is written in the note of the secretariat of october 
8, 2007, the WCo members would like to have at their disposal a consolidated 
document on e-customs and the creation of a simple and paperless environment 
for customs and trade. The main objective of the analyzed strategic document is 
to determine what basic actions should be taken as well as potential deadlines 
that should be met by all interested parties.2 in the context under consideration, 
it is worth noting that the concept, the term «electronic customs» is not applied 
in the strategic paper under consideration. so, we will consider its basic provi-
sions.

First of all, we will note that the project prepared by WCo within the «E-
Customs strategy» block and presented at the 179-180 meeting of the PTC is 
called «The WCo strategy Paper Customs and E-Commerce » (hereinafter – 
the Strategy). It consists of five parts: introduction, electronic commerce as 
an influence, electronic commerce as an opportunity, electronic commerce as 
a challenge, and conclusions. At the same time, there is no separate set of is-
sues called «electronic customs». The strategy developers rightly point out that 
the main role of customs is to collect duties and taxes as well as to protect so-
ciety and the economy by controlling goods and people crossing borders. in 
fulfilling this role, customs should promote legitimate international trade and 
travel applying best practices in their procedures and processes in order to limit 
overall trade interventions and move individuals to the required absolute mini-
mum.3 The authors note that the global environment in which customs operates 

1 Point 3. E-Customs strategy. secretariat note. item v on Agenda. Permanent Technical Com-
mittee, 179th/180th sessions, 8–9 november 2007. Doc. PCo195E1a. Brussels, 8 october 
2007. – P. 2.

2 Point 5. ibid.
3 Point 1. WCo strategy Paper Customs and E-Commerce. Annex to Doc. PCo195E1 // Customs 

strategy. secretariat note. item v on Agenda. Permanent Technical Committee, 179th/180th 
sessions, 8–9 november 2007. Doc. PCo195E1a. Brussels, 8 october 2007. – P. 1.
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is increasingly determined by factors such as transnational and related compa-
nies trade among themselves; changing security requirements; the growing vol-
ume of shipments; electronic commerce with optimal use of information and 
communication technologies; and establishing links between Customs adminis-
trations and other international trade agencies.

in particular, the emergence of e-commerce has created a global, virtual and 
unlimited market, providing a tool and a catalyst for radical changes in busi-
ness. Trade expects governments will use an electronic one-stop-shop border 
management to clean goods using harmonized procedures and data require-
ments through open networks. A common challenge for customs administra-
tions will be to operate in a modern electronic environment and at the same time 
to act more efficiently and effectively. To do this, customs should use many op-
portunities that e-commerce will provide to improve existing customs processes 
and practices, as well as to develop new delivery mechanisms that will take 
into account changes in trade practices both now and in the future. in particular, 
Customs administrations will need to provide a number of e-services to those 
traders who has the opportunity to e-commerce, to work with customs authori-
ties exclusively in electronic form, using simple and easily accessible services.1 
The draft strategy (2007) notes that different levels of development in terms 
of iT infrastructure and internet use will require more active efforts of all sides 
and, in particular, will require more effective coordination between donor coun-
tries and institutions to overcome the so-called «digital divide».

It is rather interesting the definition of the term (concept) «electronic cus-
toms» in the draft strategy. in particular, e-commerce is described as «doing 
business electronically», which includes not only the use of the internet. in 
current global discussions, e-commerce is used as a general term to describe 
various electronic relationships that have their own rules and specific aspects. 
E-commerce has a wide range of issues in terms of e-commerce for business-to-
consumer (B2C) operations, business-to-business (B2B) operations, and three 
e-government issues, namely, government-to-business (G2B), government – 
citizen (G2C) and government-government (G2G). Customs will have to con-
sider all these aspects of e-commerce and identify problems and possible solu-
tions in order to arrive at an integrated e-commerce approach for customs. Al-
though B2C issues are important and represent a potentially significant market 

1 Point 3. WCo strategy Paper Customs and E-Commerce. Annex to Doc. PCo195E1 // Customs 
strategy. secretariat note. item v on Agenda. Permanent Technical Committee, 179th/180th 
sessions, 8–9 november 2007. Doc. PCo195E1a. Brussels, 8 october 2007. 
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in the future, trade and revenue statistics will require customs to initially focus 
on B2B, G2B, G2G and G2C transactions.1

With regard to the impact of e-commerce, the draft strategy (2007) states that 
over the past decade, the world trade has been expanded and diversified signifi-
cantly, and e-commerce has become the dominant factor in business relations. Al-
though traditional trading methods continue to be used, e-commerce has provided 
trading entities and consumers with access to much more information and much 
wider choice of ways to conduct their business. it also notes the impact of e-com-
merce on Customs administration. In particular, this effect is considered signifi-
cant, for example due to the increase in small shipments; changes in the structure 
of trade – countries export different goods to different countries; importers im-
porting various goods from different countries; changes in the scheme of delivery 
of goods; increasing pressure from trading entities and other partners to conduct 
business in electronic form; and raising the expectations that Customs administra-
tions (indeed, all government organizations) will exercise their authority in a con-
sistent, fast and increasingly coordinated manner.2

Arguing about the future of customs in the context of the development of 
electronic commerce, experts of the WCo secretariat in 2007 assumed that 
the relevant customs information can no longer be stored by companies within 
the jurisdiction of a specific Customs administration. The Internet allows busi-
nesses to create an uninterrupted and unlimited commercial system, with the re-
sult that customs and other relevant regulatory information are stored centrally 
in only one global location. it was assumed that in the context of extended co-
operation with trade, customs could improve access to commercial information 
directly or indirectly related to an international trade transaction for risk man-
agement and customs control purposes.

The draft strategy also covers the law enforcement bloc of customs admin-
istration. so, open networks, such as the internet, also pose particular problems 
of enforcement of intellectual property rights (iPR), money laundering, but at 
the same time they are very useful intelligence tools for Customs. Technologi-
cal innovations, such as those offered by the internet, simplify criminal activi-
ties, create new opportunities for illegal businesses, increase the ability to avoid 
detection – for example, by using false identities and creating jurisdictional 

1 Point 6. WCo strategy Paper Customs and E-Commerce. Annex to Doc. PCo195E1 // Customs 
strategy. secretariat note. item v on Agenda. Permanent Technical Committee, 179th/180th 
sessions, 8–9 november 2007. Doc.PCo195E1a. Brussels, 8 october 2007. – P. 2.

2 Point 9. WCo strategy Paper Customs and E-Commerce. Annex to Doc. PCo195E1 // Customs 
strategy. secretariat note. item v on Agenda. Permanent Technical Committee, 179th/180th 
sessions, 8–9 november 2007. Doc.PCo195E1a. Brussels, 8 october 2007. – P. 2.
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problems for Customs administrations trying to deal with complex crimes com-
mitted in cyberspace.1

no less important, in our opinion, the section of the draft strategy (2007) is 
devoted to «e-commerce as an opportunity». The developers note that the ex-
pansion of the use of e-commerce in the trade chain leads to the fact that more 
information is already available in electronic format for use by customs ad-
ministrations and other government agencies that control importation of goods 
and movement of individuals. in addition to structured trading data, the inter-
net provides customs with an invaluable source of information for its monitor-
ing and enforcement functions.2 modern automated processes provide consis-
tency, transparency, increased efficiency, better risk assessment and support in 
the fight against corruption. Such processes also provide opportunities for co-
ordination between government agencies and between countries. At the same 
time, the traditional role of customs, performing its functions at points of entry, 
noted in the strategy, may change.

As the use of e-commerce in the trade chain increases, relations with Cus-
toms administrations may begin long before goods or people arrive at the bor-
der. Each party in the trade chain entrusted with duties by the Customs author-
ities will be able to quickly transmit its information, which will allow Customs 
to begin the process of determining admissibility.

Considering e-commerce as a challenge the developers of the strategy 
for Customs and E-Commerce project present a number of important points. 
Among them are the following:

Customs need to make optimal use of the opportunities provided by infor-
mation and communication technologies in general, and e-commerce in partic-
ular, for their internal and external operations, including training and capacity 
building. Customs must overcome the independent and one-sided development 
of country‑specific automated systems, often several systems, to handle inter-
national trade transactions. It is noted that customs should be flexible and far-
sighted when developing electronic methods of control and trade facilitation, 
especially in the use of information technologies, including electronic data in-
terchange. The need for customs to operate in such an international and open 
environment using the internet will require:

1 Point 13. WCo strategy Paper Customs and E-Commerce. Annex to Doc. PCo195E1 // 
Customs strategy. secretariat note. item v on Agenda. Permanent Technical Committee, 
179th/180th sessions, 8–9 november 2007. Doc.PCo195E1a. Brussels, 8 october 2007.

2 Point 14. WCo strategy Paper Customs and E-Commerce. Annex to Doc. PCo195E1 // Customs 
strategy. secretariat note. item v on Agenda. Permanent Technical Committee, 179th/180th 
sessions, 8–9 november 2007. Doc.PCo195E1a. Brussels, 8 october 2007. – P. 3.
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 9 harmonized customs procedures and processes based on the Revised 
WCo kyoto Convention as well as electronic legislation relating to issues such 
as «signature» and «document»;

 9 standard data requirements for export and import, as defined in the WCO 
Customs Data model;

 9 a comprehensive information security strategy concerning, inter alia, the 
cross‑border recognition of digital certificates.1

The World Customs organization believes that customs will need to use 
technology and open standards, such as the internet, to improve their overall 
information management by making better use of existing business informa-
tion for purposes of collecting duties, risk management and auditing. While 
the internet allows companies to store information in one centralized location 
throughout the world, it also allows Сustoms authorities to have instant access 
to relevant information without knowing where this information is physically 
stored. Therefore, customs will have to maintain their ability to provide access 
to reliable and verifiable information in order to identify the responsible person 
and obtain the information necessary to perform its function. such an operating 
environment will require uniform application of the relevant rules as well as bi-
lateral or multilateral cooperation and adequate resources.

in 2007 it was presumed that Customs administrations need to conclude 
bilateral or multilateral agreements on cross-border risk management and au-
dit-based control during export and import in order to offer complex premium 
procedures (advantages, benefits – author’s note) and simple integrated Cus-
toms treatment for the whole international transactions (operations). This will 
require the introduction of a WCo Unique Consignment Reference, intelli-
gence sharing (operational information) for risk management purposes and mu-
tual recognition of control results. In fulfilling its mission of protecting society, 
collecting revenue and facilitating legitimate trade, customs should also pay 
more attention to customers and strive for close integration with commercial 
processes and information flows.

The project «strategies for Customs and Electronic Commerce» notes that 
by providing comprehensive service in real time, customs will make a signifi-
cant contribution to improving the overall level of compliance with the law. Ac-
cess to all relevant rules and regulations, access to real-time consultations on 

1 Point 19. WCo strategy Paper Customs and E-Commerce. Annex to Doc. PCo195E1 // 
Customs strategy. secretariat note. item v on Agenda. Permanent Technical Committee, 
179th/180th sessions, 8–9november 2007. Doc.PCo195E1a. Brussels, 8 october 2007. – 
P. 4.
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customs issues as well as online training on the customs website, according to 
the WCo, should help the trading entities comply with customs requirements.1

The summarizing part of the draft strategy (2007) states that customs need 
to develop a corporate, comprehensive and holistic business strategy to respond 
to the effects of e-commerce. According to the WCo, such a business strategy 
should include the following requirements:

1. Simplification of customs processes and requirements while achieving 
higher levels of compliance (compliance with the law – author’s note) and se-
curity, which, in turn, will reduce the burden on trade and lead to lower costs 
associated with compliance.

2. Development of seamless international trade operations and related stan-
dardized processes as well as data flows that can be successfully used by all 
WCo members, and which are based on the WCo Customs Data model and 
the Revised kyoto Convention.

3. Ensuring that the use of e-commerce allows Customs administrations to 
identify and manage risks at an earlier stage as well as to improve the targeted 
use of resources in the areas of greatest risk.

4. Rely more on the use of commercial data to fulfill customs requirements.
5. Ensuring safe, accessible requirements and the availability of reliable iT 

systems that are user-friendly and capable of processing information.
6. Using the potential to improve the exchange of information and informa-

tion between the administrations of member countries and, in particular, the use 
of the concept of a WCo Unique Consignment Reference (UCR) for end-to-
end international trade transaction audit trails.

7. Development of joint work between customs authorities and other gov-
ernment agencies involved in international trade in order to facilitate the smooth 
transfer of data on international trade (the «single window» concept) and the 
exchange of operational (intelligence) risk information at the national and inter-
national levels.

8. Ensuring that all relevant international trade rules are updated (modern-
ized) so that the electronic functional equivalents of «documents» and «signa-
tures» are legally valid.

9. Ensuring that personnel receive the necessary training at all levels to de-
velop the skills necessary to work in a fully automated electronic environment.

1 Point 22. WCo strategy Paper Customs and E-Commerce. Annex to Doc. PCo195E1 // 
Customs strategy. secretariat note. item v on Agenda. Permanent Technical Committee, 
179th/180th sessions, 8–9november 2007. Doc.PCo195E1a. Brussels, 8 october 2007. – 
P. 5.
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The final focus of the draft Strategy is that WCO will need to step up efforts 
to help bridge the digital divide, taking on the role of coordinating moderniza-
tion and capacity building activities in the customs area with other international 
organizations and institutions operating in this area.

1.3. Conclusions from the review of the draft «strategies 
Customs and Electronic Commerce»

Having considered the «strategy Customs and Electronic Commerce» we 
formulate the following conclusions.

1. The strategy (2007) is a matter of great interest for the study of the gen-
esis of the institute of electronic (digital) customs. it is a serious, complex and 
important document in which the World Customs organization, together with 
the international customs community, attempted to formalize, highlight, define 
the boundaries of two interrelated institutions – customs and e-commerce. The 
analyzed document was prepared professionally and deserves high apprecia-
tion.

2. in the draft strategy, e-commerce is characterized as «conducting busi-
ness electronically», which includes not only the use of the internet. it is stated 
that e-commerce is used as a general term to describe various electronic rela-
tionships that have their own rules and specific aspects.

3. The strategy does not contain the concept, definition of «electronic cus-
toms» or «digital customs» but uses the concept of «digital divide» characteriz-
ing the differences in levels of development between the WCo member coun-
tries in terms of electronic infrastructure and internet use.

4. Despite the fact that the strategy touches upon the development of the in-
stitution (instrument, mechanism, mode, environment) of e-commerce, it con-
tains important characteristics (approaches, proposals, vision) that, in our opin-
ion, are relevant to the prototype of electronic (digital) customs as an integrated 
institute (tool) of customs administration.

5. on the basis of the draft strategy, approaches to the formation of e-cus-
toms (in the context of the e-commerce institute) can be divided into the fol-
lowing blocks:

 9 legal;
 9 organizational and technical;
 9 technological;
 9 customs operations (business processes);
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 9 single window mechanism;
 9 law enforcement;
 9 cooperation issues;
 9 institutional development.

This classification is conditional and has been prepared in order to system-
atize the approaches to the e-customs institute set forth in the strategy as well 
as the subsequent analysis of the genesis of this legal phenomenon.

5.1. The legal aspects of the formation of the institute of e-customs affect 
the development of a comprehensive and holistic business strategy for e-com-
merce by customs; the formation in the Customs administration of an integrated 
approach to the institution of e-commerce and its role in customs legal rela-
tions; definition of a range of subjects within the framework of customs legal 
relations that can participate in operations (business processes) carried out elec-
tronically; forming a vision of electronic customs used in the implementation of 
various electronic relations (relations through electronic forms of interaction), 
which are governed by their own rules and have specific characteristics; uni-
form application of the rules governing legal relations in the field of e‑com-
merce and e-customs; modernization of the current legislation so that the elec-
tronic functional equivalents of the «documents» and «signatures» are legally 
valid; customs and other relevant regulatory information is stored centrally in 
only one global location.

5.2. Administrative (organizational) provisions of the e-customs institute 
can be correlated with the problems of finding the necessary resources for the 
development of e-commerce and e-customs as well as the stated thesis on the 
creation of one-stop-shop border management. in our opinion, the functions of 
such a center could be performed by a specialized unit of the customs adminis-
tration, for example, a kind of electronic customs.

5.3. Technological aspects, voiced in the draft strategy, are associated with 
such issues as the electronic environment; formation of the necessary operat-
ing environment; ensuring safe, affordable requirements and availability of reli-
able iT systems; optimal use of information communication technologies in the 
context of the institution of e-commerce and e-customs; modern automated pro-
cesses: ensuring consistency, transparency, increased efficiency, better risk as-
sessment and support in the fight against corruption; independent and one‑sided 
development of automated systems for the state in the field of customs admin-
istration in terms of e-customs; harmonization of procedures and data require-
ments across open networks; the provision of electronic services to individu-
als involved in the trade; development of electronic control methods, in par-
ticular, using information technologies, including electronic data interchange; 
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information for customs purposes is not stored by companies within the juris-
diction of a specific Customs administration; the work of the customs author-
ity in the new international and electronic environment requires: harmonized 
customs procedures and processes based on the RkC as well as electronic leg-
islation on the subject of «signature» and «document», standard data require-
ments for export and import, as defined in the WCO Data Model, an integrated 
information security strategy, relating in particular to the cross-border recog-
nition of digital certificates; improving access to commercial information di-
rectly or indirectly related to an international trade transaction for risk manage-
ment and customs control purposes; introduction of UCR; using technology and 
open standards to improve overall information management at customs through 
more efficient use of available commercial information for purposes of collect-
ing fees, risk management and auditing.

5.4. Customs operations (business processes). separate provisions of the 
considered strategy can be related conditionally to the group – customs oper-
ations (business processes). in the named block of questions, we add the prob-
lematic of the use by customs authorities of the opportunities provided by iT in 
general and e-commerce in particular, for its internal and external operations; 
simplification of customs operations (business processes) and requirements 
within the framework of the formation of the institution of electronic commerce 
and electronic commerce development of seamless (end-to-end) international 
trade operations and related standardized processes as well as data flows based 
on the WCo Data model and RkC; the creation of mechanisms (systems) to 
identify risks and manage them at an earlier stage of supply of goods as well 
as to improve the targeted use of resources in the areas of greatest risk; the cre-
ation of mechanisms (systems) of end-to-end (integrated) audits of international 
trade transactions, for example, UCR; development of the institution of prelim-
inary information; provision of complex services in real time: organization of 
access to the regulatory framework in the field of customs regulation, consulta-
tions on customs regulation issues.

5.5. Single Window Mechanism. To date, the issue of the relationship be-
tween the administrative and legal regime of the «single window» mecha-
nism and the legal institution of electronic (digital) customs has not been suf-
ficiently studied in science. We deliberately single out the «single window» 
mechanism in a separate block in order to emphasize that the concept of this 
mechanism in the WCo materials was developed before the formation of the 
e-customs institute. For the «single window», the strategy focuses on facil-
itating the smooth transfer of international trade data (the «single window» 
concept).
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5.6. Law enforcement unit. It is clear that the fight against violation of cus-
toms rules cannot be carried out without taking into account the dynamics of 
IT development and benefits that Customs receive as a result of their use. The 
strategy notes that information resources are an invaluable source of informa-
tion for its control and enforcement functions of customs. Among other things, 
the actual issue is the organization of the exchange of operational (intelligence) 
information for customs purposes on risks at the national and international lev-
els.

5.7. Cooperation issues. in our opinion, the draft of the considered strat-
egy highlights the cooperation issues in a separate block. We believe that the 
voiced questions on this topic can be positioned through the prism of electronic 
customs. Here we consider the problems of organizing bilateral, multilateral co-
operation between customs administrations in the field of electronic commerce; 
issues of coordination of legal, organizational and technical mechanisms of in-
teraction on e-commerce issues between government agencies and between 
countries; concluding multilateral agreements on cross-border risk manage-
ment and control based on auditing; exchange of operational information (intel-
ligence); improving the exchange of information and information between ad-
ministrations of the WCo member countries; development of joint work be-
tween customs authorities and authorized state authorities regulating foreign 
trade relations.

5.8. Capacity building. in the last group, we highlighted the important pro-
vision according to which the World Customs organization has a coordinating 
role in the field of capacity building (in the customs field) with other interna-
tional organizations and institutions. Another aspect of this direction is the the-
sis about the need to train customs officers and develop the skills necessary to 
work in a fully automated electronic environment.

6. «Customs and E-Commerce strategies» successfully covers the e-com-
merce institution in conjunction with customs. However, such customs are not 
called electronic. We understand that the fixed positions and issues reflected in 
the strategy are related to the e-customs institute. However, due to the lack of 
direct reference to this legal phenomenon as well as the lack of the necessary 
conceptual apparatus in the text of the strategy, the draft document under study 
cannot be called conceptual for the formation of electronic customs. in the ab-
sence of explanations on the merits of the matter, it can only be taken into ac-
count and further elaboration and necessary analysis in the framework of the 
WCo rule-making activities.
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1.4. WCO E-Customs strategy Review (2007)

54th IMSC session. The e-customs strategy was discussed at the 54th meet-
ing of the information management subcommittee in January 2008. Delegates 
asked about the links to the First step Document as well as sAFE. in turn, the 
secretariat reported that the project could have potential implications for vari-
ous WCo instruments such as the Revised kyoto Convention,1 the WCo Data 
model and the Unique Consignment Reference. The document is in the process 
of being developed, and it needs a structure that outlines the purpose, relevance, 
and which could combine various WCo activities with the potential to integrate 
iT development with data harmonization efforts and the single Window Con-
cept. it is also related to aspects of the «Customs in the 21st Century» project, 
and the secretariat will maintain appropriate links.2

it should be noted that the secretariat took note of all the comments made 
on the first draft of the document and undertook to obtain additional clarity on 
the issue of developing the draft in March for the PTС meetings. Further, it was 
planned to prepare another strategic document for the 55th meeting of the in-
formation management subcommittee and subsequently for the June meeting 
of the WCO Council. As planned, the draft document should clearly define the 
roles and expectations of all participants in the supply chain, both from the gov-
ernment and industry. it should have been addressed to non-technical experts 
and include a link to other WCo strategic documents and instruments.3

At the 54th meeting of the imsC the Chairman recalled that the 179th / 
180th sessions of the PTC addressed the issue of the WCo e-Customs strategy. 
it was decided that customs should be adapted by taking appropriate measures 
in order to keep up with the ever-changing world of Customs information Tech-
nologies and often review their procedures and, therefore, data requirements.4 
The PTC Chairman recalled that low costs and fast release of goods are among 
the key indicators for e-customs. Therefore, administrations are encouraged to 
create single access points, preferably a «single window», allowing economic 

1 International Convention on the Simplification and Harmonization of Customs Procedures. 
URl: http: //www.wcoomd.org/en/topics/facilitation/instrument-and-tools/conventions/pf_re-
vised_kyoto_conv/kyoto_new/preamble.aspx#ar8 (date of the request: 01.03.2019).

2 items 4–5. E-Customs strategy. secretariat note. Agenda item vii. information management 
sub-Committee, 55th meeting. Doc. Pm0224E1a. Brussels, 16 may 2008. – P. 2.

3 item 6. ibid.
4 item 82. Draft Report to the Permanent Technical Committee on the 54th meeting of the infor-

mation management sub-Committee. information management sub-Committee. 54th meet-
ing. Doc. Pm0213E1a. Brussels, 21 April 2008. – P. 15. 
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operators to submit their declarations electronically to the competent cus-
toms authorities. it was also noted that after the «Baku Declaration» adopted 
by the WCo Council in June 2001 as the Declaration of the Customs Cooper-
ation Council on e-commerce, the organization developed a coherent e-com-
merce strategy – but its Members constantly expressed the need for a consoli-
dated document on e-customs to determine what basic actions should be taken 
as well as possible deadlines that must be met by all relevant parties.

in our opinion, the most interesting stage of the 54th meeting of the imsC 
was the presentation of the draft E-Customs strategy which later was to be con-
sidered at the PTC meeting in March 2008. Thus, for the first time, IMSC Mem-
bers received an official opportunity to consider this important initiative, and it 
is imperative that the imsC point of view be brought to the attention of the 
PTC. There is no doubt that this document provided an opportunity for WCo to 
exercise intellectual leadership in the general field of information technology, 
one-stop shop and data integration.1

As part of the study of the genesis of «electronic customs» concept, it is 
important to draw attention to the note by the secretariat entitled «issues aris-
ing from the 54th meeting of the information management subcommittee» and 
submitted on February 11, 2008 at the 54th meeting of the information man-
agement subcommittee.2 This paper notes that the imsC evaluated the draft E-
Customs strategy, which was presented at the 179th / 180th sessions of the PTC 
in november 2007. it is further noted that during the 54th meeting of the infor-
mation management subcommittee, there was a broad discussion of the impor-
tance of such document as well as the priorities and directions that should be re-
flected in it. It also states that the IMSC believes that the «E» letter is currently 
the absolute precursor for almost all strategic considerations faced by border 
agencies and their trade partners. With these points in mind, the clear view of 
imsC 54 was that the strategy rightfully falls within the scope of its continuous 
development with constant review by the PTC.

Strategy analysis. Before we present a brief overview of the WCo E-Cus-
toms strategy, let’s ask ourselves what is the difference between e-customs 
and e-commerce, what are their characteristics and differences. let’s try to an-
swer these questions by referring to the WCo E-Customs strategy. We add 
that the full title of the analyzed document is the «WCo E-Customs strategy. 

1 item 87. Draft Report to the Permanent Technical Committee on the 54th meeting of the 
information management sub-Committee. information management sub-Committee. 
54th  meeting. Doc. Pm0213E1a. Brussels, 21 April 2008. – P. 15. 

2 secretariat note «issues arising from the 54th imsC meeting». Agenda item xii. information 
management sub-Committee, 54th meeting. Doc. Pm0212E1a. Brussels, 11 February 2008.
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E-Commerce: A strategic link between international trade transport and logistic 
industries and the core business of customs and other border regulatory agen-
cies»1 (hereinafter strategy, Project).

We need to note that in the title of the document, in fact, the emphasis is 
not on e-customs but e-commerce. An explanatory note from the secretariat 
to the draft strategy notes that the growing use of information and communi-
cation technologies (iCT) has created new conditions (environments) for do-
ing business. various information, its increase and timely information means 
that the world of information management is constantly changing. According 
to the WCo secretariat, customs should be adapted, taking appropriate mea-
sures to keep abreast of this ever-changing world and often review their proce-
dures and, therefore, data requirements. This should be done not only in rela-
tion to cross-border operations such as export and import, but also in the area 
of post-release customs control and data requirements. To be aware (to keep up 
with the times) means to be a link in the international supply chain of goods, 
equal to other links. The secretariat reminds again that despite the existence of 
the «Baku Declaration», the «WCo strategy Document, Customs and e-Com-
merce» and the Customs information Technology Guidelines for the kyoto 
Convention, many WCO Member countries expressed a desire to have a con-
solidated document on e-customs and creating a paperless environment for 
customs and trade, and taking into account the implications for customs of the 
ever-growing exchange of digital information (for example, electronic com-
merce) as well as problems and opportunities that this phenomenon presents.2 
in the context of the study of the concept of «electronic customs» let us draw 
attention to the use of the concept of «digital information». The main objective 
of the draft strategy is to determine what basic actions should be taken as well 
as possible deadlines that should be respected by all relevant parties.

so, the structure of the strategy is presented in six sections such as the in-
troduction, what is electronic commerce, the impact of electronic commerce, 
problematic issues, legal issues and conclusion. Again we pay attention to the 
fact that the concept «electronic customs» is not visible in the structure of the 
WCo E-Customs strategy. looking ahead, we note that the draft strategy does 

1 WCo E-Customs strategy. E-Commerce: A strategic link between international trade trans-
port and logistic industries and the core business of customs and other border regulatory agen-
cies. Annex to Doc. Pm210E1 // WCo E-Customs strategy. secretariat note. Agenda item vii. 
information management sub-Committee, 54th meeting. Doc. Pm0210E1a. Brussels,14 De-
cember 2007.

2 item 5. secretariat note. Agenda item vii. information management sub-Committee, 
54th meeting. Doc. Pm0210E1a. Brussels,14 December 2007.
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not contain a definition of the concept of «electronic customs» as well as an an-
swer to the question of what should be understood under this complex phenom-
enon. in our opinion, this circumstance is very paradoxical. let us turn to the 
content of the draft strategy presented to the international customs community 
on December 14, 2007.

In the absence of a definition of the concept of «e‑customs» in the WCO E‑
Customs Strategy, it is noted that e‑commerce, usually defined as buying and 
selling products or services through electronic systems such as the internet and 
other computer networks, may seem at first glance to be limited to the world of 
business and consumers. However, this approach overlooks the vital interac-
tions between business and government, which characterize millions of daily 
global cargo, sea and passenger traffic.1 The work of customs and other regu-
latory agencies at the border is closely related to business processes in inter-
national trade and the transport industry. Anything that changes the way these 
businesses operate, can have an impact on customs.

Regarding the impact of e-commerce on foreign trade operations, the Proj-
ect notes that the main changes in business practice related to the continuous 
development of e-commerce make it one of the most important issues the cus-
toms faces today, and any analysis of its impact should take into account busi-
ness technological and legal implications. international trade, as the developers 
of the strategy note, is a two-way process, and modern thinking based on a ho-
listic approach to the supply chain requires cooperation and coherence among 
all parties. And any worthwhile discussions should give due consideration to 
the «digital divide». let’s pay attention that in relation to electronic commerce 
it is used the concept of «digital divide». Within the framework of the present 
study and in order to solve the set tasks, we are interested in the dynamics of 
the formation of the applied conceptual apparatus. For example, why the con-
cept of «electronic customs» is used, rather than «digital customs», «electronic 
commerce», and not «digital commerce». Whether this is all verbal manipula-
tions, or in each case each concept has its own unique characteristics which al-
low to isolate one legal phenomenon from another.

The strategy notes that e-commerce methods combined with the intro-
duction of best practices in customs administration, as described in the WCo 
Revised Kyoto Convention, can significantly reduce these losses associated 

1 WCo E-Customs strategy. E-Commerce: A strategic link between international trade trans-
port and logistic industries and the core business of customs and other border regulatory agen-
cies. Annex to Doc. Pm210E1 // WCo E-Customs strategy. secretariat note. Agenda item vii. 
information management sub-Committee, 54th meeting. Doc. Pm0210E1a. Brussels,14 De-
cember 2007.– P. 5.
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with inefficient procedures and systems in global trade. The WCO SAFE1 give 
a clear recognition at the strategic level of the importance of electronic com-
merce. in particular, paragraph 6.2 states: «standards 7.1, 6.9, 3.21 and 3.18 of 
the General Annex to the Revised kyoto Convention require customs to use in-
formation and communication technologies (iCT) for customs operations, in-
cluding the use of electronic commerce technologies». it also points out that 
Customs administrations faced with the general problem of working effectively 
in such conditions, should use many opportunities that e-commerce offers to 
improve existing processes through new delivery mechanisms that take into ac-
count changing trade practices.2 in particular, Customs administrations need to 
provide the industry with a number of simple and easily accessible electronic 
services. Thus, customs is consistent with today’s global expansion of innova-
tive e-commerce solutions for businesses (B2B).

it further states that the multiple implications of e-commerce are forcing 
Customs administrations to develop comprehensive business strategies, ensure 
high-level political approval and ensure the priority of executive management. 
In turn, simplified and standardized customs processes and requirements in ac-
cordance with the Revised kyoto Convention and other WCo tools such as the 
WCo Data model3 and UCR,4 sAFE Framework of standards and Guidelines 
for integrated supply Chain management, allow to get a higher level of compli-
ance and security. And reducing the burden on trade and reducing the costs re-
lated to complying with requirements introduce a new reality into the concept 
of truly solid international trade operations.

1 WCo sAFE. World Customs organization. URl: http: //www.wcoomd.org/en/topics/facili-
tation/instrument-and-tools/frameworks-of-standards/safe_package.aspx (date of the request: 
02.03.2019). 

2 WCo E-Customs strategy. E-Commerce: A strategic link between international trade trans-
port and logistic industries and the core business of customs and other border regulatory agen-
cies. Annex to Doc. Pm210E1 // WCo E-Customs strategy. secretariat note. Agenda item vii. 
information management sub-Committee, 54th meeting. Doc. Pm0210E1a. Brussels,14 De-
cember 2007. – P.6.

3 WCo Data model. World Customs organization. URl: http: //www.wcoomd.org/en/topics/facil-
itation/instrument-and-tools/~/link.aspx?_id=3BD324CD868948748147E210059706BC&_
z=z (дата date of the request обращения: 01.03.2019); WCO Data Model. Trade Implemen-
tation Guide. URL: http: //tfig.unece.org/contents/wco‑data‑model.htm (date of the request: 
01.03.2019).

4 WCo Unique Consignment Reference (UCR).World Customs organization. URl: http: //
www.wcoomd.org/en/topics/facilitation/resources/~/media/633F01FC1783462EA9DB-
DE125AF48834.as (date of the request: 01.03.2019).
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The draft strategy did not go without mentioning the «single window» 
mechanism. The project’s developers note that there are many good reasons for 
governments to help this useful process, facilitating, through one-stop shop, co-
operation between customs and other official border management authorities 
for exchanging international trade data and risk analysis at the national and in-
ternational levels. At the same time, in order to work properly, any single win-
dow system must comply with all relevant standards and rules of international 
trade. one of the key factors is the data standard, according to which all parties 
can harmonize their information needs, and the WCo Data model, which in-
cludes data from specific non‑customs domains, provides just such a standard.

in our opinion, the draft strategy-2007 did not give an answer to the ques-
tion of what is «e-customs», and the presence of any signs, characteristics al-
lows to conclude that this customs is «electronic». At the same time, the devel-
opers of the strategy, considering electronic commerce, deal with certain char-
acteristics of the customs, which should keep up with the times with electronic 
commerce. in particular, Project developers note that, compared with ten years 
earlier, modern information and communication environments are characterized 
by improved computing power and security at lower costs, greater commercial 
use of the internet, more strict adherence to standards, improved overall under-
standing of information technologies and ever-increasing capacity. The global 
customs community should make the best use of these opportunities, showing 
flexibility and foresight in developing electronic methods of control and trade 
facilitation. The need for customs to operate in such an international and open 
environment using the internet will require:

 9 harmonized customs procedures and processes based on the Revised ky-
oto Convention as well as electronic legislation on issues such as «signature» 
and «document»;

 9 only the minimum amount of data from the industry for the conduct of 
customs regulation;

 9 standardized data requirements as defined in the WCO Data Model;
 9 a comprehensive information security strategy concerning, inter alia, 

cross‑border authentication, including the recognition of digital certificates.1

Regarding control over electronic transmissions, the strategy notes that the 
global and limitless nature of electronic commerce means that custom, which 

1 WCo E-Customs strategy. E-Commerce: A strategic link between international trade trans-
port and logistic industries and the core business of customs and other border regulatory agen-
cies. Annex to Doc. Pm210E1 // WCo E-Customs strategy. secretariat note. Agenda item vii. 
information management sub-Committee, 54th meeting. Doc. Pm0210E1a. Brussels,14 De-
cember 2007. – P. 8.
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can no longer serve as border guards in the traditional way, will have to rely 
on self-assessment combined with post-release control and other modern pro-
cedures for engagement and partnerships set out in the sAFE. This, in turn, 
will require voluntary remuneration systems as well as severe penalties for non
-compliance.

As noted above, one of the sections of the WCo E-Customs strategy is 
called «selected legal issues». Unfortunately, the analyzed section of the Proj-
ect is not related to e-customs and does not disclose the legal aspects of such 
customs as an integrated legal phenomenon. it is positioned here only the role 
of the UNCITRAL as well as the acts developed by it in the field of electronic 
commerce. Thus, the strategy notes that UnCiTRAl is the main legal body of 
the United nations responsible for international trade law, which is authorized 
to modernize and harmonize trade legislation, thereby reducing legal obstacles 
to electronic commerce. This body develops a number of formal conventions 
covering such important topics as «The use of electronic communications in in-
ternational treaties», the purpose of which is to «enhance legal certainty and 
commercial predictability». it also notes that the Un Commission also released 
two very important «model laws» relating to electronic commerce and digi-
tal signatures which were added to Chapter 7 of the Revised kyoto Convention 
and, as such, became part of the global transition of customs to electronic com-
merce.1

in our opinion, in this section it would be more appropriate to analyze 
WCo’s own instruments and tools which, in the opinion of experts of the WCo 
secretariat, regulate customs legal relations under the sign of «electronic cus-
toms». For us, it is obvious that in the analyzed strategy the emphasis is made 
not on e-customs but on e-commerce, which, apparently, e-customs must cor-
respond (or not). We need to say that acquaintance with the draft strategy left 
more questions than clarified in terms of what should be understood by elec-
tronic customs, and what are its main features and characteristics.

Concluding the brief overview of the WCo E-Customs strategy (2007), we 
draw attention to the conclusion presented in the analyzed document. First of 
all, it is noted that e-commerce is a serious issue for Customs services around 
the world, but at the same time it provides great opportunities for improving the 
services of international trade and more efficient use of customs resources.

1 WCo E-Customs strategy. E-Commerce: A strategic link between international trade trans-
port and logistic industries and the core business of customs and other border regulatory agen-
cies. Annex to Doc. Pm210E1 // WCo E-Customs strategy. secretariat note. Agenda item vii. 
information management sub-Committee, 54th meeting. Doc. Pm0210E1a. Brussels,14 De-
cember 2007. – P. 9.
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E-Customs implies a review and radical change in the customs regulation 
strategies in order to apply an integrated approach to the application of infor-
mation and communication technologies and full public services online. For 
its part, and based on the strategy outlined in the Baku Declaration, the WCo 
should ensure that its strategic Plan addresses issues related to electronic com-
merce in the broadest sense. Here it is extremely important to emphasize the 
fundamental importance of the Revised kyoto Convention and the sAFE. in 
this context, the WCo will need to establish the necessary priorities, launch 
the necessary action plans and work with the members of the organization to 
provide the necessary resources. The Project notes that WCo will also have 
to step up its efforts to help bridge the digital divide by coordinating modern-
ization and capacity building activities in the customs field with other interna-
tional organizations active in this area, in particular the Digital opportunities 
Task Force (DoT Force) created by the G8 countries and the United nations in-
formation and Communication Technologies Task Force (iCT Taskforce). Fi-
nally, in the conclusion of the strategy, the institute of the authorized economic 
operator and electronic data exchange in this regard are affected.

1.5. Conclusions from the analysis of the World Customs 
Organization’s E-Customs strategy – 2007

summarizing the above, we form the conclusions:
 9 The title of the WCo E-Customs strategy document does not match the 

content of the draft document.
 9 The draft WCo E-Customs strategy-2007 does not provide an under-

standing of e-customs as a complex legal phenomenon (tool, institution, mecha-
nism, etc.), does not reveal its relationship with various legal institutions of cus-
toms law and information technologies, does not contain the definition of «elec-
tronic customs», does not disclose its main characteristics, features, elements as 
systems.

 9 An important provision of the E-Customs strategy is the thesis that e-
customs implies a review and radical change of customs activity strategies in 
order to apply an integrated approach to the use of information and communi-
cation technologies and full public services online.

 9 The characteristics of the customs which in the strategy for the case un-
der consideration are not called «electronic», but, in our opinion, can charac-
terize such, are the following: harmonized customs procedures and processes 
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based on the Revised kyoto Convention; standardized data requirements as de-
fined in the WCO Data Model; a comprehensive information security strategy 
relating, in particular, to cross-border authentication, including the recognition 
of digital certificates.

 9 There is no analysis of the legal basis for the formation of an e-customs 
institute on the basis of previously created WCo instruments and tools. instead, 
the developments of other serious and respected international organizations are 
proposed, however, in the field of electronic commerce.

 9 The Baku Declaration (2001) calls on the WCo member countries to ac-
cept and implement the revised kyoto Convention in order to create a modern, 
transparent, clear, efficient, rapid and simplified e-Customs environment. How-
ever, the strategy does not provide the necessary understanding of the elec-
tronic environment, the environment of electronic customs.

 9 The strategy is primarily related to e-commerce, but not the analyzed le-
gal phenomenon (e-customs).

 9 The developed draft of the document gives the facility to consider the is-
sues of electronic commerce (and not electronic customs) in the broadest sense. 
in our opinion, within the walls of the WCo, priority should have been placed, 
just at e-customs, in the context of the development of the e-commerce institu-
tion. in turn, emphasis should be placed on improving customs administration, 
harmonizing customs operations, modernizing control and supervisory activi-
ties of customs authorities, and improving WCo instruments and tools within 
the framework of the «electronic customs» project. in other words, customs and 
its instruments should be viewed in everything and in the widest sense. And, of 
course, in order to simplify trade procedures and further develop foreign trade 
relations (and not vice versa). it is very important to maintain a balance be-
tween trade facilitation and the improvement of customs control and supervi-
sory functions.

 9 Analysis of the provisions of the strategy does not allow to answer the 
question about the similarities and differences between e-customs and e-com-
merce as well as how these two phenomena (institution, instrument) are inter-
connected with the legal institution (mechanism) of the single window.

 9 The announced draft of the WCo E-Customs strategy (2007) in the pre-
sented edition is not suitable for the further development of the mechanism, in-
stitute, customs administration instrument related to e-customs, and required re-
vision.

181st / 182nd sessions of the PTC. The WCo E-Customs strategy Docu-
ment was put on the agenda at the 181st / 182nd PTC sessions in march 2008. 
it was a brief oral report in which the secretariat asked the PTC to authorize the 
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on-going development of the E-Customs strategy to be managed by the imsC. 
in fact, this meant the withdrawal of the existing Project, which will be replaced 
by a new working version (paper) at the 55th meeting of imsC in June 2008. 
And after this new version had to be presented for consideration at the novem-
ber session of the PTC.1 Due to limited resources and urgent priorities in the 
secretariat related to version 3.0 of the WCo Data model, a new version of the 
strategic document was not prepared. some preparatory work was done, includ-
ing the meeting on march 17, 2008. High-level strategic considerations were 
discussed and preliminary agreement was reached. The secretariat planned to 
submit a draft document at the 56th meeting of the imsC in January 2009, and 
the november meeting of the PTC, as planned, should have been informed in 
due course of this delay.

1.6. Electronic Customs – 2015: on the eve of the introduction 
of the «digital customs» brand

To find the answer to the question of what is e‑customs, in addition to re-
searching all the WCo working documents, we analyzed all the issued maga-
zines «WCO NEWS» № 54‑87 (October 2007 – October 2018), which are pub-
licly available on the WCO official web page in the Internet.2 The only journal 
(№ 78) in which an attempt was made to characterize the e‑customs institute 
was published in october 2015. it published the article «Facilitating electronic 
commerce».3 We recall that problematic of «digital customs and the digital rev-
olution» was voiced at the 72nd meeting of the Policy Commission which took 
place on november 12, 2014. And within the framework of 125-126 meetings 
of the Customs Cooperation Council, held at the WCo Headquarters from 11 
to 13 June 2015, the Chairman of the Council referred the issue considered by 
the Policy Commission (on customs and the digital revolution) to the subject of 
electronic customs.

1 item 7. E-Customs strategy. secretariat note. Agenda item vii. information management sub-
Committee, 55th meeting. Doc. Pm0224E1a. Brussels, 16 may 2008. – P. 2.

2 WCo news magazine. World customs organization. URl: http: //www.wcoomd.org/en/me-
dia/wco-news-magazine.aspx (date of the request: 27.04.2019).

3 Facilitating electronic commerce. WCO news. October 2015, № 78. World Customs Orga-
nization. Pages 32–36. URl: http: //www.wcoomd.org/-/media/wco/public/global/pdf/media/
wco-news-magazines/wconews_78_uk.pdf (date of the request: 27.04.2019).
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The next edition of the «WCO News» № 791 was published in February 
2016 and was dedicated among other things to the Digital Customs Institute. 
since in the materials of the meetings of the WCo working bodies there are 
actually no comprehensive explanations, positions, vision of the e-customs in-
stitute, let us turn to the journal the «WCO News » № 782 and allow it to be 
quoted. it is necessary to note, that today it is the only WCo information source 
that reveals the peculiarities of e‑customs at an unofficial level.

First of all, we note that in the cited article «Facilitating electronic com-
merce»,3 which was published in the WCo journal in october 2015, the author 
is not specified. So we cannot say that the content of the publication is the of-
ficial point of view of the WCO or any other subject, or that WCO agrees with 
the position stated in this article. in our opinion, the visualization of e-customs 
on page 34 of this magazine is a prototype of the e-customs model which has 
not been created to date. The explanations given to the e-customs design are, of 
course, of scientific and practical interest.

For reference, we note that on June 14, 2016 the WCo secretariat presented 
to the international customs community the Digital Customs maturity model. 
That model is a drawing without any explanation. For this reason, it is difficult 
to use it when building national or regional digital customs models. A compre-
hensive analysis of the WCo digital customs maturity model is given in § 2.12 
of this monograph.

so, on the fig. 1 we see elements, characteristics of electronic customs, pub-
lished in the 78th edition of the WCo news. We will provide excerpts from the 
publication.

in the e-commerce environment, when the supply chain and its various ac-
tors are e-enabled, there is a growing need for moving towards e-Customs, 
which would support and facilitate the clearance of ever increasing shipments, 
thereby ensuring effective control and efficient collection of revenue. The 

1 WCO news. Going Digital. February 2016, № 79. World Customs Organization. URL: 
http: //www.wcoomd.org/-/media/wco/public/global/pdf/media/wco-news-magazines/wco_
news_79.pdf (date of the request: 27.04.2019). 

2 WCO news. October 2015, № 78. World Customs Organization. Pages 33‑35. URL: http: //
www.wcoomd.org/-/media/wco/public/global/pdf/media/wco-news-magazines/wconews_78_
uk.pdf (date of the request: 27.04.2019). 

3 Facilitating electronic commerce. WCO news. October 2015, № 78. World Customs Orga-
nization. Pages 32–36. URl: http: //www.wcoomd.org/-/media/wco/public/global/pdf/media/
wco-news-magazines/wconews_78_uk.pdf (date of the request: 27.04.2019).
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WCo Revised kyoto Convention – iCT Guidelines,1 provides details on how 
Customs can use information and communication technologies to enhance pro-
gram delivery and move towards a more electronic environment. moreover, the 
WCo recently developed the «iT Guidance for Executives» and is currently en-
gaged in mapping its iT related tools and instruments to provide further support 
to «Digital Customs».2

Fig. 1. Electronic Customs

Everything is mixed in one paragraph of the text. There are «transition to 
electronic customs», and «communication technologies», «electronic environ-
ment» as well as «further support of digital customs». And this is despite of the 
fact that there are no official definitions of the concepts «electronic customs» 
and «digital customs». The question is: where did this support for digital cus-
toms begin, at what point, and what kind of distinctive characteristics separate 
electronic customs from digital customs?

1 Application of information and communication technology. Chapter 7. General Annex Guide-
lines. kyoto Convention. URl: http: //www.wcoomd.org/-/media/wco/public/global/pdf/top-
ics/facilitation/instruments-and-tools/tools/ict-guidelines/ict-guidelines.pdf?db=web (date of 
the request: 01.03.2019); General information: iCT Guidelines. World Customs organization. 
URl: http: //www.wcoomd.org/en/Topics/Facilitation/instrument%20and%20Tools/Tools/
iCT%20Guidelines (date of the request: 01.03.2019). 

2 Facilitating electronic commerce. WCO news. October 2015, № 78. World Customs Organiza-
tion. – P. 33. URl: http: //www.wcoomd.org/-/media/wco/public/global/pdf/media/wco-news
-magazines/wconews_78_uk.pdf (date of the request: 28.04.2019).
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looking ahead, we also focus on the fact that in 2019 the necessary concep-
tual apparatus for the digital customs institute will not be developed. We will 
face the creation of the WCo Digital Customs Concept, the WCo Digital Cus-
toms maturity model, and the Digital Customs Work Program. However, all 
this will be implemented without answering an important question – what is 
electronic and digital customs. it may sound paradoxical, but it is a fact. And 
this leads to the conclusion about the need to strengthen the work of the WCo 
Research Unit and more active involvement of academia within the WCo ca-
pacity building. For example, it would be good to develop a separate WCo 
Guidelines on electronic and digital customs. moreover, we are inclined to con-
sider important the creation of the WCO Scientific Journal on Customs Issues, 
which is published under the auspices of the WCo Research Unit and the assis-
tance of the WCo departments.

But let’s get back to the article «Facilitating electronic commerce». Accord-
ing to its authors, the most obvious applications that are already being imple-
mented by some customs administrations include the following:

1. E-processing – a paperless environment;
2. 24/7 automated Customs processing and adapted working hours;
3. E-Payment of duties and taxes;
4. E-duty calculator;
5. mobile-enabled services;
6. E-refund and returned goods;
7. inspection at operator’s facility, transfers and other agency inspections;
8. Pre-loading advance cargo information;
9. Electronic version of the Cn 22 and Cn 23;
10. Customs Declaration system;
11. De minimis related measures and threshold for simplified clearance 

procedures.
We will consider the listed system elements of e-customs more in detail.
1. E-processing – a paperless environment. since the beginning of the 21st 

century, Customs services have undergone rapid transition, with traditional pa-
per-based procedures being eliminated in favour of electronic forms of delivery, 
which are also capable of incorporating security elements and trade facilitation 
measures for trustworthy economic operators.1

1 Facilitating electronic commerce. WCO news. October 2015, № 78. World Customs 
organization. – P. 33. URl: http: //www.wcoomd.org/-/media/wco/public/global/pdf/media/
wco-news-magazines/wconews_78_uk.pdf (date of the request: 28.04.2019).
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moreover, WCo members are encouraged to identify supporting documents 
that are normally required to accompany cargo and goods declarations, and to 
examine their necessity with a view to eliminating them, at the same time cre-
ating a single window environment for ‘one filing, one processing and one re-
lease’.

2. 24/7 automated Customs processing and adapted working hours. 
E-commerce has no time and space limitations. orders for goods can be placed, 
accepted and delivered, cutting across various time zones. As a result, there is 
a potential need for Customs to allow 24/7 clearance facilities. This may re-
quire automated processing with a robust risk management system, along with 
the redeployment of staff at border points.

Some WCO Members have already introduced this facility for specified cat-
egories of shipments at designated places of entry and exit. in order to make 
a 24/7 clearance facility effectively operational, the commitment and active in-
volvement of other government agencies and stakeholders is essential.

3. E-Payment of duties and taxes. E-payment is advantageous to both tax-
payers and governments. For taxpayers, it affords them the facility of making 
payments from anywhere on a 24/7 basis, and for governments, it ensures im-
mediate collection of taxes and discrepancy‑free efficient reconciliation. Be-
sides expediting the process of paying duties and taxes and clearing imported 
goods, the e-payment facility also results in reduced transaction costs for trad-
ers and Customs, while supporting e-commerce. many Customs administra-
tions have taken initiatives in this regard, even to the extent of making e-pay-
ment mandatory in certain situations. Article 7.2 of the WTo Trade Facilitation 
Agreement (TFA) also provides that “each member shall, to the extent practi-
cable, adopt or maintain procedures allowing the option of electronic payment 
for duties, taxes, fees and charges collected by Customs incurred upon impor-
tation and exportation.” The WCo has developed tools, such as the iCT Guide-
lines and the single Window Compendium, to help its members establish auto-
mation systems for electronic payment methods.

4. E-duty calculator. A web-based interactive duty calculator provides sell-
ers and buyers with full information on duty and tax rates in a transparent and 
easily accessible manner. This helps sellers and buyers to know, in advance, the 
leviable duties and taxes while negotiating their orders, and to make provision 
for such payments. such a facility may also provide information about prohi-
bitions, restrictions and licensing requirements, so that sellers and buyers are 
fully aware of all requirements when placing orders.

5. Mobile-enabled services. in line with the ‘any time anywhere’ concept 
of e-commerce, Customs has also started providing several mobileenabled 
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services, such as notifying clients of the status of their declaration, as well as 
providing Customs exchange rates and duties payable. some systems even en-
able requests to be filed and notify clients directly on the processing status of 
their requests, as well as the time needed to deliver the requested services. in 
addition, several Customs services have introduced mobile-enabled duty pay-
ment services (MPay), providing significant time and cost savings.

6. E-refund and returned goods. in the e-commerce environment, a cus-
tomer should be confident that they will be able to return ordered goods if they 
do not meet their needs and requirements or fall short of their specifications, in-
cluding quality requirements. Growing volumes in small packets and parcels 
calls for consideration of streamlined functions like simplified and efficient re-
turns in bona fide cases, and duty cancellation/refunds on such items to reduce 
administrative burdens and costs inspection at operator’s facility, transfers and 
other agency inspections. Customs could explore the possibility of inspection 
and of release goods at the operator’s facility or require their transfer to another 
facility, and also coordinate joint inspections with other agencies, if required, in 
order to avoid delays in releasing shipments.

7. Inspection at operator’s facility, transfersand other agency inspections. 
Customs could explore the possibility of inspection and of release goods at the 
operator’s facility or require their transfer to another facility, and also coordi-
nate joint inspections with other agencies, if required, in order to avoid delays 
in releasing shipments.

8. Pre-loading advance cargo information. To further strengthen the se-
curity of the air cargo supply chain, Customs is moving from ‘pre-arrival’ to 
‘pre-loading’ advance cargo information (PlACi). some ongoing PlACi pi-
lots for security risk analysis are also engaging postal operators. in this con-
text, standards for submission of PlACi by various entities in the air cargo sup-
ply chain, including postal operators, have been included in the updated WCo 
sAFE Framework of standards, which was endorsed by the WCo Council in 
June 2015.1

9. Electronic version of the CN 22 and CN 23. The WCo and the Universal 
Postal Union (UPU) have collaborated to jointly develop electronic messages 
which enable Posts to exchange data contained in Cn 22 and Cn 23 forms, the 
Customs declarations for international mail, via EDi

1 Facilitating electronic commerce. WCO news. October 2015, № 78. World Customs Organiza-
tion .– P. 35. URl: http: //www.wcoomd.org/-/media/wco/public/global/pdf/media/wco-news
-magazines/wconews_78_uk.pdf (date of the request: 28.04.2019).
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10. Customs Declaration System. The UPU’s Postal Technology Centre 
has developed an electronic Customs Declaration system (CDs) on the basis of 
the Joint WCo/UPU Customs-Post EDi message. Two sets of electronic mes-
sages are involved in the CDS process. The first message replaces the paper-
work normally used for Customs declarations. A second message, sent in re-
sponse by Customs, contains information about whether or not an item should 
be presented to Customs. This message may also contain additional data, in-
cluding the value of any duties or taxes the sender may need to pay. The pres-
ence of this data could vary depending on the specific agreement between a na-
tional postal service and Customs authority.

11. De minimis related measures and threshold for simplified clearance 
procedures. The WCo has made express provision for de minimis regimes in 
its Revised Kyoto Convention (RKC) which focuses on the simplification and 
harmonization of Customs procedures. Among other things, the RkC states that 
“national legislation shall specify a minimum value and/or a minimum amount 
of duties and taxes below which no duties and taxes will be collected” (see RkC 
Transitional standard 4.13). in the context of Customs clearance, the de mini-
mis threshold is used in two ways: firstly, as a ‘value’ threshold below which 
duties and taxes are not collected and no Customs declaration is required; and 
secondly, as a ‘reporting’ threshold for goods in respect of which a full Cus-
toms declaration must be submitted. in other words many Customs administra-
tions adopt two levels of de minimis. Goods whose value falls between the two 
thresholds are usually the subject of a simplified Customs declaration.

The WCo immediate Release Guidelines support e-commerce by providing 
guidance to both Customs and trade, expediting the clearance of goods across 
borders that are primarily being carried by express cargo and/or express mail 
service providers. The Guidelines also provide for simplified clearance proce-
dure for consignments for which no duties and taxes are to be collected or low 
dutiable consignments.

The above mentioned system elements, in our consideration, can be referred 
to e-customs. However, in our opinion, this is an incomplete list of possible 
items united by the «electronic customs» sign. We have studied the experience 
of korea, Russia and the European Union which we will discuss in our next 
publications.
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Chapter 2   
Digital CustOms: appROaChEs OF thE WORlD 

CustOms ORganizatiOn

2.1. On the development of a strategic Concept of Digital 
Customs

Analysis of the results of the activities of the working bodies of the World 
Customs organization shows that 2014-2016 can be called as an important 
stage in the formation of the legal institution of digital customs. moreover, the 
problems of digital customs development were positioned and actively dis-
cussed at various sessions of the WCo bodies, for example, the Council, the 
Policy Commission, the Permanent Technical Committee, the information 
management sub-Committee, the Capacity Building Committee, the Enforce-
ment Committee, the E-Commerce Working Group.

Thus, at the 72nd meeting of the Policy Commission, which took place on 
november 12, 2014, the Chairman, taking into account the agenda and the cur-
rent customs environment, drew attention to four key issues, one of which was 
related to customs and the digital revolution. At that time, it was important to 
determine whether the stated issues could be given increased importance in the 
future work of the organization.1 The first topic was related to customs and the 
digital revolution. let’s pay attention that within the framework of consider-
ation of the first topic, the customs is not called «digital», the emphasis is on 
customs and the digital revolution. The Chairman stated that the internet and 
the digital revolution had a huge impact on the life of every person and changed 
the profession of a customs officer, working methods and organizational struc-
ture of customs. The WCo has multiplied its initiatives related to these events, 
for example, in relation to the Global Customs network, a «single window», 
Data model, Postal EDi, an iPm platform,2 etc. Also, plans have been made to 

1 Points 21–22. Report of the Policy Commission. Policy Commission. 72nd session. Brussels, 
22 January 2015. Doc. SP0506E1a. – Р. 3.

2 see WCo launches the new iPm platform, 02 october 2015. World Customs organization. 
URl: http: //www.wcoomd.org/en/media/newsroom/2015/october/wco-launches-the-new-ip-
m‑platform.aspx (date of the request: 05.03.2019); The WCO tool in the fight against counter-
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launch an open platform for collecting information «iris»,1 e-commerce issues 
were discussed.

Despite all the positive dynamics in the area under consideration, the Сhair-
man noted that (at that time) there was no global vision of all the opportunities 
offered by technology and the digital revolution for customs practices.2 in this 
context, it was suggested that it would be advisable to start a discussion on the 
subject under consideration, perhaps first by preparing a relevant document on 
this issue as well as by collecting best practices through research.

somewhat later, within the framework of the 125-126th session of the Cus-
toms Cooperation Council which was held at the Headquarters of the WCo 
from 11 to 13 June 2015, the Chairman of the Council referred the issue consid-
ered by the Political Commission (on customs and the digital revolution) to e-
customs issues and voiced a number of important theses:

 9 it was stated the absence of a strategic concept (vision) that allowed 
WCo members to get a global picture of all the possibilities offered by infor-
mation technologies.

 9 The Policy Commission was asked to develop a new package that com-
bines all iT-related components of the various bases (pillars) of the WCo stra-
tegic Plan as well as included customs best practices in this area and monitoring 
functions to track changes taking place at the international level in customs and 
among its partners in rapidly changing field of information technology. Accord-
ing to the WCo, the monitoring component will be a particularly useful part of 
this global strategy in terms of helping to ensure that the practice of customs ac-
tivities does not lag behind the practice of other authorized government bodies. 
The purpose of all this was to assist the administrations to re-model the customs 
function in the light of the new technological environment (conditions). it was 
also noted here that combining knowledge and experience in the field of infor-
mation technology can also provide, for example, valuable information about 
the requirements for training and capacity building in the field of information 
technology.

feiting. The World Customs organization. URl: http: //www.wcoipm.org/__resources/user-
files/file/IPM‑Brochure.pdf (date of the request: 05.03.2019).

1 see CEP. Compliance and Enforcement. The World Customs organization. URl: http: //www.
wcoomd.org/~/media/wco/public/global/pdf/topics/enforcement-and-compliance/overview/
wco_cep_online-brochure_en_for-hyperlinks.pdf?db=web (date of the request: 05.03.2019).

2 Point 22. Report of the Policy Commission. Policy Commission. 72nd session. Brussels, 
22 January 2015. Doc. SP0506E1a. – Р. 3.
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Among the positions devoted to discussing the development of e-customs, 
the opinion of the delegate of morocco deserves special attention. in particular, 
raising the issue of the development of e-customs, she focused on far-reaching 
changes in the field of IT, which had consequences at all levels and especially 
for customs. in her opinion, in addition to the various tools and facilities avail-
able, the WCO should adopt a medium-term and long-term strategic vision to 
help customs remain modern and able to fulfill their proper role in an inter-
connected world. This will predict the future impact of modern technologies 
on administrative procedures, human resources, etc. moreover, it will allow the 
most efficient use of such technologies to improve customs procedures, control 
and collect revenue as well as to more effectively respond to changing business 
needs. The expert of morocco drew attention to the importance that the customs 
would make the best use of all their resources, especially personnel, as men-
tioned by the delegate of the Russian Federation, and at the same time it should 
be more vigilant in the face of the risks associated with modern technologies. 
To avoid the use of iT customs for criminal purposes, administrations need to 
strengthen their data systems and effectively protect this data. The foreign ex-
pert called on the WCo to fully invest its energy in this project, participating in 
a high‑level process that reflects all aspects of electronic customs in the broad-
est sense.1

2.2. integrated approach to the creation of digital customs

The importance of the new direction in the activity of the WCo in terms of 
the formation of an independent concept on digital customs is difficult to over-
estimate.

meetings held at the level of the Policy Commission and the WCo Coun-
cil gave an impetus to this project. Thanks to the professional work of the WCo 
secretariat in close cooperation with the Customs services of the member states 
after 1.5 months, in August 2015, the necessary materials were prepared for the 
meeting of the Permanent Technical Committee, which was held in october 14-
16, 2015 in Brussels. in our opinion, an important document that consolidates 
the essential aspects of the digital customs institute for the first time is given 
in the paper, item 7 of the agenda of the PTC meeting – «Digital Customs» 

1 Point 54. minutes of the 125th / 126th sessions of the Customs Cooperation Council, Brussels, 
11–13 June 2015. Doc. sC0143E1a. Brussels, 22 July 2015. – P. 6. 
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dated August 3, 2015. it covers (1) the current operational (work) environment, 
(2) the current positioning of instruments, tools, manuals and WCo systems, 
(3) the positioning of information customs technologies within the WCo stra-
tegic Plan, (4) the concept of digital customs, themes and structure, (5) the vi-
sion, opportunities and threats to digital customs; and (6) the necessary actions 
to be taken in the analyzed area.

let’s consider the conceptual provisions of the Digital Customs institute, 
presented to the international customs community at the 209/2010 meeting of 
the PTC in october 2015. First of all, we recall that within the framework of 
the 125-126th session of the WCo Council it was stated the need to have a stra-
tegic vision that would give the organization members a «global picture of all 
the possibilities offered by information technologies». This could be achieved 
by combining all the iT-related components of the various components of the 
WCo strategic Plan; constant monitoring and implementation of best practices 
and international developments in the field of information technology.1

2.2.1. current operating (working) environment

it is no longer an exaggeration to say that «iCT is everywhere». From the 
use of ICT in office automation to the use of the Internet for publishing and 
distributing information as well as the use of automated cleaning systems for 
filling in declarations, risk management, validation and processing and, ulti-
mately, for issuing permits. iCTs have changed the way customs and govern-
ments work. The WCo notes that at the macro level, governments continue to 
actively participate in e-government projects in order to provide a higher level 
of connectivity in the provision of services to citizens. Further developments in 
the evolution of the «internet of Things» will lead to further capabilities of the 
«smart city» to provide real-time information for urban planning and manage-
ment of urban facilities.

At the level of customs and border control authorities, member states have 
greatly benefited from the above developments. Broader e‑government devel-
opments often lead to the improvement of laws relating to electronic transac-
tions, management of electronic certificates, and the creation of the physical 
infrastructure that customs authorities need for further modernization. many 
of these upgrades have been happening since the 1980s and are not new. The 

1 item 2. Digital customs. item vii.d on the Agenda. Permanent Technical Committee 209th 
/2010th sessions, 14–16 october 2015. Doc. PC0430E1a, Brussels, 03 August 2015 – P. 1. 
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transformative effect of iCT is often underestimated, but for us, the WCo ex-
perts say, it is important to assess the broader implications and recognize the 
strategic value of using iCT to support modernization and reform. This is im-
portant for obtaining the necessary support from political leadership, govern-
ment partner agencies and private sector stakeholders.

These developments have allowed more extensive use of electronic customs 
clearance systems and the «single window» environment. in fact, improve-
ments in iCT have led to three key improvements for customs and regulatory 
agencies:

The ability to more effectively communicate and share information with the 
public as well as between government agencies;

 9 ability to check, process and produce customs clearance in electronic 
form using electronic information;

 9 the ability to access additional functions, including risk management, 
data analysis and non-intrusive control technology.1

The effective use of iCT can lead to the following results:
 • increasing compliance by expanding access to legal information as well 

as to the functions and services of individuals who are involved in international 
trade;

 • improved coordination between customs divisions as well as customs 
and other regulatory agencies at the border, both at the national and interna-
tional level;

 • increasing objectivity and transparency in the process of regulation and 
decision making;

 • increase the speed of customs clearance;
 • increasing the level of detection of violations of customs legislation and 

illegal consignments of goods through effective synthesis and understanding of 
available data;

 • improved performance management through the use of business intelli-
gence and analysis which allows to measure the performance of specific pro-
cesses, objects and personnel functions.2

All these results lead to factors that are an integral part of the sense of cus-
toms and cross-border regulatory bodies: improved revenue collection, in-
creased border security, and increased regulatory control over trade flows.

1 item 6. Digital customs. item vii.d on the Agenda. Permanent Technical Committee 
209th/2010th sessions, 14–16 october 2015. Doc. PC0430E1a, Brussels, 03 August 2015 – 
P. 2. 

2 item 6. ibid.
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2.2.2. Digital customs: instruments, tools, guidelines and Wco systems

The secretariat notes that iCT is an extremely broad and cross-cutting area 
that cannot be viewed in isolation. A good example of how iCT interacts with 
other institutions can be found in the iCT Guidelines of the kyoto Convention.1 
in addition to iCT related standards, in accordance with Chapter 7 of the Re-
vised kyoto Convention, the Guidelines also discusses the standards contained 
in other chapters of the kyoto Convention2 that are also relevant to iCT. Thus, 
it seeks to develop a holistic approach that helps Administrations of the WCo 
member countries to understand the interactive and cross-cutting nature of iCT 
and its role as a strategic factor contributing to the modernization of customs.

The secretariat also reviewed the status of instruments, tools, guidelines 
and iCT-related systems of the WCo’s Compliance and Facilitation Director-
ate. it was noted that, although many instruments have been developed over the 
years, there is indeed a need to consider how to best organize the WCo’s devel-
oped and very useful resources in order to raise the awareness of member coun-
tries about what is already available and how they can be used.3 The good orga-
nization of these iCT related resources also allows both the secretariat and the 
WCo members to more holistically identify potential gaps in WCo resources 
so that more targeted efforts can be made to develop new instruments and tools.

2.2.3. Positioning Information customs Technologies  
in the Wco strategic Plan

The World Customs organization has developed a WCo strategic Plan for 
2016/2017 and 2018/2019. it is a comprehensive high-level policy tool that 
guides programs, projects and other initiatives implemented by the WCo sec-
retariat. The strategic Plan is prepared as part of a multi-step process, includ-
ing consultations with member countries, regions and all key WCo governing 

1 Application of information and communication technology. Chapter 7. General Annex Guide-
lines. kyoto convention. World Customs organization. version 7. march 2017. URl: http: //
www.wcoomd.org/-/media/wco/public/global/pdf/topics/facilitation/instruments-and-tools/
tools/ict-guidelines/ict-guidelines.pdf?db=web (date of the request: 06.03.2019). 

2 International Convention on the Simplification and Harmonization of Customs Procedures. 
URl: http: //www.wcoomd.org/en/topics/facilitation/instrument-and-tools/conventions/pf_re-
vised_kyoto_conv/kyoto_new/preamble.aspx#ar8 (date of the request: 06.03.2019). 

3 item 10. Digital customs. item vii.d on the Agenda. Permanent Technical Committee 209th 
/2010th sessions, 14–16 october 2015. Doc. PC0430E1a, Brussels, 03 August 2015 – P. 3. 
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bodies.1 The WCO Strategic Plan is defined as a living document, and has 
evolved and developed over the past few years, undergoing significant changes. 
The Plan is divided into two parts – the strategic part and the operational part, 
in order to better distinguish between the high-level strategic document and the 
tactical actions necessary to achieve these strategic goals.

The WCo strategic Plan includes the main provisions of the WCo, the stra-
tegic objectives and activities of the organization as well as links to the C21 
C21 Building Blocks. The WCo mission statement describes the overall pur-
pose of the organization (why we exist). The vision statement and C21 (Cus-
toms in the 21st Century) consider the long-term perspective of the WCo and 
its members (where we are going). values are the main priorities in the culture 
of the organization (what we believe). The strategic plan also includes a sum-
mary of the Customs Environmental scan prepared by the Research and Com-
munications Unit, the reality in which customs operates, the main global trends 
and their potential impact on Customs administrations.

For reference, we note that the WCo’s Customs Environmental scan in-
cludes economic, political, social, environmental and administrative issues that 
are directly or indirectly related to customs. This document is intended to in-
form WCo members and interested parties about relevant issues as well as to 
support the development of a WCo strategic Plan. one of the points includes 
the issue of influence on customs of political, social, technological aspects as 
well as the environment. it is noted here that information and communication 
technologies or «Digital Customs» continue to expand in the area of customs 
operations. From using ICT in office automation to using the Internet to pub-
lish and disseminate information, use automated customs systems for generat-
ing declarations, risk management, conducting validation and processing, and 
ultimately for issuing permits, iCT has changed the way Customs and Govern-
ment work. Accordingly, the WCo secretary General chose Digital Customs 
as the annual theme of the WCo. The Digital Customs initiative aims to re-
place paper-based customs procedures with electronic operations, thereby cre-
ating a more efficient and modern customs environment in line with global 

1 item 2. WCo strategic Plan 2016/2017 to 2018/2019. World customs organization. URl: 
http: //www.wcoomd.org/~/media/WCo/Public/Global/PDF/About%20us/Administra-
tive%20Documents/strategic%20Plan%20part%20i%20members%20and%20Public.ashx 
(date of the request: 06.03.2019). 
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developments.1 let’s pay attention that iCT and electronic customs are actually 
equated in the WCo Customs Environmental scan. in our opinion, this is not 
entirely correct.

We emphasize that the fundamental change proposed in the new version of 
the strategic Plan is the inclusion at the level of the strategic goal (strategic 
Goal 5) of an important and highly relevant topic «digital customs and its key 
role in supporting, in particular, coordinated border management and exchange 
information». it also entails the introduction of new strategic actions 5.1, 
5.3 and 5.4 in support of this goal.2 For its development, the strategic Plan has 
formed a provision according to which technological developments and, in par-
ticular, information and communication technologies (iCT) are a diverse and 
cross-cutting area. The WCo should follow an integrated strategic approach to 
these developments and use iCT to support modernization. The ability to carry 
out technological reform is useful both for the WCo member countries in their 
national and regional reform processes, and for the WCo as a whole to identify 
future areas that need to be supported by developing appropriate standards and 
tools. it should be noted that the WCo is a forum for international cooperation 
and coordination to ensure greater coherence and more harmonious interaction, 
including the exchange of information and experience as well as the identifica-
tion of best practices among administrations of member countries, other gov-
ernment agencies, international organizations, the private sector and other rele-
vant stakeholders.3

With regard to the introduction of the above activities, the strategic Plan 
highlights the following (Fig. 2):

(5.1.) Digital Customs. Provide a framework to consolidate the devel-
opment, promotion and deployment of the WCo’s information Technology 
(iT)-related standards, instruments, tools, guidelines and systems The WCo 
will provide a cohesive, comprehensible and scalable framework to consolidate 

1 WCo strategic Plan 2016/2017 to 2018/2019. World customs organization. – P. 6. URl: http:// 
www.wcoomd.org/~/media/WCo/Public/Global/PDF/About%20us/Administrative%20Doc-
uments/strategic%20Plan%20part%20i%20members%20and%20Public.ashx (date of the re-
quest: 06.03.2019). 

2 item 12. WCo strategic Plan 2016/2017 to 2018/2019. World customs organization. URl: 
http://www.wcoomd.org/~/media/WCo/Public/Global/PDF/About%20us/Administra-
tive%20Documents/strategic%20Plan%20part%20i%20members%20and%20Public.ashx 
(date of the request: 06.03.2019). 

3 strategic Goal 5. WCo strategic Plan 2016/2017 to 2018/2019. World customs organiza-
tion. – P. 18. URl: http: //www.wcoomd.org/~/media/WCo/Public/Global/PDF/About%20
us/Administrative%20Documents/strategic%20Plan%20part%20i%20members%20and%20
Public.ashx (date of the request: 06.03.2019). 
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the development, promotion as well as deployment of the WCo’s iT-related in-
struments, tools, guidelines and systems to enable iCT implementation to sup-
port Customs work, including enforcement and facilitation activities.

Fig. 2. The WCO Strategic Plan (2015)

(5.2.) Implement Globally Networked Customs (GNC). The WCo will con-
tinue to provide a systematic approach which aims to deliver seamless, real-
time and paperless flows of information between Customs administrations to 
meet the challenges of the 21st Century which require new approaches for co-
operation between Customs administrations and all relevant stakeholders for 
purposes of applying Customs controls while facilitating legitimate trade.1

(5.3.) Use of IT in support of Coordinated Border Management. The WCo 
will continue to promote and enhance the use of iT related to Coordinated Bor-
der management, including single Window environments.

(5.4.) Develop, promote and manage WCO instruments and tools that 
provide the legal basis for technologically-enabled reforms. The WCo will 

1 WCo strategic Plan 2016/2017 to 2018/2019. World customs organization. – P. 18. URl: 
http://www.wcoomd.org/~/media/WCo/Public/Global/PDF/About%20us/Administra-
tive%20Documents/strategic%20Plan%20part%20i%20members%20and%20Public.ashx 
(date of the request: 06.03.2019). 
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continue to develop, promote and manage WCo instruments and tools that pro-
vide for a firm legal basis for interconnectivity.1

The document on item vii of the «Digital Customs» agenda for the PTC 
meeting (october 14–16, 2015) provides the outline of the WCo strategic Plan. 
looking at the 7 goals listed above, «Goal 5: Promoting information Exchange 
and Collaboration» directly supports the activities of the WCo in supporting 
Members in the field of ICT. However, the document notes, it is also necessary 
to form iCT in a broader sense, which indicates their cross-cutting nature.2 An 
example of such a cross-cutting nature can be seen when considering the vari-
ous components of the WCo strategic Plan. information customs technologies 
can:

 9 improve security, trade facilitation and harmonization through the use of 
electronic systems. The use of international standards also increases harmoni-
zation (consistency) and interoperability between iCT systems used by govern-
ments;

 9 improve the process of collecting revenues through electronic payments 
and automatic calculation of rates of duties and fees;

 9 improve risk management and selectivity through risk analysis based on 
data;

 9 improve compliance results by ensuring communication between stake-
holders;

 9 improve the level of development of labor resources through the use of 
e-learning and personnel management platforms;

 9 increase national competitiveness by achieving greater efficiency and re-
sults;

 9 increase research and understanding of processes through wider avail-
ability of information.3

We need to add that within the frames of the above-mentioned PTC ses-
sion, a thesis was announced on the need to expand Goal 5 «Facilitating the ex-
change of information between all stakeholders of the WCo strategic Plan» to 
reflect this cross‑cutting reality, since the use of ICT goes beyond the exchange 

1 WCo strategic Plan 2016/2017 to 2018/2019. World customs organization. – P. 19. URl: 
http://www.wcoomd.org/~/media/WCo/Public/Global/PDF/About%20us/Administra-
tive%20Documents/strategic%20Plan%20part%20i%20members%20and%20Public.ashx 
(date of the request: 06.03.2019). 

2 item 13. Digital customs. item vii.d on the Agenda. Permanent Technical Committee 
209th /2010th sessions, 14–16 october 2015. Doc. PC0430E1a, Brussels, 03 August 2015. – 
P. 4. 

3 item 14. ibid. 
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of information between all stakeholders. it also addressed the issue of the con-
cept of digital customs.

2.2.4. The concept of digital customs

The analysis of the WCo working materials leads to the conclusion that 
specific proposals related to the formation of the concept of digital customs 
were first announced at the meeting of the WCO Permanent Technical Commit-
tee in october 2015. Taking into account the above analysis, which discusses 
the operating environment, instruments and tools for WCo as well as the WCo 
strategic Plan, the secretariat concluded that iCT is a multi-dimensional and 
cross-cutting issue. in this context, noted in the document to item vii of the 
Digital Customs agenda of the PTC session (october 14–16, 2015), it is neces-
sary to consider the approach by which the WCo, the customs administrations 
of the member states and, in particular, the customs directorates can adopt 
a strategic iCT development approach in their countries. The ability to trans-
form a strategic vision (concept) through iCT to carry out technologically orga-
nized reform in various areas that iCT can support would be useful, both for the 
Administrations of the WCo member countries and for the WCo, in order to 
define their future areas for developing standards and tools to support moderni-
zation and harmonization.

During the intersessional period, the secretariat carried out the main ana-
lytical work to evaluate the existing instruments, tools, guidelines and iCT sys-
tems currently available at the WCo, their intended purpose, and grouped them 
into several topics, namely:

 9 legal basis.
 9 leadership.
 9 modernization and reform.
 9 Protection of society.
 9 Communication.
 9 Coordinated border management.1

The WCo specialists note that the above topics in expanded form allowed 
to evaluate the diverse set of tools currently available as well as the specific as-
pects that each tool supports. All of these topics support each other and provide 

1 item 17. Digital customs. item vii.d on the Agenda. Permanent Technical Committee 209th 
/2010th sessions, 14–16 october 2015. Doc. PC0430E1a, Brussels, 03 August 2015 – P. 4. 
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participants with a «snapshot» of the types of resources currently available to 
support their iCT modernization and reform goals.

We draw attention to the fact that the analyzed document for the PTC ses-
sion raises the issue of the concept of digital customs, but in fact provides an 
overview of the provisions affecting customs information technology. The de-
velopers of this document do not give a definite answer, what is digital customs, 
and whether this institution is the same phenomenon as informational customs 
technologies. At the same time, the experts’ discourse on iCT ends with conclu-
sions that, conceptually, digital customs seeks to ensure:

Cohesive: Digital Customs seeks to be holistic, allowing participants in 
a comprehensive way to understand all iCT related standards, tools, and guide-
lines as well as how they relate to the cross-border regulatory area.

Comprehensible: Digital Customs is committed to providing a thematic ap-
proach to managing and developing iCT tools so that it is easy for users to un-
derstand. special attention will be paid to the development of guidelines that 
focus on implementation experience and technical know-how in each thematic 
area, so that administrations of the WCo member countries can effectively use 
the knowledge gained.

Scalable: Digital customs will also provide WCo member countries and the 
secretariat with the necessary conceptual framework to allow for the develop-
ment of new tools through a cross-functional approach covering the entire border 
management area. new tools can be included in each topic as needed, and new 
topics can also be included based on future needs identified by Member countries.

We need to note that here the digital customs is also presented through the 
prism of ICT tools and WCO activities in the same area.

The current mapping of iCT related instruments and tools goes hand in hand 
with ongoing work carried out by the secretariat on the iT Guide for Execu-
tives,1 which was developed as a concise «handbook» that briefly discusses key 
aspects of ICT development for senior officials administrations, including com-
missioners, general directors, their deputies as well as senior officials of the ad-
ministration directly responsible for managing iCT projects. This document is 
also accompanied by explanatory notes with presentations.

As noted above, we have identified the grouping of ICT instruments, tools, 
guidelines and systems performed by the WCo secretariat in 2015. The WCo 
materials for the PTC session (2015) provide relevant explanations that deserve 

1 iT Guide for Executives. World customs organization. June, 2018. URl: http: //www.wcoomd.
org/en/topics/facilitation/instrument-and-tools/tools/it-guide-for-executives.aspx (date of the 
request: 07.03.2019). 
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attention in relation to the concept of digital customs. The key topics are as fol-
lows:

1. Legal basis
 9 interconnectivity should be based on a solid legal basis.
 9 Administrations of the WCo member countries should carry out legally 

justified reforms necessary to improve interaction with stakeholders.
2. Leadership

 9 leadership is paramount when converting the legal framework into a real 
result.

 9 management should apply a strategic approach to iCT planning and be 
guided by the complexities of creating a technologically advanced and modern 
regulatory system.

3. Modernization and reform
 9 information and communication technologies are a key factor for mod-

ernization and regulatory reform related to border.
 9 member state administrations need to understand how iCTs support 

cross-border regulatory processes so that they can effectively implement tech-
nologies.

4. Protection of society
 9 Cross-border regulatory authorities are responsible for protecting society 

from the harmful effects of illicit trade.
 9 ICT expands research and reflection to identify new threats and support 

risk management.
5. Communication

 9 information and communication technologies provide cross-border reg-
ulatory bodies with new opportunities for public participation and interaction 
with each other.

 9 secure communication platforms are necessary for law enforcement to 
coordinate law enforcement.

 9 iCTs should also support the Administrations of the WCo member coun-
tries in establishing closer communication with the trading community in order 
to facilitate.

6. Coordinated border management (including interaction and exchange, 
regional integration)

 9 Communication through iCT opens up broad opportunities for joint work 
of cross-border regulatory bodies.

 9 Technical harmonization and standardization should be ensured in order 
to provide administrations of the WCo member countries with an effective ba-
sis for continuous, compatible exchange.
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2.2.5. Digital customs: Vision, opportunities and challenges

We will recall that in § 2.2 of the monograph, we consider the WCo materi-
als reflected in the document on item VII of the agenda «Digital Customs» of 
the 209/210 PTC meeting, which was held in 2015 at the Headquarters of the 
World Customs organization. one of the points of the mentioned document is 
the question of vision, opportunities and possible problems in relation to the de-
velopment of the institution of digital customs. in the opinion of the WCo sec-
retariat, digital customs has been designed with scalability in mind (further de-
velopment). its current stage is more focused on the inventory and understand-
ing of the stability of the instruments, tools and guidelines of the WCo related 
to iCT, their thematic coverage and their technical use. it is designed to grow 
as the operating environment develops and how WCo member administrations 
come up with suggestions and ideas for further work.1 A key part of this growth, 
according to the WCo experts, can be achieved through continuous monitoring 
and implementation of best practices. such a mechanism would require careful 
discussion in terms of its management in order for it to be active and sustain-
able, and would lead to the development of new instruments that would be de-
veloped and made available to members on the internet or in electronic form.

Thanks to the thematic coverage of digital customs, it is envisaged that 
with the help of structured development efforts, each topic can already or be 
anchored through one or several basic documents of the Compendium or the 
manual, which provide links to key WCo conventions, recommendations and 
guidelines to provide a contextual and holistic overview of the topic. Thus, each 
topic becomes an authoritative link to this aspect of iCT implementation. Ul-
timately, as stated in the WCo materials, it should be recognized that iCT is 
not an end, but a strategic factor, an instrument to improve the level of effi-
ciency and effectiveness to achieve the results of modernization. Technology 
alone will not lead to the most optimized results unless it is backed by policies 
and laws, strong leadership, political will and adequate business processes.

Consequently, digital customs should be positioned in the same way: as 
a technical instrument to support broad political objectives, which may be 
caused by factors such as acceding to the Revised kyoto Convention, the im-
plementation of the TFA Agreement, regional integration and national moderni-
zation of the regulation of cross-border relations.

1 item 25. Digital customs. item vii.d on the Agenda. Permanent Technical Committee 
209th/2010th sessions, 14–16 october 2015. Doc. PC0430E1a, Brussels, 03 August 2015 – 
P. 6. 
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Finally, the WCo secretariat expressed the view that it is necessary to take 
into account the fact that iCTs are a constantly evolving area in a rapidly changing 
cross-border regulatory environment. Thanks to improved technology, new iCT 
applications can be found in areas that have not previously been studied. Through 
innovation, the Administrations of the WCO Member countries can also find new 
ways to use existing technologies that support border management functions. As 
threats develop, new challenges will also have to be faced, and the iCT-related as-
pects of these problems must also be studied. Therefore, regular revision is neces-
sary to ensure the relevance of the digital customs concept.

2.2.6. Digital customs: the experience of Morocco

We believe that any materials of the Customs administrations of the WCo 
Member states, that reflect the practice on the subject of our study, deserve spe-
cial attention and complement the overall comprehensive view of the develop-
ment of the digital customs institution. For this reason, we refer to the experi-
ence of Morocco. As part of the 209–210 PTС session (October 14–16, 2015), 
the moroccan Customs service presented a very interesting report on the topic 
«Customs in the Digital Age». According to the delegate from morocco, in 
modern conditions the customs is the center of technological progress; Digi-
tal customs is a the way how Customs should organize itself in the digital 
age,1 where technology is present everywhere. Despite the wide coverage of 
this topic, the expert saw the digital age from three main points of view:

 9 Context: The availability of ICTs influenced global production meth-
ods, promoted the development of e-commerce, opened up opportunities for 
open-market negotiations and allowed the technological evolution of robots and 
intelligent machines.

 9 Implications for customs: Customs must respond and adapt to their work. 
ICT has brought benefits to people’s lives as well as new risks that customs 
should be aware of.

 9 Management consideration: Customs should strategically manage iT im-
plementation at the national, international and intergovernmental organizational 
level.2

1 majida lrhezzioui. Customs in the digital age. A line of thought. Presentation. Customs Ad-
ministration of morocco. 16 october 2015 // 209th/210th sessions. Permanent Technical Com-
mittee, 14–16 october 2015.

2 item 66. summary Report. 209th/210th sessions. Permanent Technical Committee, 14–16 oc-
tober 2015. Doc. PC0432E1a. Brussels, 17 november 2015. – P. 12.
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The foreign expert noted that, in responding to the digital age, the WCo 
should provide leadership for its member countries and strive to remove barri-
ers to the integration of iCT. on the other hand, member states should strive for 
the greatest possible cooperation among themselves through the exchange of in-
formation. Digital distribution and its spectrum is expanding and connecting the 
world, in particular, there are new products and services, new ways of making 
transactions as well as making payments, delivery and prompt communication. in 
this regard, the expert of Morocco identifies three levels that should be considered 
in the management context: national, organizational and international.

 � National level. Administrations need to define the following
 9 determine the scope of digital customs coverage in terms of defining the 

expansion of partnership relations.
 9 have a system of indicators in place that allows Customs authorities to 

position themselves on a scale from 1 to 3 in order to independently evaluate 
and plan the progress made.

 9 support the customs in the matter of its convergence in the «Model of 
digital customs».

 9 have legal and regulatory preconditions to address all issues related to 
the upcoming changes. often the legislative framework requires time for mod-
ernization as well as high-level coordination. This element must be considered 
when developing projects.1

 � The international level covers the following issues:
 9 development of cooperation platforms between Customs authorities es-

tablished at the regional and international levels;
 9 operational process of building a «single window» and other solutions 

for the same purpose: technical and legal components;
 9 text model of agreements with customs, other partners to simplify the in-

teraction of systems, exchange of customs information and exchange of infor-
mation on new solutions and technologies;

 9 data on trends in international trade, offences and security that allow par-
ticipants to make strategic choices regarding development, including various 
iT-based partnerships.

 � The organizational level reflects the following issues:
 9 a global perspective on all the possibilities offered by technology and the 

digital revolution for customs practices;

1 Majida Lrhezzioui. Customs in the digital age. A line of thought. Presentation. Customs Ad-
ministration of morocco. 16 october 2015 // 209th/210th sessions. Permanent Technical Com-
mittee, 14–16 october 2015. – slide 11.
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 9 «Digital Customs Palette», which consists of all the instruments, best 
practices, WCo systems, solutions and tools that exist in the world and are re-
lated to the field of customs regulation;

 9 track developments in the field of digital technologies that may affect 
customs unilaterally or within the framework of its relations with partners and 
customers;

 9 a tool for tracking (monitoring) changes in terms of convergence of trad-
ers to the Digital Customs Model.

 9 Guidelines, which present opportunities for technical assistance, funding 
and support for capacity building, ensuring access conditions.1

in turn, the PTC delegates noted the problems associated with updating the 
iCT capabilities in existing legacy systems, ensuring sustainability in develop-
ing systems, and the need to have more guidance in this area. it was also stated 
that the international customs community has already achieved a lot in informa-
tion sharing, including, but not limited to, WCo systems such as the Customs 
Enforcement network (CEn),2 the national Customs Enforcement network 
(nCEn),3 the Customs Enforcement network Communication Platform (CEn-
comm)4 as well as bilateral projects such as the smart and safe Trade lanes 
(ssTl).5 The efforts made by administrations in developing the «single win-
dow» environment as well as the progress made in the WCo Data model, were 

1 Majida Lrhezzioui. Customs in the digital age. A line of thought. Presentation. Customs Ad-
ministration of morocco. 16 october 2015 // 209th/210th sessions. Permanent Technical Com-
mittee, 14–16 october 2015. – slide 13.

2 Customs Enforcement network (CEn). World Customs organization. URl: http: //www.
wcoomd.org/en/topics/enforcement-and-compliance/instruments-and-tools/cen-suite/cen.
aspx (date of the request: 09.03.2019). 

3 national Customs Enforcement network (nCEn). World Customs organization. URl: http://
www.wcoomd.org/en/topics/enforcement-and-compliance/instruments-and-tools/cen-suite/
ncen.aspx (date of the request: 09.03.2019). 

4 Customs Enforcement network Communication Platform (CEncomm). World Customs or-
ganization. URl: http: //www.wcoomd.org/en/topics/enforcement-and-compliance/instru-
ments-and-tools/cen-suite/cencomm.aspx (date of the request: 09.03.2019). 

5 Tadashi yasui. EU-China smart and secure Trade lanes (ssTl) Pilot. Case studies on sys-
tematic Exchange of Commercial information between Customs Administrations in Bilat-
eral and Regional Arrangements. WCO Research Paper № 11, February 2011. – P. 14–18. 
URl: http: //www.wcoomd.org/en/topics/research/~/~/media/A69B791DADF9434DB5BEB-
2B8CF11D92A.ashx (date of the request: 09.03.2019); smart and secure Trade lanes Pilot 
(ssTl). Taxation and Customs Union. European Commission. URl: https: //ec.europa.eu/tax-
ation_customs/general-information-customs/customs-security/smart-secure-trade-lanes-pilot-
sstl_en (date of the request: 09.03.2019). 
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also noted as worthy. Therefore, it is necessary to create a higher level of under-
standing of what has already been achieved.1 no less interesting is the question 
of the relationship between the Global Customs network and digital customs.

special attention should be paid to the fact that the expert of the moroc-
can Customs Service for the first time defined digital customs, and also raised 
an important topic about the need to create a Digital Customs Model (!). it is 
worth noting that the report uses terms such as the scope of digital customs cov-
erage; digital customs system of indicators; «Customs digital palette», which 
consists of WCO instruments, best advanced practices, systems, solutions, tools 
that exist in the world and are related to customs.2 Focusing on the need to cre-
ate the concept of digital customs, there is an opinion that such a concept can be 
conceived only in multiple logic. in our opinion, the above vision of digital cus-
toms, the listed characteristics, components, elements, levels that characterize 
such a customs deserve the most serious attention and subsequent study. With-
out a doubt, the experience of the moroccan Customs service in terms of build-
ing a digital customs institute is interesting both from a scientific and practical 
point of view.

2.2.7. conclusions on § 2.1 – § 2.2

1. The institute of Digital Customs as a complex phenomenon was put on 
the WCo agenda in 2014. The main discussions about the content of digital 
customs, its characteristics were held in 2014–2016.

2. At the initial stage of the study of this institution in the WCo, there was 
no comprehensive vision of all the opportunities provided by technology and 
the digital revolution for the methods of work of modern customs. in our opin-
ion, the elimination of this gap could be removed by conducting a research on 
the formation and development of institutions of paperless, electronic, digital 
customs in the system of customs regulation.

3. The thesis of adopting a medium-term and long-term strategic concept 
for the development of digital customs can be considered as the main message 
for the formation of an integrated instrument (digital customs) within the frame-
work of the World Customs organization.

1 item 69. summary Report. 209th/210th sessions. Permanent Technical Committee, 14–16 oc-
tober 2015. Doc. PC0432E1a. Brussels, 17 november 2015. – P. 12.

2 majida lrhezzioui. Customs in the digital age. A line of thought. Presentation. Customs 
Administration of morocco. 16 october 2015 // 209th/210th sessions. Permanent Technical 
Committee, 14–16 october 2015. – slide 13.
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4. in the context of reviewing the development of the digital customs insti-
tution, experts from the WCo member states stated the absence of a concept 
that allowed the WCo members to get a holistic picture of all the possibilities 
offered by information technologies in the context of digital customs.

5. in this regard, an important position can be called the thesis of the need to 
develop a new package that will combine all iT-related components of the vari-
ous bases of the WCo strategic Plan.

6. The initial integrated approach to the digital customs institution was first 
prepared by the WCo secretariat for the 2009/2010 session of the Permanent 
Technical Committee and formalized in the document to item 7 of the agenda 
of the PTC «Digital Customs» of August 3, 2015. This document is fundamen-
tally different from the WCo E-Customs strategy (2007), an analysis of which 
is presented in § 1.4 of the monograph. At the same time, the e-customs insti-
tute remained outside the framework of discussions on the formation of the dig-
ital customs institute. To date, there is no clear answer to the question of what 
are the similarities and differences between the aforementioned legal phenom-
ena (instruments).

7. The base of the Digital Customs Concept can be connected with provi-
sions on the current operating environment, WCo instruments and tools, and 
customs information technologies.

8. To date, the WCo strategic Plan has been modernized by changing stra-
tegic objective № 5. It now sounds like «digital customs and its key role in 
supporting, in particular, coordinated border management and information ex-
change». The strategic plan does not allow to answer the question what is 
a digital customs and its main pillars (characteristics). At the same time, the an-
alyzed strategic document actually identifies digital customs with information 
technologies. In our opinion, such identification is not ideal and raises a number 
of questions.

9. such an approach, in our opinion, shifted the focus from the development 
of a separate integrated WCo instrument for digital customs (guidelines, man-
uals, compendium, instruments) to the search of digital customs in previously 
created WCo instruments and tools and their grouping according to the main 
feature (characteristic) – belonging (relevance) to information customs tech-
nology. Accordingly, the WCo instruments from the iT section were grouped 
by topics – legal basis, leadership, modernization and reform, social protection, 
communications, and coordinated border management. The question arises. if 
the institute of digital customs is the same as information customs technologies, 
then why do we need to create a new topic «e-customs» and change the WCo 
Strategic Plan, changing the fifth goal from «ensuring information exchange 
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and cooperation» to «digital customs and its key role in support, in particular, 
coordinated border management and information exchange»?

A similar approach was used to create the TFA instrument. To date, the pre-
viously created WCo instruments and tools are presented as WCo instruments 
created to develop the provisions of the TFA. This cannot be at least by the fact 
that the Bali Agreement entered into force much later than most of the WCo 
tools in the field of customs regulation were created. Accordingly, the thesis, 
that digital customs should be positioned to support broad political objectives 
such as the implementation of the TFA, is ambiguous.

We do not underestimate the role of the Bali Agreement. We proceed from 
the position that the development of customs regulation instruments is strictly 
the competence of the World Customs organization. And any attempts to trans-
fer this competence under the guise (plate) of «trade facilitation» to another ne-
gotiating platform, for example, another international organization, are not en-
tirely correct.

10. Analysis of the WCo materials (2015) allows us to identify at least two 
definitions of digital customs:

digital customs is a technical instrument to support broad political objec-
tives;1

digital Customs is a way to organize customs in the digital age.2

11. When forming the digital customs institute it is important to (Fig. 3):
 9 create a «Digital Customs model» / Reference model of Digital Cus-

toms;
 9 determine the scope of digital customs coverage;
 9 develop a unified system of WCO indicators for digital customs;
 9 create a platform for cooperation between customs authorities and stake-

holders in the framework of the implementation of the digital customs institute;
 9 determine the place of e-customs in conjunction with the «single win-

dow» mechanism;
 9 develop a model agreement with customs and other partners to simplify 

the interaction of systems within the framework of the digital customs institute;
 9 form an integrated digital customs palette which consists of necessary in-

struments, best practices, the WCo systems, solutions and tools that exist in the 
world and are related to the field of customs regulation;

1 item 29. Digital customs. item vii.d on the Agenda. Permanent Technical Committee 
209th/2010th sessions, 14–16 october 2015. Doc. PC0430E1a, Brussels, 03 August 2015. – 
P. 7. 

2 item 66. summary Report. 209th/210th sessions. Permanent Technical Committee, 14–16 oc-
tober 2015. Doc. PC0432E1a. Brussels, 17 november 2015. – P. 11.
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Fig. 3. Measures to create digital customs

 9 prepare the WCo Guidelines, which provides technical assistance, fund-
ing and support for capacity building, ensuring access conditions;

 9 prepare a WCo Compendium on Advanced Practice (equivalent to the 
WCo Compendium on authorized economic operators). The Guide is important 
to reflect the following elements:
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 • regulations governing legal relations within the framework of the digital 
customs institute;

 • the scope of digital customs (subjects, objects);
 • characteristics, elements, system of digital customs;
 • applied information technologies and software products;
 9 create a tool (WCo Guideline) to track (monitor) changes in terms of 

convergence of traders to the Digital Customs model.1

2.3. policy Commission and Digital Customs agenda: 
Formation of digital customs theme

As can be seen from the analysis of the subject of research, the problem of 
the formation of the Concept of digital customs has been widely considered in 
various bodies of the WCo. Among them, we highlight the important 74th ses-
sion of the Policy Commission which was held in Punta Cana on December 
7–9, 2015. The second issue of particular interest at this PC meeting is digital 
customs. As part of the review of the report on the implementation of the WCo 
strategic Plan, the experts of the Policy Commission heard an important the-
sis which, in our opinion, allows us to establish a demarcation line between the 
electronic and digital customs. in particular, the secretary General of the WCo, 
mr. kunio mikuriya, noted that «the industrial revolution is now going beyond 
the use of electronics and information technologies in the direction of the next 
development – the digital world based on the cyber-physical system, which is 
sometimes called the «Internet of things».2 According to the WCo, the trans-
formation of customs, its management mechanisms, administration, technology, 
information systems, software products into the digital world makes it digital. 
The basis of this transformation is a serious legal innovations in the field of cus-
toms regulation. At the same meeting it was announced that 2016 in the life 
of the international customs community will be held under the slogan «Digital 
Customs: Progressive Engagement».

Under the heading «Digital Customs» at the meeting of the Policy Commis-
sion, the document «Digital Customs. A strategic Approach to support iCT-
enabled Customs and Cross-Border Regulatory Reform through WCo Tools, 

1 Prepared in the context of the proposals of the Customs Administration of morocco.
2 item 33. Report to the Policy Commission. Policy Commission, 74th session. Punta Cana, 

7–9 December 2015. Doc. sP0550E1a. Brussels, 27 January 2016. 
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instruments and Guidelines»1 was reviewed. The analyzed paper presents the 
vision of digital customs. in particular, «digital customs can be shaped as: 
a strategic approach to supporting customs and cross-border reform in the 
field of ICT using the instruments, tools and guidelines of the WCO».2 With 
this conceptual understanding, it is assumed that digital customs will be able to 
evolve and improve in an organized manner and in accordance with the WCo 
strategic Plan. in the materials for the meeting of the Policy Commission, other 
explanations regarding such wording are not provided. We note that at the 
209/210 meeting of the PTC, several other definitions of digital customs were 
announced. In the first case, digital customs is a technical instrument to support 
broad political objectives; in the second, – a method (way) of organizing cus-
toms in the digital age. in the absence of the necessary explanations, it remains 
unclear why the definition of digital customs was reduced to a strategic ap-
proach to supporting customs and cross-border reform only in the field of ICT.

The Policy Commission took note of the information on the progress 
achieved in the field of the digital customs concept, including the results of the 
discussion of this issue at the 209/210 session of the PTC in october 2015. 
most importantly, the experts of the Customs Administrations of the WCO 
Member states have formed guidelines on the future formation and development 
(maturation) of the digital customs concept.3 The discussion of digital customs 
at the regional level and the exchange of national and regional perspectives of 
Member countries on digital customs can be called a no less significant topic of 
the meeting of the Policy Commission. Answers to all these questions were of 
interest to the WCo secretariat and relevant working bodies of the organiza-
tion.

1 Digital Customs. A strategic Approach to support iCT-enabled Customs and Cross-Bor-
der Regulatory Reform through WCo Tools, instruments and Guidelines. item xiv (b) on 
the Agenda. Policy Commission. 74th session. 74th session, 7–9 December 2015. Doc. 
sP0540E1a. Brussels, 11 november 2015.

2 A strategic Approach to support iCT-enabled Customs and Cross-Border Regulatory Reform 
through WCo Tools, instruments and Guidelines) // item 5. Digital Customs. A strategic Ap-
proach to support iCT-enabled Customs and Cross-Border Regulatory Reform through WCo 
Tools, instruments and Guidelines. item xiv (b) on the Agenda. Policy Commission. 74th 
session. 74th session, 7–9 December 2015. Doc. sP0540E1a. Brussels, 11 november 2015. – 
P. 3

3 A strategic Approach to support iCT-enabled Customs and Cross-Border Regulatory Reform 
through WCo Tools, instruments and Guidelines. (item xiv (b) on the Agenda. Digital Cus-
toms. Policy Commission, 74th session. Punta Cana, 7–9 December 2015. Doc. sP0540E1a, 
Brussels, 11 november 2015.
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Among other things, the meeting participants familiarized themselves with 
the topics of digital customs which were identified at the 209/2010 meeting of 
the PTC in october 2015. Among them

 9 leadership;
 9 legal basis;
 9 modernization and reform;
 9 protection of society;
 9 communication;
 9 coordinated border management.

n o t e : this is analyzed in § 2.2.4 of this monograph («The concept of digi-
tal customs»).

For the sake of objectivity, it is necessary to emphasize that at the 209/2010 
meetings of the PTC these topics were not related to digital customs, but to the 
instruments, tools, guidelines and systems in the field of ICT that were available 
at that time in the WCo. The point was that during the intersessional period the 
secretariat carried out the main analytical work to evaluate the available instru-
ments (iCT). And as a result, these instruments, iCT tools were grouped by the 
above topics.1 We need to recall that at the time of the 74th session of the Pol-
icy Commission there was no answer what is meant by the term «digital cus-
toms», and whether this institute is the same phenomenon as informational cus-
toms technologies. At the same time, at the PTС meeting, digital customs was 
viewed through the prism of iCT tools and WCo activities in the same area.

in the light of the above, in our opinion, it is not fully correct the thesis that 
digital customs issues (in the context of systematization of iCT instruments and 
tools) are connected with leadership, legal basis, modernization and reforms, 
public protection, communication coordinated by border management. of 
course, they are connected, but this thesis is true only if digital customs is iden-
tified with ICT – what actually can be traced in the materials 209/210 PTС and 
74 session of the Policy Commission. in other words, the entire set of the WCo 
tools from the ICT field is analyzed, grouped by topic, and, as a result, digital 
customs are formed into themes that will be put into the concept of digital cus-
toms (Digital Customs). With this approach, there are more questions than an-
swers. We believe that the revealed contradictions are a matter of interest for 
a scientific study on the formation of the institution of digital customs.

1 see item 17. Digital customs. item vii.d on the Agenda. Permanent Technical Committee 
209th /2010th sessions, 14–16 october 2015. Doc. PC0430E1a, Brussels, 03 August 2015. – 
P. 4. 
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We note that in relation to the formation of the concept of digital customs 
in the materials prepared for the session, the word «maturation» is used. subse-
quently, the WCo will develop a Digital customs model, which will be called 
the «maturity model». in management theory, they use the term « modeling 
maturity levels», by which we understand the stages of development of an or-
ganization in accordance with standardized models for assessing the level of 
management maturity. They are traversed by each organization sequentially and 
are defined by different characteristics, including mission, values, strategy, and 
organizational structure. it is believed that transitions from level to level make 
the organization more competitive.1 There are about 5 levels of maturity, each 
of which indicates the maturity of the organization’s processes: missing, initial, 
controlled (repeatable), definable (standardized), measurable, optimizable (im-
proved).

n o t e : What level is set for the WCo maturity model?
When considering the Concept of digital customs at a session of the Policy 

Commission, attention was drawn to the fact that the proposed Concept was in-
tended to provide a thematic overview of existing instruments and tools of the 
WCo. its purpose is to serve as a conceptual framework to support the admin-
istrations of member countries in understanding and applying iCT-related in-
struments, tools and manuals that have already been developed by the WCo, 
including communication tools such as CEn, nCEn and single Window, Data 
models, Global Customs network, Electronic Data interchange (EDi) and iris 
systems.2 in our opinion, the Concept of digital customs should not consist 
in shaping the understanding and application of instruments, tools and guide-
lines related to iCT, but in forming a global vision, understanding of digital 
customs itself. if the concept is formed according to another principle, then 
we are talking about identifying the institution of digital customs with infor-
mational customs technologies which, in our opinion, does not correspond to 
objective reality.

Again, it should be recalled that at the 209/2010 meetings of the PTC the 
thesis was put forward that digital customs is (1) a way of organizing customs 

1 levels of maturity management. Wikipedia Free encyclopedia. URl: https: //ru.wikipedia.org/
wiki/Уровни_зрелости_управления (date of the request: 13.03.2019). 

2 item 3. A strategic Approach to support iCT-enabled Customs and Cross-Border Regula-
tory Reform through WCo Tools, instruments and Guidelines. (item xiv (b) on the Agenda. 
Digital Customs. Policy Commission, 74th session. Punta Cana, 7–9 December 2015. Doc. 
sP0540E1a, Brussels, 11 november 2015. – P. 2.
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in the digital age,1 digital customs – (2) a technical tool to support broad 
political goals.2 As you can see, there is no identification of digital customs 
with customs information technology. A number of questions remained before 
this meeting. Among them – what is the scope of coverage of digital customs, 
a single system of the WCo indicators for digital customs, the place of e-cus-
toms in conjunction with the «single window» mechanism, an integrated digital 
customs palette,3 etc.?

We touched upon certain theoretical and practical aspects of the concept 
formation in a monograph in a study of the modernization of the Revised ky-
oto Convention (kadyrkulov m.A., mozer s.v. improvement of instruments 
of customs administration: international and legal aspect (The Revised kyoto 
Convention management Committee).4

Thus, the concept is the result of the generalizing schematization of the ma-
terial of direct descriptions of the situation and the course of activities.5The term 
concept (latin – conception) means the frame of reference, a common under-
standing of something; main idea, constructive principle.6 in the theory of man-
agement, the purpose of the concept is to identify key areas of activity of the 
control object, which includes identifying ways and technologies to achieve the 
goals with the main factors for their achievement. A well-thought-out concept 
is, first of all, the directions, priorities and technologies for the development of 
a management object in the long term. The concept should represent the most 

1 item 66. summary Report. 209th/210th sessions. Permanent Technical Committee, 14–16 oc-
tober 2015. Doc. PC0432E1a. Brussels, 17 november 2015. – P. 11.

2 item 29. Digital customs. item vii.d on the Agenda. Permanent Technical Committee 
209th/2010th sessions, 14–16 october 2015. Doc. PC0430E1a, Brussels, 03 August 2015. – 
P. 7. 

3 it consists of the necessary instruments, best practices, WCo systems, solutions and tools that 
exist in the world and are related to the field of customs regulation.

4 Kadyrkulov M.A., Mozer S.V. improvement of instruments of customs administration: inter-
national and legal aspect (The Revised kyoto Convention management Committee): mono-
graph / m.A. kadyrkulov, s.v. mozer. moscow: Publishing House of the Russian Customs 
Academy, 2018. – 248 pages. URl: http: //customs-academy.net/wp-content/uploads/2018/11/
kadyrkulov-mozer_kyoto.pdf (date of the request: 15.03.2019). 

5 methodological dictionary for managers. URl: http: //voluntary.ru/termin/koncepcija.html 
(date of the request: 15.03.2019). 

6 Vlasenko N.A. normative legal technique. institute of law and Comparative law under the 
Government of the Russian Federation, 2013; Abramova A.I., Vlasenko N.A. Formulation of 
the idea and preparation of the concept of a normative legal act. URl: https: //scicenter.online/
yuridicheskaya-tehnika-scicenter/formulirovanie-idei-podgotovka-kontseptsii-157147.html 
(date of the request: 15.03.2019). 
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priority directions of development of the control object for a specific period of 
time or until the achievement of the set goal. it essentially serves as a gener-
alized scenario for achieving goals, which also need to be clarified during the 
concept development process. In addition, the concept defines the path of tran-
sition from the current position of the object to the desired in accordance with 
the goals set by the subject of management.1 in this case, the enlarged concept 
should contain the following components:

1. General description and assessment of the state of the object and its posi-
tion in the external environment.

2. The objectives of the development of the object for a given period.
3. Problems and tasks that need to be solved in order to achieve strategic 

goals.
4. Ways and stages of achieving strategic goals.
5. Expected results and the state of the control object at the end of the speci-

fied period.
6. indicators by which the degree of achievement of strategic objectives can 

be assessed.
7. Characteristics of the management system to ensure the achievement of 

strategic goals.
Returning to the December meeting of the Policy Commission, we note that 

the Digital Customs Concept (Fig. 4) was submitted to its experts. in terms of 
volume, it occupies one page and consists of a figure represented by 6 blocks in 
which the vision of digital customs is summarized. The name of the blocks (!) 
exactly repeats the topics generated by the analysis of the WCo guidelines and 
instruments in the field of information communication technologies.

1 strategic management. URl: Concept. URl: https: //studme.org/1350082618647/menedzh-
ment/kontseptsiya (date of the request: 15.03.2019). 
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The content of the Concept of digital customs presented at the meeting of 
the Policy Commission in December 2015, is entirety the same as the PTC ma-
terial, announced in october 2016,1 including for such characteristics of digital 
customs as integrity, comprehensive nature, scalability.2

Regarding the issue of the further development and maturation of digital 
customs, it was noted at a meeting of the Policy Commission that there was 
general agreement on the need for sustainable, well-planned approaches to the 
introduction and modernization of iCT. in this regard, the concept of digital 
customs should combine the perspectives of simplification, law enforcement 
and revenues as well as cover both strategic and operational aspects.3 As a first 
step, it was proposed to include the Digital Customs Concept in the IT Guide 
for Executives so that decision-makers can better understand how various WCo 
instruments and tools help in modernizing iCT. The second step can be a struc-
tured organization of proposals, which were voiced by morocco at the 209/2010 
meeting of the PTC on october 14–16, 2015.

in order to determine the strategic line for the formation of the Digital Cus-
toms Concept, the WCo secretariat prepared a number of questions for discus-
sion. Among them are the following:

 − Are the topics identified in the current Digital Customs Concept suffi-
cient and reflect existing priorities and problems that Customs Administrations 
face in the field of ICT, or priorities and problems that they may face in the near 
future?

 − What are the problems arising from the growing use of ICT in the field 
of regional integration (for example, approaches to interconnection or even to 
joint systems, regional single window approaches, transit, the respective roles 
of regional economic blocs, etc.), and what are the implications of this develop-
ment for the modernization of national iCTs?

1 see. item 22. Digital customs. item vii.d on the Agenda. Permanent Technical Committee 
209th /2010th sessions, 14–16 october 2015. Doc. PC0430E1a, Brussels, 03 August 2015. – 
P. 4. 

2 see § 2.2.4. The concept of digital customs.
3 item 10. Digital Customs. A strategic Approach to support iCT-enabled Customs and 

Cross-Border Regulatory Reform through WCo Tools, instruments and Guidelines. item 
xiv (b) on the Agenda. Policy Commission. 74th session. 74th session, 7–9 December 2015. 
Doc. sP0540E1a. Brussels, 11 november 2015. – P. 4.
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 − What are the latest or emerging technological developments that can pro-
vide new opportunities or influence how customs currently simplifies trade, per-
forms regulatory tasks, etc.?1

it is worth noting that the issues that have been formed, in fact, involve iCT, 
but not digital customs. And here digital customs is identified with informa-
tion customs technologies. in our opinion, the presented list lacks such issues as 
the essence of digital customs; main characteristics; description and assessment 
of the state of digital customs and the situation in the operating environment; 
development objectives of digital customs for the near future; problems and 
tasks to be solved; expected results and state of digital customs; indicators char-
acterizing the activities of digital customs; characteristic of the digital customs 
management system; the relationship of the digital customs institute with the 
«single window» mechanism, Big Data, Data mining, Data model, information 
communication technologies; digital customs and customs operations; digital 
customs in the context of the institutions of customs law, etc.

To answer the questions posed, it was necessary to begin a discussion on 
digital customs issues at the regional level as well as to share national and re-
gional perspectives and visions on the subject under consideration with the 
WCo secretariat and relevant bodies of this respected international organiza-
tion. Part of the answers to the questions asked was received at the 74th session 
of the Policy Commission.

2.4. Classification of current issues of digital customs

For a comprehensive understanding of the studied issues and convenience 
in general, we group together the voiced positions, proposals, and views of the 
delegates of the Policy Commission on specific topics in the framework of the 
study on the formation of the digital customs institution in the WCo member 
states:

1. Conceptual apparatus.
2. The digitization of customs as a result of the digital revolution, as a phe-

nomenon and process.
3. Customs regulation (administration) and digital customs.

1 item 12. Digital Customs. A strategic Approach to support iCT-enabled Customs and 
Cross-Border Regulatory Reform through WCo Tools, instruments and Guidelines. item 
xiv (b) on the Agenda. Policy Commission. 74th session. 74th session, 7–9 December 2015. 
Doc. sP0540E1a. Brussels, 11 november 2015. – P. 5.
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4. Practical aspects of the implementation of the digital customs institution.
5. management mechanism, customs regulation in the context of the devel-

opment of digital customs.
6. Customs operations (business processes) in the framework of digital cus-

toms.
7. Risk management system (Rms) and digital customs.
8. subject composition of legal relations within the framework of digital 

customs.
9. instruments used to ensure the operation of digital customs.
10. Technologies promoting the development of digital customs in the sys-

tem of customs regulation.
11. single window and digital customs, their relationship and correlation in 

the field of customs.
12. E-commerce and the impact of customs on trade facilitation.
13. supply Chain security of goods.
14. institute of the authorized economic operator.
15. Regional integration and digital customs.
16. legal issues of the organization of the functioning of digital customs.
17. institutional development, personnel issues.
18. international instruments to improve customs administration and digi-

tal customs.
19. Problematic issues of the introduction of the digital customs institution.
20. Additional topics for the digital customs concept.
21. suggestions for improving the digital customs institution.
As can be seen from the above grouping, digital customs is a complex phe-

nomenon that covers various issues of customs administration and trade fa-
cilitation. it should be noted that the issue of using technologies, including in-
formation and communication technologies, within the framework of the devel-
opment of the digital customs institute is only one of the named thematic list, 
which reveals the problems of digital customs. in this regard, the identification 
of digital customs only with customs technology is incorrect.

We also understand that for the Executives (Heads) of Customs administra-
tions a matter of interest is the vision (concept) of digital customs in the context 
of the practical activities of the structural divisions (units) of Customs authori-
ties. no less important is the answer to the question, so what is digital customs, 
its system, features, characteristics, management mechanisms and instruments 
of customs regulation, etc. Finally, what are the methods and concepts for the 
development of the digital customs institution in the WCo member state? let 
us consider more substantively the discussions of the WCo.
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2.4.1. conceptual apparatus

Analysis of the materials of the sessions of the Policy Commission allows to 
conclude about the approaches to the formation of the conceptual apparatus of 
digital customs.

We need to note that the conceptual apparatus is a logically built system of 
special terms, which makes it possible to uniformly interpret and understand the 
interrelationships and processes formed in science.1 in any study, in our opin-
ion, it is important to determine the exact interpretation of any term that carries 
a clear, fixed meaning.2 The concept is one of the basic forms of human think-
ing, which reflects in general the essence of the phenomena and objects of the 
real world around us, distinguishing among them both general and specific fea-
tures, and reinforcing the experience gained in definitions.3

in our case, this term is «digital customs». We believe that before holding 
discussions on topics that reveal the content of digital customs, the definition of 
«digital customs», which contains a clear fixed meaning of this phenomenon, 
is crucial. Despite the fact that this question was not touched on deeply at the 
meeting of the Policy Commission, we selected the following approach from 
the entire abundance of materials, which somewhat later will allow us to form 
definition variants:

Digital Customs is a comprehensive enabler that helps bring together var-
ious key and emerging customs issues on the WCO agenda, such as e-com-
merce, performance evaluation and information exchange4.

let’s note that for this case, digital customs is a means that actually com-
bines the current issues of customs administration, which are on the WCo 
agenda. For example, if we appeal to the words of the WCo secretary Gen-
eral, voiced at the 74th meeting of the Policy Commission, the term «digi-
tal customs» can be interpreted as a means that among other things concerns 
(1) change management, (2) administrative-legal (organizational) issues the 
functioning of modern customs, and (3) the use of digital technologies. it is 
also important to understand that digital customs is not 100% identified with 

1 What is the conceptual apparatus? URl: http: //fb.ru/article/379693/chto-takoe-ponyatiyny-
iy-apparat (date of the request: 19.03.2019). 

2 What is the definition? URL: https: //vchemraznica.ru/chem‑otlichaetsya‑ponyatie‑ot‑opre-
deleniya/ (date of the request: 19.03.2019). 

3 What is the term.URl: https: //vchemraznica.ru/chem-otlichaetsya-ponyatie-ot-opredeleniya/ 
(date of the request: 19.03.2019). 

4 item 251. Report to the Policy Commission. Policy Commission, 74th session. Punta Cana, 
7–9 December 2015. Doc. sP0550E1a. Brussels, 27 January 2016. – P. 50.
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information communication technologies as well as with the instruments and 
tools developed by the international customs community in the area of iCT. At 
the same time, in a conceptual context, there are no answers to the question of 
digital customs as a system, and what elements form it. Thus, it goes on forma-
tion of approaches to the formation of the conceptual apparatus of digital cus-
toms in the context of the functioning of various WCo working bodies.

2.4.2. customs digitization

The delegates of the Policy Commission having discussed the problems of 
digitalization of modern customs raised the issue of interconnectedness and 
ways to bridge the digital divide. in their opinion, digitalization should be 
considered as part of an «integrated customs» system. At the same time, Dig-
ital Customs constituted a means, rather than an end in itself, and the aim 
should not be to digitalize the existing bureaucratic processes, but to review 
them first in order to achieve the best possible result.1 in other words, we are 
talking about the optimization (reengineering) of business processes of mod-
ern customs.

in management theory, the term digitalization is used in different meanings. 
According to T. serykh, digitalization is the use of breakthrough technologies 
that transform operational processes and business models by replacing or sup-
plementing a person based on the use of advanced analytics, artificial intelli-
gence, mobile and wearable devices, robotization and integration technology 
platforms.2 The same author believes that digitalization involves a continuous 
process of improvement and transformation of the business (in our case, cus-
toms regulation – author’s note) through the search, piloting and implementa-
tion of new breakthrough solutions.

P. Borovkov divides three main terms: automatization, digitalization and 
digital transformation of business. According to him, (1) automation is the 
transfer of «as it is» processes existing in the business to the base of computer 
calculations, electronic storage and data exchange. in turn, (2) digitization is 
a change in the company’s business processes «as it should be» in such a way 
that they more closely match the new tools and technologies of the digital 

1 item 235. Report to the Policy Commission. Policy Commission, 74th session. Punta Cana, 
7–9 December 2015. Doc. sP0550E1a. Brussels, 27 January 2016. – P.47.

2 Tatyana Serykh. Accenture. Digitization. III Conference «Technologies in the field of oil ex-
ploration and production», 2017. – slide 11. URl: http: //techneft.ru/images/doc/sekcii/06_in-
formatizaciya/8_accenture.pdf (date of the request: 19.03.2018).
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economy. Finally, under (3) the digital transformation of business should be un-
derstood as changing the entire business model: strategy, processes, organiza-
tional structure, finance, sales, and logistics in order to make the most effective 
use of the opportunities of the digital economy.1

A. Tarasov points out that digital transformation means, above all, new busi-
ness processes, organizational structures, regulations, regulations, new respon-
sibility for data, new role models. He believes that the key process of digital 
transformation is strategic data management.2

A decision is considered to be digital if it is based on one of the following 
technology groups:

1. Advanced analytics (advanced analytics and big data).
2. Artificial intelligence (for example, computer vision, speech interface).
3. Robotization (robots and drones).
4. mobile and wearable devices (mobile solutions, wearable technologies, 

for example, electronic customs seals).
5. integration technology platforms (industrial internet of things, cloud 

technologies, electronic interaction and social networks, accelerated / quantum 
computing, blockchain (Fig. 5).3

let’s pay attention that the resulted technologies can, both supplement the 
person, and to replace him. The first relates to advanced analytics technologies 
as well as mobile and wearable devices, and the second is related to artificial in-
telligence and robotization.4 

if this is transferred to the customs administration language, then the pro-
cess of digitization of customs, and even more, the creation of a model of digital 
customs, requires the study of the following elements in one coordinate system:

 9 Application of breakthrough (digital) technologies.
 9 Transformation of operational processes (customs operations).
 9 optimization of business processes (customs operations).
 9 Business models.
 9 Advanced analytics.
 9 Artificial Intelligence.

1 Pavel Borovkov. What is digitalization? December 21, 2018. URl: http: //platforum.online/
poleznoe/articles/chto-takoe-czifrovizacziya/ (date of the request: 19.03.2018).

2 Alexander Tarasov. What is digitalization? December 21, 2018. URl: http: //platforum.online/
poleznoe/articles/chto-takoe-czifrovizacziya/ (date of the request: 19.03.2018).

3 Tatyana Serykh. Accenture. Digitization. III Conference «Technologies in the field of oil ex-
ploration and production», 2017. – slide 12. URl: http: //techneft.ru/images/doc/sekcii/06_in-
formatizaciya/8_accenture.pdf (date of the request: 19.03.2018).

4 ibid.
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 9 mobile and wearable devices.
 9 Automation.
 9 Robotization.
 9 integration technology platforms.
 9 model of digital customs and its variants.

Fig. 5. Technology groups for digital decision

We believe that the approaches outlined in the presentation of T. serykh on 
digitalization should be interpreted through the prism of the formation of the in-
stitution of digital customs. in particular, it is possible to single out the follow-
ing success factors in digitalization for customs:

1. Building a flexible and efficient management system in customs accord-
ing to the methodology of flexible management of digital projects.

2. Effective involvement of customs officials who work directly «on the 
ground (land)» and the spread of innovative culture within the customs.

3. Development of a digital ecosystem in the customs service: building 
a system of work with various ecosystem participants within the framework of 
customs legal relations.

Note: the terms «ecosystem» and «platform» are united by the general term 
«technological habitat», in which the user can create for himself a friendly 
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environment (technological, instrumental, methodical, documentary, partner-
ship, etc.) for himself, to solve classes of tasks.1

4. Development of new competencies in the field of modern (breakthrough) 
digital technologies:

 9 Advanced analytics.
 9 Artificial Intelligence.
 9 Robotization.
 9 mobile and wearable devices.
 9 integration and technology platforms.2

5. Application of new organizational and management approaches:
 9 Create a dedicated organizational unit for managing digital transformation. 
 9 Design thinking.
 9 Flexible integration approaches to project implementation.
 9 new approaches to the development and support of solutions.

6. Attraction, retention, motivation and development of digital talents (cre-
ation of values and culture aimed at attracting, retaining and motivating other 
types of customs officers).

7. Generalization of ideas, development and implementation of initiatives:3 
the creation of a working group (advisory body) at Customs administration on 
issues of its digitalization.

2.4.3. customs (customs administration) and digital customs

The delegates who participated in the session of the Policy Commission re-
viewed the use of new technologies, including from the point of view of cus-
toms, and not from the point of view of IT. For this case, we are talking about 
the management system in customs and personnel matters.4 nevertheless, this 
circumstance gives grounds to single out the customs (customs administration, 
customs business) as a separate group of issues within the framework of the 
formation of the digital customs institute.

1 see Khalin V.G., Chernova G.V. Digitization and its impact on the Russian economy and society: 
advantages, challenges, threats and risks // Power and Economy № 10, 2018. – P. 47. URL: https: //
sziu.ranepa.ru/images/nauka/Uk_Doi/10_18/khalin_10_18.pdf (date of the request: 18.03.2019).

2 see presentation of Tatyana serykh. Accenture. Digitization. iii Conference «Technologies in 
the field of oil exploration and production», 2017. ‑ Slide 22. URL: http: //techneft.ru/images/
doc/sekcii/06_informatizaciya/8_accenture.pdf (date of the request: 19.03.2018).

3 ibid. 
4 To introduce the position (appoint) of the data manager or technology manager.3
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For reference, we note that in a narrow sense, customs administration means 
a set of methods and means of ensuring compliance with the measures of cus-
toms and tariff regulation and the prohibitions and restrictions associated with 
the movement of goods and vehicles across the customs border.1 Today this 
term2 is not used in the law of the Eurasian Economic Union. However, in the 
studied context (without going into scientific discussions) for this case, we 
combine this term, including with the activities of the Customs authorities in 
the field of customs regulation, which includes establishing the procedure and 
conditions for the movement of goods across the Union’s customs border, their 
location and use in the customs territory of the Union or outside its borders, the 
procedure for performing customs operations related to the arrival of goods into 
the customs territory of the Union, their departure from the customs territory of 
the Union, temporary storage of goods, their customs declaration and release, 
other customs operations, the procedure for making customs payments, special, 
anti-dumping, countervailing duties and customs control as well as the regula-
tion of power relations between Customs authorities and persons exercising the 
rights of possession, use and (or) disposal goods in the customs territory of the 
Union or beyond.3

The next important issue that concerns customs (customs administration) is 
the need to develop a methodology for evaluating the effectiveness and, accord-
ingly, indicators of the effective operation of digital customs. This topic was in-
directly addressed at the 74th meeting of the Policy Commission in the frame-
work of the discussions of delegates.

in other words, the recommendations of the international customs commu-
nity are a matter of interest, for example, in terms of organizing customs man-
agement through the prism of the digital customs institution as well as relevant 
indicators that characterize it.

To date, there are no methodological, scientific and practical developments 
of international experts in the analyzed field. And we believe that work in this 
direction should be intensified at least through the WCO Information Manage-
ment subcommittee, followed by communicating the results of work to the Per-
manent Technical Committee, the Policy Commission and the WCo Council.

1 Customs (customs business). URL: https: //ru.wikipedia.org/Таможенное_дело (date of the 
request: 19.03.2019). 

2 Customs administration, customs business.
3 item 1 of Article 1 of the Customs Code of the Eurasian Economic Union. Annex 1 to the 

Treaty on the Customs Code of the Eurasian Economic Union. legal portal of the Eurasian 
Economic Union. URl: http: //docs.eaeunion.org/docs/ru-ru/01413569/itia_12042017 (date 
of the request: 19.03.2018).
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2.4.4. Management mechanism, customs administration  
in the context of the development of digital customs

A separate set of issues that drew the attention of delegates to the 74th meet-
ing of the Political Commission is the governance mechanisms in the context 
of the formation of the digital customs institution. in publications on the dig-
italization of the organization, first of all, they recommend conducting a com-
prehensive study. The manager needs to possess information about the impact 
of new conceptual approaches and technologies on business processes in the 
framework of digitalization. you need to know the current capacity and capa-
bilities, the results of work that require changes as well as the target state of the 
organization at which the desired results can be achieved.1 The gap between 
current capabilities and the target state is transformed into a «road map» that 
can be realized based on business and operating priorities.

According to R. sivaraman, a number of questions arise in the process of 
digitalization: the subjects that initiate the digital transformation; what can be 
achieved through organization digitalization; digitalization goals; digitization 
of business processes is a digital project or something more; where to start; 
those responsible for conceptualization and implementation; where is the orga-
nization today in terms of opportunities; what can be done independently, and 
in what cases the involvement of external specialists is required; how to ensure 
the flexibility of large ecosystems; how to take advantage of the technological 
evolution associated with the layers of technical architectures, while avoiding 
the trap of proprietaryity?2 since customs is an organization with its own man-
agement mechanisms, the listed topics, in our opinion, can be viewed through 
the prism of the organization of its activities.

Returning to the meeting of the Policy Commission, we list some interesting 
theses on this area of customs digitization:

With the formation of the digital customs institute, the WCo member coun-
tries will be able to revise the customs development strategy in the organiza-
tional and operational plan.

Customs administrations should develop in the direction of digital customs, 
and in terms of automation, customs should keep pace with economic operators.

1 Rajiv Sivaraman. What is the «digitalization» of the enterprise? URl: http: //ua.automation.
com/content/chto-takoe-cifrovizacija-predprijatija (date of the request: 19.03.2018).

2 Proprietary, private or proprietary software (proprietary software) - software that is the pri-
vate property of the authors or rightholders and does not meet the criteria for software freedom 
(it’s about freedom, not just software openness) // Dictionary Academician. URl: https: //dic.
academic.ru/dic.nsf/ruwiki/1108255 (date of the request: 19.03.2018).
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The introduction of the digital customs institute contributes to the rapid cus-
toms clearance of goods as well as the prompt resolution of issues related to the 
law enforcement activities of the Customs authorities.

in addressing the development of digital customs, all issues related to the 
use of advanced technologies need to be addressed with the active participa-
tion of customs officers and individuals who are responsible for the organiza-
tion’s policy issues, not just iT specialists.

The management of the digital customs development process should be car-
ried out not by an iT specialist, but by an executive who has experience in the 
customs field.1

The creation of digital customs involves the study of government experi-
ence in the use of technology when interacting with economic operators.

As part of the formation of the digital customs institute, the issue of pub-
lic-private partnership should be considered to address the problem of iCT ac-
quisition (with limited financial resources).

Customs administrations need to consider developing new business continu-
ity plans.

The Global Customs network (GnC) plays an important role in the devel-
opment of the digital customs institution. it allowed the development of global 
standards that facilitate the creation of digital customs.

An important aspect of the formation of the digital customs institution is 
change management. For reference: in the theory of management, «change 
management» means the ability to conduct them in adequate time, achieve 
goals, reduce resistance to change, increase the adaptation of workers to them. 
in a strategic context, «change management» means the inclusion of permanent 
changes in management practices so that they become familiar and expected for 
all organization staff, and their temporary absence would be alarming and dis-
turbing.

2.4.5. customs operations (business processes)  
in the framework of digital customs

We call the positions of the delegates of the Policy Commission for the 
modernization of customs operations (business processes) in the framework of 

1 item 247. Report to the Policy Commission. Policy Commission, 74th session. Punta Cana, 
7–9 December 2015. Doc. sP0550E1a. Brussels, 27 January 2016. – P. 49.
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the development of digital customs as no less interesting and important block. 
Among them are the following:

 − it is necessary to revise customs operations in view of the development 
of advanced information technologies.

 − The technology should not be considered as the only solution to the prob-
lems of customs administration.1

 − Before automating existing customs operations (business processes), an 
analysis is required of whether this process is really needed in its current form, 
or it can be simplified, or be abandoned altogether. In our opinion, this thesis is 
successfully matched with the concept of optimizing (reengineering) business 
processes as part of building a «single window» mechanism.

 − The formation of the digital customs institute involves the optimization 
of customs operations (business processes).

 − Customs administrations have different goals when introducing automa-
tion or information technology.

 − in modern conditions of development of customs regulation, the harmo-
nization of customs operations within the framework of customs digitization is 
an important direction in the development of customs affairs.

 − The high costs and complexity of providing funding for upgrading sys-
tems and automated customs operations (business processes) are one of the 
challenges for the development of the digital customs institution.

 − Effective automation of customs operations (business processes), in-
cludes «single window», Time Release study, risk management and informa-
tion exchange.

 − Creating a digital customs involves the formation of a long-term vision 
of an automated electronic design system.

 − improving customs administration in the framework of the development 
of the digital customs institute provides for the use of Data mining to determine 
the objects of control.

 − The improvement of customs operations (business processes) within the 
framework of customs digitization should take into account the development of 
the institution of electronic payments and digital signatures.

 − When performing customs operations using iCT, it is important to pay at-
tention to flexibility and individual approach in the provision of services.

1 item 248. Report to the Policy Commission. Policy Commission, 74th session. Punta Cana, 
7–9 December 2015. Doc. sP0550E1a. Brussels, 27 January 2016. – P. 49.
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2.4.6. Risk Management system and digital customs

The risk management system along with the «single window» mechanism is 
associated with automation (customs operations).

For risk management purposes, you must use big data. in this context, the 
issues of information management and its optimization are relevant.

2.4.7. subject composition of legal relations within the framework  
of digital customs

To understand digital customs as an integrated legal phenomenon, it is very 
important to determine its scope, which includes, among other things, the com-
position of the subject. in our opinion, digital customs is not just iCT. The anal-
ysis of the WCo materials leads to the conclusion that it is also a mechanism, 
an environment, an administrative regime in which various participants in cus-
toms legal relations are covered as well as spheres of state regulation in the con-
text of customs administration. Accordingly, to build a digital customs model, 
it is necessary, as noted above, to determine its scope. Among the positions 
voiced by the delegates of the Policy Commission on the subject of the compo-
sition of the subject, we highlight the following:

The creation of digital customs involves interaction with government and 
foreign trade operators, especially when it comes to single-window projects.

The existence of interconnection and exchange of information between the 
Customs administrations concerned is an important element in the construction 
of digital customs.

interaction with operators and public authorities can be carried out through 
mobile technologies.

There should be no legal restrictions on the transfer of data by other govern-
ment agencies, such as tax authorities.

speaking about the scope of digital customs, one cannot turn to the experi-
ence of the Eurasian Economic Union as well as the customs bloc of the Eur-
asian Economic Commission, whose experts, with the active participation of 
the EEU member states, have developed a reference model for a «single win-
dow». so, in 2015 An Action Plan was prepared for the implementation of the 
main directions of the development of the «single window» mechanism in the 
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system of regulation of foreign economic activity. This document defines the 
scope of the reference model.1

The reference model of the national «single window» mechanism (hereinaf-
ter – «reference model») is a tool to simplify international trade procedures in 
order to optimize public procedures related to foreign economic activity, and to 
create conditions for carrying out electronic transactions and e-commerce. The 
reference model is intended to ensure the transition to a qualitatively new level 
of development of the national «single Window» mechanisms to create condi-
tions to reduce the transaction costs of persons engaged in foreign economic ac-
tivity and providing services in this area and to reduce administrative costs in 
the work of state authorities of the member states regulating foreign economic 
activity.2

The reference model applies to:
1) spheres of state regulation: the sphere of customs, foreign exchange, tax, 

customs and tariff, non-tariff and technical regulation, the sphere of applica-
tion of sanitary, veterinary and sanitary, phytosanitary quarantine measures, the 
sphere of regulation of financial services (banking, insurance), transport and 
transportation, safety and protection of intellectual property rights;

2) types of activities: foreign trade, activities for the provision of transporta-
tion and logistics services, financial services (banking, insurance) as well as ac-
tivities in the field of customs affairs;

3) subjects:
state authorities of the Member States: in the field of customs, taxation, cus-

toms and tariff and non-tariff regulation; state authorities of the member states:
issuing permits related to foreign economic activity, transport control, san-

itary, veterinary and sanitary, phytosanitary quarantine control (supervision), 

1 Kadyrkulov M.A., Mozer S.V. improvement of instruments of customs administration: inter-
national and legal aspect (The Revised kyoto Convention management Committee): mono-
graph / m.A. kadyrkulov, s.v. mozer. moscow: Publishing House of the Russian Customs 
Academy, 2018. – P. 170. URl: http: //customs-academy.net/wp-content/uploads/2018/11/
kadyrkulov-mozer_kyoto.pdf (date of the request: 19.03.2018).

2 Chapter 5 of Action Plan on implementation the main Directions for Development of the 
«single Window» mechanism in the system of Regulation of Foreign Economic Ac-
tivity. Approved by the Decision № 19 of the Supreme Eurasian Economic Council 
of may 8, 2015 // Collection of regulatory legal acts to implement and develop the «sin-
gle window» mechanism in the member states of the Eurasian Economic Union for 
2014–2015. URl: http: //www.eurasiancommission.org/ru/act/tam_sotr/edinoe_okno/
Documents/%D0%A1%D0%B1%D0%BE%D1%80%D0%BD%D0%B8%D0%BA_ 
%D0%9D%D0%9F%D0%90_%D0%B0%D0%BD%D0%B3%D0%BB_All_2.pdf (date of 
the request: 19.03.2018).
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control (supervision) over compliance of technical regulations, export, radia-
tion, foreign exchange and other forms of state control;1

organizations authorized to issue permits, including chambers of commerce, 
certification bodies and testing laboratories (centers) performing the work in the 
field of assessment (confirmation) of compliance with technical regulations of 
the Union;

interested persons: legal entities and individual entrepreneurs engaged in 
foreign economic activity; persons carrying out activities in the field of customs 
affairs (customs agents (brokers), customs carriers, owners of temporary stor-
age warehouses, owners of customs warehouses, owners of free warehouses, 
owners of duty free shops); Authorized Economic operators; freight forward-
ers, logistics companies, carriers, express carriers; administrations of air ports, 
road and rail border crossing points; banks and insurance companies; patent or-
ganizations (patent attorneys), postal operators and other organizations.2

As it can be seen, the definition of the scope allowed the EEC experts to 
clearly identify the circle of subjects and legal relations with their participation, 
the spheres of state regulation as well as the types of activities. We believe that 
a similar approach can be indicated either in the Digital Customs Concept.

2.4.8. Instruments used to support digital customs

According to the ozhegov Explanatory Dictionary, an instrument is a tool, 
a method used to achieve something.3 in our case, by instruments we mean the 

1 kadyrkulov m.A., mozer s.v. improvement of instruments of customs administration: inter-
national and legal aspect (The Revised kyoto Convention management Committee): mono-
graph / m.A. kadyrkulov, s.v. mozer. moscow: Publishing House of the Russian Customs 
Academy, 2018. – P. 172. URl: http: //customs-academy.net/wp-content/uploads/2018/11/
kadyrkulov-mozer_kyoto.pdf (date of the request: 19.03.2018).

2 scope of the reference model. Chapter 5 of Action Plan on implementation the main Direc-
tions for Development of the «single window» mechanism in the system of Regulation of For-
eign Economic Activity. Approved by the Decision № 19 of the Supreme Eurasian Economic 
Council dated may 8, 2015 // Collection of regulatory legal acts to implement and develop the 
«single Window» mechanism in the member states of the Eurasian Economic Union for 2014-
2015. – P. 34–35. URl: http: //www.eurasiancommission.org/ru/act/tam_sotr/edinoe_okno/
Documents/%D0%A1%D0%B1%D0%BE%D1%80%D0%BD%D0%B8%D0%BA_%D0 
%9D%D0%9F%D0%90_%D0%B0%D0%BD%D0%B3%D0%BB_All_2.pdf (date of the re-
quest: 19.03.2018).

3 Dictionary of ozhegov. Academician.URl: https: //dic.academic.ru/dic.nsf/ogegova/74770 
(date of the request: 21.03.2019).
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means used to ensure the functioning of digital customs or, in a different way, 
the realization of the concept of digital customs development.

Among the instruments that were announced at the 74th meeting of the 
WCo Policy Commission in the context of digital customs, we single out 
a «single window» (at the national and regional level), Data model, Big data, 
Data mining, Cloud storage, Risk management system, Mobile phones. To the 
instruments used to ensure the functioning of digital customs, we certainly in-
clude breakthrough information and communication technologies.

2.4.9. Technologies promoting development of digital customs  
in the system of customs administration

By information technologies we understand the processes, methods of 
searching, collecting, storing, processing, providing, distributing information 
and ways of implementing such processes and methods.1 Accordingly, under the 
customs information technology should be understood the same elements (phe-
nomena) in the framework of customs relations. it should be noted that customs 
operations can be performed using information systems and information tech-
nologies of customs authorities, declarants and other interested parties as well 
as information systems of state bodies of member states in the framework of in-
formation interaction.2 We add that the information systems of the customs au-
thorities contain an ordered set of documented information (databases, other ar-
rays of information), which is called the information resources of the customs 
authorities.

Among the abstracts positioned by the delegates of the WCo Policy Com-
mission on the use of perspective information technologies within the frame-
work of the Digital customs institute, we highlight the following:

 − WCo member countries do not have the same level of development or 
equal access to information technologies.

1 Item 2 of Article 2 of the Federal Law of July 27, 2006 №. 149‑ФЗ № «On Information, In-
formation Technologies and information Protection» (with amendments and additions) // le-
gal information Portal Garant. URl: https: //base.garant.ru/12148555/ (date of the request: 
20.03.2019).

2 item 1 of Art. 365 of the Customs Code of the Eurasian Economic Union. Annex 1 to the 
Treaty on the Customs Code of the Eurasian Economic Union. legal portal of the Eurasian 
Economic Union. URl: http: //docs.eaeunion.org/docs/ru-ru/01413569/itia_12042017 (date 
of the request: 21.03.2019).
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 − Digital technologies and instruments are now part of the working life of 
people and their social life.

 − The technology cannot be considered as the only solution to the prob-
lems of customs administration (regulation).1

 − new technologies are both an opportunity and a problem in terms of in-
terconnectedness.

 − Mobile technologies (and their applications) in the field of customs ad-
ministration should provide access to the whole range of services; among their 
characteristics – great flexibility and individual approach to the user, the ability 
to quickly interact with the customs networks.

The purpose of mobile technologies is to ensure the convergence of Cus-
toms authorities with economic operators and government authorities that con-
trol foreign trade operations.

The WCO delegates identified hot issues of digital customs within the 
framework of information customs technologies (Fig. 6)

(1) the use of analytics and artificial intelligence;
(2) development of the «single window» mechanism;
(3) automation of customs operations;
(4) remote data processing at the border;
(5) remote control;
(6) interoperability of technology;
(7) the use of mobile iCT applications to connect customs departments on 

customs administration issues through mobile phones;
(8) the use of laptops by border officials;
(9) the use of seals, tracking device to detect and track goods being moved;
(10) scanners;
(11) unmanned aerial vehicles;
(12) biometrics and face recognition technology;
(13) new technologies in the field of customs administration related to secu-

rity.
information customs technologies should be introduced into the system of 

customs administration, primarily from the point of view of the organization of 
customs, and not from the point of view of iT.

The organization of work (management) in customs on the application of 
ICT should be an executive who has experience in the customs field, and not in 

1 item 248. Report to the Policy Commission. Policy Commission, 74th session. Punta Cana, 
7–9 December 2015. Doc. sP0550E1a. Brussels, 27 January 2016. – P. 49.
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the field of information technology.1 it follows that information customs tech-
nologies are derived from the control mechanisms at the customs, the tasks 
assigned to the customs service as well as customs operations (business pro-
cesses) administered by the customs.

Fig. 6. Topical issues of digital customs within the framework of ICT

When developing information technologies (for customs purposes) it is 
necessary to hold consultations with large iT companies on how technologies 

1 item 247. Report to the Policy Commission. Policy Commission, 74th session. Punta Cana, 
7–9 December 2015. Doc. sP0550E1a. Brussels, 27 January 2016. – P. 49.
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can be used in solving various customs tasks. it is very important to combine 
knowledge and know-how.

2.4.10. single window and digital customs, their relationship  
and correlation in the field of customs regulation

in the framework of the 74th session of the Policy Commission, the issue 
of applying the «single window» mechanism in the context of the formation of 
the digital customs institution was raised. Until now, there are no scientific and 
practical judgments about the ratio of digital customs and single window in the 
system of regulation of foreign economic activity. For example, matters of in-
terest are the answers to the questions: what comes first, and what comes sec-
ond (digital, electronic customs or the «single window» mechanism)? is digi-
tal customs a «single window» mechanism, but only within the framework of 
customs legal relations? if yes, then why they limit the understanding of digital 
customs (as a complex phenomenon) by means of its relation to iCT? Turning 
to the practical aspects of the meeting of the Policy Commission, let us list the 
delegates’ theses on the analyzed issue:

 − The «single window» is an important project in the context of the forma-
tion of the digital customs institute.

 − The «single window» is a technology that already exists and is available 
to many Customs administrations of the WCo member states. it is important to 
create a «single window» environment at both the national and regional levels.

 − Today, areas that use effective automation include «single window», risk 
management and information exchange.

 − Regional integration, including the adoption of a regional «single win-
dow», may not be suitable for all WCo member countries or all regions.

 − When forming the institution of digital customs, developers may face 
a lack of political will and financial constraints (the «single window» precedent).

2.4.11. supply chain security of goods  
and the institution of authorized economic operator

one of the important problems which was paid attention to at the meetings 
of practically all working bodies of the WCo is the supply chain security of 
goods. The session of the Policy Commission was not an exception. Discuss-
ing the development of digital customs, delegates called on the international 
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customs community to focus on digital trade at a broader level, covering the en-
tire supply chain of goods. As part of the discussions, the issue of the develop-
ment of the institution of an authorized economic operator was raised. Among 
other things, the question was raised of the general relationship between the 
Trusted operators (AEo) programs, the exchange of information and the neces-
sary support for capacity building development.

2.4.12. Regional integration and digital customs

The subject of creation of digital customs touched upon the issue of regional 
integration. in particular, the delegates of the Policy Commission stressed that 
in the context of the Global Customs network (GnC) it is important to develop 
a strategy that would allow all members of the region to participate in regional 
integration. As noted above, GnC plays an important role in the development 
of the digital customs institution and allows for the development of global stan-
dards that facilitate the creation of digital customs. in addition, representatives 
of the WCo drew attention to the harmonization of data at the regional level, 
and also discussed the development of the «single window» mechanism at the 
regional level.

2.4.13. legal issues of the organization  
of the functioning of digital customs

Formation of the digital customs institution along with the presence of polit-
ical will and financial resources requires a serious legal basis. This topic is also 
relevant for regional associations. This issue was analyzed by the WCo del-
egates. With regard to digital customs, there should be no legal restrictions on 
the transfer of data by other government agencies such as tax authorities. Ac-
cording to experts, some developments, such as electronic signatures and elec-
tronic bills of lading, do not create problems from a technological point of view, 
but sometimes problems arise when it comes to their legal acceptability.

2.4.14. capacity building, personnel issues

Conducting an effective personnel policy is an important aspect of the func-
tioning of modern customs. in this context, the issue of capacity building is not 
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remained aloof. At the 74th meeting of the Policy Commission, these issues 
were considered as part of the formation of the digital customs institute. This 
group (thematic issue) included the following delegate positions:

in the light of the creation of digital customs, the potential for training cus-
toms officers of tomorrow should be increased.

issues related to the use of new information technologies in customs should 
be addressed directly to staff, not just information technology specialists. For 
Customs administrations, it may be useful to introduce a position of Chief Data 
Officer or Chief Technology Officer, to see how new technologies can be used, 
but from a customs point of view, and not from an iT point of view.

The work in the field of information technology in customs should be man-
aged by a person who has experience in the customs field, and not IT.1

To ensure the development of the digital customs institute, it is necessary to 
introduce a highly specialized personnel position – data analyst. in addition, it 
is recommended the introduction of the post of targeted experts.

Human resources and staff development for further education are another 
key factor that requires considerable effort on the part of Customs administra-
tions.2

2.4.15. Problematic issues of implementation  
of the digital customs institute

The analysis of the problematic issues of development of the digital cus-
toms institution at the time of the 74th session of the WCo Policy Commission 
allowed to form the following vision:

 − lack of appropriate legal framework to support digital customs.
 − iCTs are costly in terms of both the acquisition and maintenance of 

equipment.
 − High costs and availability of automated processes (for customs opera-

tions, business processes).
 − The presence of a «digital divide» and, therefore, problems of informa-

tion systems compatibility.
 − The problem of cybersecurity (data security, confidentiality), data integ-

rity, reducing the time (period) between the request for data and their actual 

1 item 247. Report to the Policy Commission. Policy Commission, 74th session. Punta Cana, 
7–9 December 2015. Doc. sP0550E1a. Brussels, 27 January 2016. – P. 49.

2 item 253. ibid. – P. 50.
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receipt. Data analytics, among other things, acts as a key solution to emerging 
problems.

 − Potential security threat posed by Сloud storage.
 − The Customs administrations of the WCo member states have different 

levels of implementation, application and ownership of new information tech-
nologies.

 − The issue of data harmonization at the regional level, especially in the 
context of the «single window». Along with this, it is necessary to ensure high 
quality data, their timely receipt.

2.4.16. additional themes for the digital customs concept

The delegates of the Policy Commission proposed to include the following 
topics (themes) in the concept of digital customs:

Customs dematerialization (to include in the subject of «reform and mod-
ernization»).

Change management and fraud in commerce.
interoperability of technology.
security issues and e-commerce.
Digital trade and secure supply chain.
increase of trust in the framework of the theme «modernization and re-

form».

2.4.17. The role of the World customs organization  
in the formation of the institution of digital customs

According to the Policy Commission delegates opinion the WCo should 
perform the monitoring function as well as disseminate best practices.

2.4.18. conclusions on § 2.3 – § 2.4

in light of the above, we formulate the conclusions:
1. The industrial revolution is currently going beyond the use of electron-

ics and information technology in the direction of the next development – the 
digital world based on the cyber-physical system which is sometimes called the 
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«internet of things».1 Accordingly, the transformation of customs, its mecha-
nisms of management, administration, technology, information systems, soft-
ware products into the digital world makes it digital.

2. Digital Customs constituted a means, rather than an end in itself, and 
the aim should not be to digitalize the existing bureaucratic processes, but to 
review them first in order to achieve the best possible result.2 Digitalization 
should be considered as part of an «integrated customs» system.

3. One of the important working documents of the WCO which reflects the 
vision of digital customs and the concept of its development, is the «A strate-
gic Approach to support iCT-enabled Customs and Cross-Border Regulatory 
Reform through WCo Tools, instruments and Guidelines».3 it was presented at 
the 74th session of the WCo Policy Commission (December 7-9, 2015).

4. Digital customs can be formed as a strategic approach to supporting 
customs and cross-border reform in the field of ICT using WCO instruments, 
tools and guidelines.

Along with this, other definitions of the term «digital customs» are reflected 
in the WCo materials:

digital customs is a technical tool to support broad political goals;4

digital customs is a way of organizing customs in the digital age.5

The definition of digital customs by reducing the strategic approach to sup-
porting customs and cross-border reform only in the ICT field, in our opinion, is 
not ideal.

By the time of the 74th session of the Policy Commission and the consider-
ation of the formation of the digital customs institution, there is no official def-
inition of the term «digital customs». There are no clear indications of whether 
a digital customs institution is the same phenomenon as information customs 
technologies.

1 item 33. Report to the Policy Commission. Policy Commission, 74th session. Punta Cana, 
7–9 December 2015. Doc. sP0550E1a. Brussels, 27 January 2016. 

2 item 235. ibid.
3 Digital Customs. A strategic Approach to support iCT-enabled Customs and Cross-Bor-

der Regulatory Reform through WCo Tools, instruments and Guidelines. item xiv (b) on 
the Agenda. Policy Commission. 74th session. 74th session, 7–9 December 2015. Doc. 
sP0540E1a. Brussels, 11 november 2015.

4 item 29. Digital customs. item vii.d on the Agenda. Permanent Technical Committee 209th / 
2010th sessions, 14–16 october 2015. Doc. PC0430E1a, Brussels, 03 August 2015 – P. 7. 

5 item 66. summary Report. 209th/210th sessions. Permanent Technical Committee, 14–16 oc-
tober 2015. Doc. PC0432E1a. Brussels, 17 november 2015. – P. 11.
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According to the author, topical issues of digital customs are: the essence 
of digital customs; main characteristics; description and assessment of the state 
of digital customs and the situation in the operating environment; develop-
ment objectives of digital customs for the near future; problems and tasks to be 
solved; expected results and state of digital customs; indicators characterizing 
the activities of digital customs; characteristic of the digital customs manage-
ment system; the relationship of the digital customs institute with the «single 
window» mechanism, Big data, Data mining, Data model, information commu-
nication technologies; digital customs and customs operations; digital customs 
in the context of the institutions of customs law, etc.

5. As of December 2017 it was formed the guidelines regarding the future 
formation and development (maturation) of the digital customs concept. The 
subject of digital customs which was identified at the 209/2010 session of the 
PTC in october 2015, consists of leadership; legal framework; modernization 
and reform; protection of society; communications; coordinated border man-
agement.

6. in the WCo working materials for the meeting of the Policy Commission, 
digital customs, in our opinion, is considered in a narrow sense and through 
the prism of the WCo instruments related to iCT. obviously, the digital cus-
toms theme is formed on the basis of the following approach: the entire set of 
the WCO instruments and tools from the ICT field is analyzed, grouped into 
blocks, and, as a result, digital customs is shaped into topics that will be incor-
porated into the digital customs concept.

7. The Concept of digital customs was proposed at the session of the Pol-
icy Commission. According to the author, this concept reflects a narrow un-
derstanding of digital customs. The Concept occupies one page and consists of 
a figure, represented by 6 blocks,1 which summarizes the vision of digital cus-
toms. The proposed Concept is intended to provide a thematic review of exist-
ing instruments and tools for the WCo. its purpose is to serve as a conceptual 
basis for supporting the Administrations of member countries in understanding 
and applying the instruments, tools and guidelines related to iCT that have al-
ready been developed by the WCo.

In our opinion, the Concept of digital customs as a system should be 
somewhat different – in shaping a global vision and understanding of digital 
customs itself in the context of administrative, legal, organizational, techno-
logical, technical, methodological aspects.

1 leadership; legal basis; modernization and reform; protection of society; communication; co-
ordinated border management.
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The proposed Concept does not determine the path of transition from the 
current position of the object (customs) to the desired (digital customs) in ac-
cordance with the goals set by the subject of management; there is no general 
description and assessment of the state of digital customs and its position in the 
external environment; problems and tasks that should be solved to achieve stra-
tegic goals are not identified; there is no description of the management system 
that ensures the achievement of the strategic goals of digital customs, etc.

8. Delegates of the Policy Commission were invited to:
step 1: include the Digital customs concept in the iT Guide for Executives.
2nd step: prepare of a structured proposals which were voiced by morocco 

at the 209/2010 session of the PTC on october 14-16, 2015.
We believe that the third step (stage) should be related to the consideration 

of the digital customs institution through the prism of all WCo tools, and not 
just the iT Guide for Executives.

9. it was carried out the analysis of issues considered by the Policy Commis-
sion on the formation of the institution of digital customs. Based on the analysis 
of the issues considered by the delegates, we have formed their classification:

 9 Conceptual apparatus.
 9 The digitization of customs as a result of the digital revolution, as a phe-

nomenon and process.
 9 Customs administration and digital customs.
 9 Practical aspects of the implementation of the digital customs institution.
 9 management mechanism, customs regulation in the context of the devel-

opment of digital customs.
 9 Customs operations (business processes) in the framework of digital cus-

toms.
 9 Risk management system (Rms) and digital customs.
 9 subject composition of legal relations within the framework of digital 

customs.
 9 instruments used to ensure the operation of digital customs.
 9 Technologies promoting the development of digital customs in the sys-

tem of customs regulation.
 9 single window and digital customs, their relationship and correlation in 

the field of customs.
 9 E-commerce and the impact of customs on trade facilitation.
 9 supply Chain security of goods.
 9 institute of the authorized economic operator.
 9 Regional integration and digital customs.
 9 legal issues of the organization of the functioning of digital customs.
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 9 institutional development, personnel issues.
 9 international instruments to improve customs administration and digital 

customs.
 9 Problematic issues of the introduction of the digital customs institution.
 9 Additional topics for the digital customs concept.
 9 suggestions for improving the digital customs institution.

Analysis of the development of the digital customs institution confirms 
our thesis that digital customs is a complex phenomenon that should be con-
sidered in a broad sense, not limited to identifying it only with ICT.

We believe that for the study of the analyzed institution, the proposed the-
matic classification of digital customs can be used in the preparation of ques-
tionnaires for the preparation of a separate WCo Guide for digital customs

10. The creation of digital customs involves the revision of the strategy for 
the development of the Customs service in the organizational and operational 
terms.

11. A topical issue of customs administration is the creation of a methodol-
ogy for evaluating the effectiveness and performance indicators of digital cus-
toms. such a technique (tool), in our opinion, should be created on the WCo 
platform. To date, there are no methodological, scientific and practical develop-
ments of international experts in the analyzed field. In our opinion, the work in 
this direction should be intensified through the WCO Information Management 
subcommittee with subsequent reporting of the results to the Permanent Tech-
nical Committee, the Policy Commission and the WCo Council.

12. The development of the Concept of digital customs assumes its wide 
discussion with representatives of the business community as well as govern-
ment authorities controlling external economic activity.

13. Customs digitalization should be understood as the use of breakthrough 
technologies that transform operational processes and business models by re-
placing or supplementing a customs official based on the use of advanced ana-
lytics, artificial intelligence, mobile and wearable devices, robotization and in-
tegration technology platforms. The digitization of customs involves a contin-
uous process of improvement and transformation of customs administration 
through the search, piloting and implementation of new breakthrough solutions 
in the field of customs.1

1 see Tatyana Serykh. Accenture. Digitization. III Conference «Technologies in the field of oil 
exploration and production», 2017. – slide 11. URl: http: //techneft.ru/images/doc/sekcii/06_
informatizaciya/8_accenture.pdf (date of the request: 19.03.2018).
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14. Digital customs can be seen in the processes of automation, digitaliza-
tion, and digital transformation.

Automation is the transfer of existing «as it is» processes in the customs ad-
ministration to the base of computer calculations, electronic storage and data 
exchange.

The digitization of customs administration (regulation) is a change in cus-
toms operations (business processes) of customs «as it should be» in such a way 
that they more closely match the new tools and technologies of the digital envi-
ronment (economy).

Digital transformation of customs activities means changing the model of 
customs administration (regulation): strategies, processes (customs operations), 
organizational structure of customs, financing, organizational and legal mech-
anisms for the most effective use of the capabilities of the digital environment 
(economy).1

15. A customs decision can be called digital if it is based on one of the fol-
lowing technology groups: advanced analytics (Advanced analytics and Big 
data); artificial intelligence (for example, computer vision, speech interface); ro-
botization (robots and drones); mobile and wearable devices (mobile solutions, 
wearable technologies, for example, electronic customs seals); integration tech-
nology platforms (industrial internet of things, Cloud technologies, electronic in-
teraction and social networks, accelerated / quantum computing, blockchain.2

16. Creating a model of digital customs requires the study of the following 
elements in one coordinate system: the use of breakthrough (digital) technolo-
gies; transformation of operational processes (customs operations); optimiza-
tion (reengineering) of business processes (customs operations); business mod-
els; advanced analytics; artificial intelligence; mobile and wearable devices; au-
tomation; robotization; integration technology platforms; digital customs model 
and its variants.

17. improving customs administration (regulation) as part of the devel-
opment of the digital customs institute provides for the use of Data mining to 
identify objects of control.

18. By the term «information technology» we understand the processes, 
methods of searching, collecting, storing, processing, providing, distributing in-
formation and ways of implementing such processes and methods. Accordingly, 

1 see Pavel Borovkov. What is digitalization? December 21, 2018. URl: http: //platforum.on-
line/poleznoe/articles/chto-takoe-czifrovizacziya/ (date of the request: 19.03.2018).

2 see Tatyana Serykh. Accenture. Digitization. III Conference «Technologies in the field of oil 
exploration and production», 2017. – slide 12. URl: http: //techneft.ru/images/doc/sekcii/06_
informatizaciya/8_accenture.pdf (date of the request: 19.03.2018).
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under the «information customs technology» it should be understood the same 
elements (phenomena) in the framework of customs relations.

Topical issues of digital customs in the framework of iCT include the fol-
lowing: the use of analytics and artificial intelligence; development of the «sin-
gle window» mechanism; automation of customs operations; remote data pro-
cessing at the border; remote control; functional (operational) compatibility; 
use of mobile iCT applications.

information customs technologies should be introduced into the system of 
customs administration, primarily from the point of view of the organization of 
customs, and not from the point of view of iT. They are derived from the man-
agement mechanisms at customs, the tasks assigned to the Customs service as 
well as customs-administered customs operations (business processes).

19. The «single window» is an important project (mechanism, technology, 
legal phenomenon) in the context of the formation of the digital customs insti-
tution. it is important to determine the ratio of digital customs and the «single 
window» mechanism.

20. During the discussions, a special point of view was expressed about the 
relevance of the topic of digital customs for 2016 and the need to focus on these 
issues for the effective implementation of the Agreement on Trade Facilitation. 
According to our opinion, the thesis «digital customs for the implementation of 
the Bali Agreement» is a priori incorrect.

2.5. The Year of Digital Customs (2016)

The World Customs organization dedicated 2016 to the theme «Digital Cus-
toms» under the slogan «Progressive Engagement». it was assumed that the WCo 
Members will be able to promote innovations in the field of digital customs that 
they have implemented. By the International Customs Day scientifically interest-
ing explanations have been voiced with respect to the digital customs institute.

Thus, according to the WCo, the term «digital customs» refers to any au-
tomated or electronic type of activity that contributes to the effectiveness, effi-
ciency and coordination of customs activities, such as automated customs clear-
ance systems, the «single window» concept, electronic information exchange, 
websites to transmit information and ensure transparency, as well as the use of 
smartphones.1

1 Letter of the Secretary General Mr. Kunio Mikuriya. № 15. SLO314E. Brussels, 12 November 
2015.
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information and communication technologies, as the WCo notes, are cen-
tral to digital customs. They are not only ubiquitous in our workplaces, they 
are the main method of transmitting information to any corner of the planet. 
iCTs allow us to use automated customs clearance systems for receiving dec-
larations, risk management and selectivity, conducting inspection and process-
ing, and cargo clearance. They entail the creation of «single window» systems 
which are the leading innovation in trade facilitation. The roadmap for achiev-
ing digital customs is contained in Chapter 71 of the Guidelines to the General 
Annex to the Revised kyoto Convention of the WCo in the section «Applica-
tion of information and Communication Technologies».

According to the WCo, the new era of digital customs has changed the way 
customs works. Ultimately, this provides progressive interaction – enhanced ca-
pabilities for Customs administrations to communicate, process goods, receive 
and share information, coordinate actions at the border, cooperate in law en-
forcement and promote transparency. Thus, iCTs provide many positive results 
for the customs service:

 9 improving compliance by expanding access to regulatory information 
and functions, as well as services for entities engaged in international trade.

 9 more clearance for legitimate trading.
 9 improving coordination between Customs authorities, as well as between 

customs and other border regulatory authorities at the national and international 
level.

 9 increasing transparency in regulatory and decision-making processes.
 9 Using performance measurement to improve customs procedures and 

integrity, for example, using the methods presented in the WCo Performance 
measurement Contracts (PmC) Guide.

 9 improved detection of irregularities and illegal parties through effective 
data collection and analysis.

All these results lead to the achievement of customs goals, including im-
proved revenue collection, border security, collection of trade statistics and 
trade facilitation.

The WCo Communication to the international Customs Day (2016) notes 
that the international customs community with the motto «Digital Customs – 

1 Application of information and communication technology. Chapter 7. General Annex Guide-
lines. kyoto Convention. URl: http: //www.wcoomd.org/-/media/wco/public/global/pdf/top-
ics/facilitation/instruments-and-tools/tools/ict-guidelines/ict-guidelines.pdf?db=web (date of 
the request: 01.03.2019); General information: iCT Guidelines. World Customs organization. 
URl: http: //www.wcoomd.org/en/Topics/Facilitation/instrument%20and%20Tools/Tools/
iCT%20Guidelines (date of the request: 01.03.2019). 
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Progressive Engagement», signals its desire to further develop the direction of 
digital solutions and services in order to simplify business conditions for border 
agencies and customs officers, as well as the intention to more broadly intro-
duce advanced technologies, using Big data, Telematics and Cloud, to enhance 
operational efficiency and accelerate the modernization of business processes.1

To support WCo member countries in their efforts to further implementa-
tion of digital customs, the WCo has developed an extensive portfolio of in-
struments and applications. The organization recently tested to assess these 
iCT-related instruments and their intended purpose. This testing goes hand in 
hand with the ongoing work carried out by the WCo on the iCT Guide for Ex-
ecutives, which was developed in the form of a concise guide which briefly 
discusses the key aspects of development and deployment of iCT solutions 
for high‑ranking customs officials as well as directly for ICT project manage-
ment. The WCo notes that the technological environment is changing rapidly 
with the emergence of a number of key areas such as Cloud computing, mobile 
technologies, Advanced analytics and information management. Each of these 
technologies has a different impact on the role of customs and provides numer-
ous opportunities to expand links between Customs administrations, as well as 
with trade operators and other border agencies, thereby increasing productivity, 
which leads to accelerated economic growth.

Finally, it is noted that part of the work of the WCo in the coming months 
will be to monitor and disseminate best practices on such diverse topics as 
change management, personnel policy or information management. Therefore, 
during 2016, the WCo member countries were invited to promote and share in-
formation on how they adapt to the digital environment, how they use the po-
tential of iT, as well as how they implement and use digital technologies to ad-
vance and achieve their goals, and meet the expectations participants of foreign 
economic activity, transport and logistics operators and governments.2

2.5.1. conclusions on § 2.5

in light of the above, we formulate the conclusions for the paragraph:

1 Communication from the World Customs organization. international Customs Day 2016. 
URl: http: //www.wcoomd.org/-/media/wco/public/global/pdf/about-us/international-cus-
toms-day/2016/wco_sg-message-icd-2016-ru.pdf?db=web (date of the request: 09.03.2019). 

2 ibid. 
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1. 2.5 months after the 209/2010 session of the PTC and the Policy Com-
mission, the World Customs organization formally formulated a number of im-
portant provisions on the institution of digital customs. These provisions were 
announced by the international Customs Day, which is traditionally celebrated 
by the international customs community on January 26.

2. Without specifying specifically what is digital customs, the WCO stated 
the position that the term «digital customs» refers to any automated or elec-
tronic activity that contributes to the effectiveness, efficiency and coordination 
of customs activities, such as automated customs clearance systems, the «single 
window» concept, electronic information exchange, websites for transmitting 
information and ensuring transparency, and the use of smartphones.

let us ask ourselves whether an automated workplace of economic opera-
tor and its corresponding activity (electronic – from the WCO definition) when 
interacting with Customs authorities, for example, when submitting a declara-
tion or additional information about a product, is digital customs? is the use 
of a smartphone by an economic operator within its local automated system 
is a digital customs? Based on the proposed definition of the WCO, the an-
swer is likely to be positive. However, is this true? Here we are talking about 
«any electronic activity», but we call customs «digital» (!). And can we talk 
about e-customs in case of contact with any electronic or automated activity 
that contributes to the effectiveness, efficiency and coordination of customs ac-
tivities? let’s pay attention to another aspect. Accepting the above-mentioned 
definition of digital customs, we must agree with the thesis that the «single win-
dow» mechanism is, in fact, an electronic customs. But is it so? in our opin-
ion, first we need to determine the Reference model of digital customs, deter-
mine its scope, range of subjects, categories of legal relations and their subject 
matter. it is important to understand the relationship between digital customs 
and iCT, the «single window» mechanism, information systems, software, elec-
tronic (digital) activities, etc. it is clear that in order to adopt such a concept of 
digital customs, we need appropriate scientific and practical explanations. Oth-
erwise, it raises more questions than answers.

3. According to the WCo information and communication technologies, 
being the main method of transmitting information, occupy a central place in 
digital customs. let’s pay particular attention to the fact that for this case dig-
ital customs is not identified with ICT. And this, in our opinion, deserves at-
tention. iCTs really occupy an important place, but they are not digital cus-
toms in their pure form. Otherwise, based on the above‑mentioned definition 
of the term «digital customs», it can be erroneously argued that the «single 
window» mechanism is pure iCT. Despite this, the WCo strategic Plan, as 
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we indicated in § 2.2.31 of the monograph, is in fact equated with digital cus-
toms and iCT.2

4. it’s not easy for us to agree with the thesis that the Roadmap for achiev-
ing digital customs is contained in Chapter 7 of the Guidelines to the General 
Annex to the Revised kyoto Convention of the WCo in the section «Applica-
tion of information and Communication Technologies».3 The fact is that this 
Guide does not use the term «digital customs» at all. Accordingly, additional 
explanations are needed as to how the Guide can be a plan of action, especially 
when there is no Concept or Reference model of digital customs. on the other 
hand, for researchers who identify digital customs with iCT, the above-men-
tioned thesis on an action plan can be quite acceptable and undeniable.

5. Analysis of the WCo Communication for the international Customs Day 
(2016) allows to highlight characteristics (phenomena, mechanisms, advanced 
technologies, key areas, etc.), as well as the conceptual apparatus that comple-
ment the comprehensive picture of the digital customs institution being devel-
oped. Among them are the following:

 9 Automated activity.
 9 Electronic activity.
 9 Electronic solutions.
 9 Automated customs clearance systems.
 9 «single window» mechanism.
 9 Digital environment.
 9 Digital technologies.
 9 information and communication technologies.
 9 Use of the smartphone.
 9 Big data.
 9 Telematics.
 9 Cloud.
 9 Cloud computing.
 9 mobile technologies.

1 § 2.2.3 Positioning information Customs Technologies in the WCo strategic Plan.
2 see WCo strategic Plan 2016/2017 to 2018/2019. World customs organization. – P. 6. 

URl: http: //www.wcoomd.org/~/media/WCo/Public/Global/PDF/About%20us/Administra-
tive%20Documents/strategic%20Plan%20part%20i%20members%20and%20Public.ashx 
(date of the request: 06.03.2019). 

3 Application of information and communication technology. Chapter 7. General Annex Guide-
lines. kyoto Convention. URl: http: //www.wcoomd.org/-/media/wco/public/global/pdf/top-
ics/facilitation/instruments-and-tools/tools/ict-guidelines/ict-guidelines.pdf?db=web (date of 
the request: 01.03.2019). 
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 9 Advanced analysis tools and information management.
in our opinion, the listed elements are subject to further more detailed anal-

ysis in the context of the formation of the institute (agenda) of digital customs.

2.6. permanent technical Committee: Digital Customs agenda

In our opinion, the WCO Permanent Technical Committee plays a signifi-
cant role in improving customs administration and the development of appro-
priate WCo instruments. After serious discussions at the 74th meeting of the 
Policy Commission on the fate of digital customs as well as the formation of 
important provisions of the analyzed institute which are set out in the WCo 
message to the international customs day,1 the PTC began to consider the prac-
tical issues of the formation of the digital customs institution.

As part of the analysis, we turn to the agenda of the 211/212 session of the 
Permanent Technical Committee, which took place from march 2–4, 2016 at 
the WCo Headquarters. The following issues were addressed at the meeting:

a) Results of the discussion by the Policy Commission on digital customs.
b) The WCo Data model as a promotion (popularization) strategy for inter-

national organizations, regional organizations and the private sector.
c) «single window».

 9 Addition of a change to the single Window Compendium.
 9 Presentation of the African Union on E-Commerce.
 9 measurement (evaluation) of the results related to the «single window» 

(presentation of the organization for Economic Cooperation and Development).
d) Data security.
e) modernization of customs management using information and communi-

cation technologies (presentations by south Africa and the UsA).
e) Handbook of the Global Customs network (GnC).
g) Regional approach to digital customs (Côte d’ivoire presentation).2

in order to familiarize of the PTC delegates with the WCo general line on 
a particular issue, its meetings traditionally summarize the results of discussions 

1 Communication from the World Customs organization. international Customs Day 2016. 
URl: http: //www.wcoomd.org/-/media/wco/public/global/pdf/about-us/international-cus-
toms-day/2016/wco_sg-message-icd-2016-ru.pdf?db=web (date of the request: 09.03.2019). 

2 A Focus on Digital Customs. Draft Agenda and Programme of Work of the Permanent Tech-
nical Committee. Permanent Technical Committee. 211th /212th sessions, 2–4 march 2016. 
Doc. PC0433E1c, Brussels, 17 February 2016.
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and decisions taken at the level of the Policy Commission and the WCo Coun-
cil. With regard to the problems of the formation of the digital customs insti-
tute, the relevant results were announced by the WCo secretariat represented 
by the Director of the Compliance and Facilitation Directorate.1 in particular, 
feedback was provided on the results of discussions on digital customs at the 
74th session of the Policy Commission, held in December 2015 in Punta Cana. 
The Directorate General noted that the WCo secretary General presented this 
initiative, stating that the concept of digital customs is intended to provide a ho-
listic understanding of the WCo instruments and guidelines related to informa-
tion and communication technology standards and how they are related to the 
cross-border and operational area. Digital customs includes functions for sim-
plification of procedures, law enforcement, revenues, and also covers both stra-
tegic and operational aspects. in the opinion of the WCo secretariat, this topic 
should have been considered at upcoming regional meetings.

Among other things, the opinion of the delegates of the Policy Commis-
sion was voiced that the concept of digital customs should be understood 
as a means and not as a goal, and the focus should be not just the automa-
tion of existing bureaucratic processes.2 in addition to this, the Director of 
the Directorate drew attention to the position voiced at the 74th session of 
the Policy Commission on the need to involve all interested parties involved 
in cross-border trade in the process of forming the institution of digital cus-
toms.3 in our opinion, this proposal should also be used for the Eurasian Eco-
nomic Union. let’s consider the PTC materials proposed to the international 
customs community at the 211/212 meeting of the Permanent Technical Com-
mittee in the period from 2 to 4 march 2016.

2.6.1. The Wco Data model as a promotion strategy for international 
organizations, regional organizations and the private sector

Along with the subject of Big data and Data mining, the World Cus-
toms organization, in considering the issue of digital customs, highlights 
the WCo Data model and, no less important, focuses on the need to involve 

1 see Compliance and Facilitation. World Customs organization. URl: http: //www.wcoomd.
org/en/about-us/wco-secretariat/the-directorates/compliance-and-facilitation.aspx (date of the 
request: 25.03.2019). 

2 item 12. summary Report. 211th/212th sessions of the Permanent Technical Committee, 
2–3 march 2016. Doc. PC0449E1a. Brussels, 11 march 2016. – P. 3.

3 ibid.
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international organizations, regional entities and private sector representa-
tives.1 This issue would be considered at the 211/212 session of the Perma-
nent Technical Committee in the period from 2 – 4 march 2016 in Brussels, at 
the WCo Headquarters.

At the PTC meeting, the WCo secretariat, in considering the issue of Dig-
ital Customs – Progressive Engagement, presented an analytical report «The 
WCo Data model – Promotion strategy for international organizations, Re-
gional organizations and the Private sector».2 The development and support 
of the WCo Data model is aimed at ensuring a consistent approach to the 
regulatory exchange of information for the B2G (business-government), G2G 
(government-government), and G2B (government-business) relationships. 
in the context of digital customs, experts of the WCo note, the WCo Data 
model is the «language of customs» for the development of interconnect-
edness and modernization of iCT. The Data model Project Team (DmPT), 
which is the WCo body responsible for maintaining the WCo Data model, 
focused its work on developing the technical aspects of standards. Further de-
velopment of non-technical documentation is needed to clarify the content of 
the WCo Data model.3

in view of the central role of iCT in the «Digital Customs» theme of 2016, 
the WCo Data model, which is an important technical building block for iCT 
interaction, according to the WCo, is a key part of the relevant work and cus-
toms modernization and development in general. To ensure the further orderly 
development and future dominance of the WCo Data model, it is necessary to 
ensure a strong and comprehensive standard-setting process as well as increas-
ing the availability of information and disseminated documentation. Based on 
a survey conducted by the secretariat, the Data model is currently being used 
in more than 124 countries for various projects and systems. Examples of us-
ing the WCo Data model include states using AsyCUDA-based systems, elec-
tronic customs systems, a national «single window» environment, or data ex-
change between countries. in many cases, customs is the only government 

1 see Promotional strategy to international organizations, Regional Entities and Private sec-
tor. WCo Data model. item ii. (b) on the Agenda. Digital customs – Progressive engagement. 
Permanent Technical Committee 211th/212th sessions , 2–4 march 2016. Doc. PC0448E1a. 
Brussels, 04 February 2016.

2 WCo Data model. Digital Customs – Progressive engagement. 211th/212th sessions of the 
Permanent Technical Committee, 2–4 march 2016. Doc. PC0448E1a. Brussels, 04 February 
2016.

3 item 17. summary Report. 211th/212th sessions of the Permanent Technical Committee, 
2–3 march 2016. Doc. PC0449E1a. Brussels, 11 march 2016. – P. 3.
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agency at the national and / or regional level that uses the Data model, while 
only a few countries have also adopted a nationwide approach to using the Data 
model, especially to simplify further implementation of the «single window» 
solution.1

it should be added that the WCo Data model is an initiative of the World 
Customs organization to simplify and standardize data requirements for 
cross-border regulating authorities, including customs authorities. version 
1.0 of the Data model was developed on the basis of the G7 initiative to sim-
plify and standardize data requirements for the presentation of goods and cargo 
declarations to customs. This version of the data set and the implementation 
guide for messages were published in 2002. subsequent versions 1.1, 2.0 and 
3.0 have expanded the scope of the instrument. version 3.0 of the WCo Data 
model took into account the growing rate of development of the «single win-
dow» and is aimed at a wider coverage of the requirements of other government 
agencies.2

At the end of the meeting, the Permanent Technical Committee took note 
of the presentation of the WCo secretariat on the promotion strategy of the 
WCo Data model; agreed on the proposed mechanisms for increasing the in-
volvement of international partner organizations and agencies which activities 
are not related to customs administration in the work of the Data model Proj-
ect Team; supported the efforts of the secretariat to develop a mechanism and 
guidance aimed at improving the effectiveness of the WCo Data model, recog-
nizing the potential benefits of developing an Information Package on the Data 
model for sharing in national trade facilitation committees.3

2.6.2. single window

in the context of the subject of digital customs, the WCo secretariat pre-
sented at the 211/212 meeting of the PTC an analytical document «single 

1 item 2. Promotional strategy to international organizations, Regional Entities and Private sec-
tor. WCo Data model. item ii. (b) on the Agenda. Digital customs – Progressive engagement. 
Permanent Technical Committee 211th/212th sessions , 2–4 march 2016. Doc. PC0448E1a. 
Brussels, 04 February 2016. – P. 1.

2 WCo Data model. Trade Facilitation implementation Guide. United nations. URl: http: //
tfig.unece.org/contents/wco‑data‑model.htm (date of the request: 12.03.2019).

3 item 23. summary Report. 211th/212th sessions of the Permanent Technical Committee, 
2–3 march 2016. Doc. PC0449E1a. Brussels, 11 march 2016. –P. 4.
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Window Compendium supplement for training and promotion»,1 which will 
serve as an additional training package for national and regional technical assis-
tance and institutional development activities. in this context, the WCo secre-
tariat asked the member states to provide recommendations on the scope of the 
annex.2

We should note for reference that the WCo Compendium «How to Build 
a single Window Environment» covers various aspects of the development of 
such a «single window environment». By that time it was organized in two vol-
umes. volume 1, called the «Executive Guide», is devoted to aspects of the 
«single window» that are of interest to senior executives. volume 2, known 
as the «Professional Practice Guide», is a collection of tools and methods to 
support technical experts working on single window» projects. The Compen-
dium was first published on the WCO website in June 2011. It is worth add-
ing that the Compendium was originally published in English and French. sub-
sequently, it was translated into Russian and spanish.3 The document was used 
not only in workshops and seminars on the «single window», but also by prac-
titioners who support the work in the projects and initiatives of the «single win-
dow».

The WCo notes that the application in question includes elements from the 
two volumes of the single Window Compendium in a brief interdisciplinary 
tool that will cover the key stages of the development of the «single window», 
namely the basic concepts and applications related to the «single window», the 
formation of the agenda and planning policy, transforming a political mandate 
into strategies and plans, creating formal structures, designing «single-window» 
services, managing human resources and changes, analyzing business processes 
and business process modeling, harmonization of «single window» data and de-
materialization of accompanying documents.4

This is what the WCo says about the relationship between digital customs 
and «single window». The «single window» collection remains the «flagship» 
tool on the subject under consideration, providing authoritative and detailed 

1 single Window Compendium supplement for Training and Promotion. 211th/212th sessions 
of the Permanent Technical Committee, 2–3 march 2016. Doc. PC0435E1a. Brussels, 1 Feb-
ruary 2016. 

2 item 24. summary Report. 211th/212th sessions of the Permanent Technical Committee, 
2–3 march 2016. Doc. PC0449E1a. Brussels, 11 march 2016. – P. 5.

3 item 2. single Window Compendium supplement for Training and Promotion. 211th/212th 
sessions of the Permanent Technical Committee, 2–3 march 2016. Doc. PC0435E1a. Brus-
sels, 1 February 2016. – P. 1.

4 item 6. ibid. – P. 2.
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information on various aspects related to the development of the «single win-
dow» environment. it will continue to be actively maintained and updated by 
the secretariat. The new tool, in the opinion of the organization, will mainly 
serve as an additional training package focusing on delivering content in the 
framework of a targeted 3 or 5 – day seminar. The Single Window Supplement 
will also help the goal of the digital customs concept, which aims to support the 
Administrations of the WCO Member countries in understanding and applying 
the instruments, tools and guidelines related to ICT that have already been de-
veloped by the WCO.1

Delegates from the private sector said that the «single window» is a very 
complex model that requires a lot of effort. Accordingly, there may be some 
problems associated with the creation of a «single window» environment. in 
their opinion, it is important to determine what will be achieved with the help 
of the «single window» and to develop key indicators that will help measure the 
progress achieved. in addition, they expressed the view that it is necessary to 
take into account the streamlining of procedures and the efficiency with which 
they are carried out as well as the quality of the implementation of the «single 
window».

It is worth noting the fact that delegates are not discussing digital customs 
as a complex phenomenon, but a «single window» mechanism. In the WCO 
opinion, the «single window» tools (Compendium, Supplement) contribute to 
the goals of the digital customs concept, which aims to support the Administra-
tions of the WCO Member countries in understanding and applying the instru-
ments, tools and guidelines related to ICT and developed already by the WCO. 
At the same time, the main question «what is digital customs» and how the in-
stitution of digital customs is related to the «single window» institution remains 
outside the scope of discussions of the Permanent Technical Committee.2

We need to pay attention to the decisions of the Permanent Technical Com-
mittee on the considered issue. it would seem that they should relate to the 
problems of digital customs. However, in fact the decisions concern the mecha-
nism of the «single window». in particular, the PTC

 9 noted the contribution of the delegates and encouraged the WCo mem-
ber countries to share their suggestions and practices with the WCo secretariat;

 9 agreed to use the single Window supplement as a training material at na-
tional and regional workshops;

1 item 7. ibid.
2 item 26. summary Report. 211th/212th sessions of the Permanent Technical Committee, 

2–3 march 2016. Doc. PC0449E1a. Brussels, 11 march 2016. – P. 5.
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 9 and also took note of the presentation on the implementation of the «sin-
gle window».

In our opinion, discussions on digital customs should focus not only on the 
important results of the work of the WCO working bodies, associated with the 
implementation of the «single window» mechanism, but also on digital customs 
directly. We believe that the «single window» project should be viewed in rela-
tion to the digital customs institute.

2.6.3. Data security

it should be recalled that in the framework of the 74th meeting of the Pol-
icy Commission in December 2015, the session was divided into three groups 
for the discussion. Representatives of the WCo member states held an in-depth 
discussion of the digital customs concept on three issues:

1. Are the topics identified by the WCO Secretariat for digital customs suffi-
cient?

2. What are the challenges of ICT implementation in the field of regional in-
tegration? and

3. What kind of recent technological developments have influenced customs 
operations?

Among other things, the Policy Commission raised the sensitive issue of 
cybersecurity and confidentiality when establishing digital collaboration within 
a «single window» or in the context of regional integration. Accordingly, the 
WCo secretariat prepared an analytical paper «Data security».1 The document 
covers a number of important points of data security, and its structure is pre-
sented by five themes:

 9 Rapid use of data and the importance of managing information security.
 9 Cross-cutting information security requirements.
 9 international standards of information security management.
 9 General security requirements and digital trust.
 9 Perspectives.
 9 necessary steps.

The WCo secretariat notes that the concept of digital customs encourages 
customs to introduce ICT solutions to more effectively and efficiently achieve 
goals. The digital environment allows Customs authorities to process data from 

1 Data security. (item ii (d) on the Agenda). 211th/212th sessions of the Permanent Technical 
Committee, 2–4 march 2016. Doc. PC0436E1a. Brussels, 2 February 2016.
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various stakeholders, including traders, who are based on regulatory require-
ments governing movement of goods and vehicles across borders as well as 
government partner agencies in the context of a «single window» environment 
or other exchange of information, both nationally and internationally. in ad-
dition, the Customs authorities may receive data obtained as a result of con-
trol measures such as the results of physical examinations, image scanning ana-
lyzes, case management or post-entry audit.1

The data collected and stored in the database is processed to provide useful 
information for many purposes, including levels of compliance of participants 
of foreign economic activity, risk assessments for goods or passengers, man-
agement of trusted authorized economic operators (AEo) as well as automatic 
calculation of duties, taxes and fees. in addition, this information is also useful 
for improving the performance of an organization through business intelligence 
and analytics. Given their critical function, data is a valuable asset for an or-
ganization that needs to be managed through proper management. in the opin-
ion of the WCo secretariat, protecting data from security threats is an impor-
tant aspect of management that requires proper addressing to preserve integrity, 
confidentiality, and data availability. Information security management requires 
an integrated approach, both a high-level strategic understanding and technical 
expertise to eliminate all possible security risks in the implementation of iCT. 
The strategic aspect of information security management provides a holistic ap-
proach to security at the organizational level, which includes leadership at the 
senior management level, proper security management planning, evaluation, 
and continuous improvement. At the technical level, various practical method-
ologies and technologies of security management transfer the strategic direction 
to the implementation environment.

Turning to the issue of international standards in information security 
management, the WCo secretariat refers to the Revised kyoto Convention 
on the Simplification and Harmonization of Customs Procedures. In partic-
ular, Chapter 7 of the General Annex of the Revised kyoto Convention on 
the Application of information Technologies contains high-level guidelines 
on how to implement iCT in a customs environment. The WCo secretariat 
quotes standard 7.2: «The introduction of information technology (!) should 
be related to internationally accepted standards». it also notes that standard 
7.4 states that iT must be implemented in a legally permitted environment. 
This standard also provides for the principle of high security requirements, 

1 item 2. Data security. (item ii (d) on the Agenda). 211th/212th sessions of the Permanent 
Technical Committee, 2–4 march 2016. Doc. PC0436E1a. Brussels, 2 February 2016. – P. 1.
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in which the introduction of iCT should provide an electronic authentication 
method as well as data protection.1

We believe that the analytical report of the WCO Secretariat prepared for 
the 211/212 meeting of the Permanent Technical Committee did not accurately 
interpret the content of standards 7.2 and 7.4 of the General Annex of the Re-
vised Kyoto Convention, especially when considering the issues of digital cus-
toms.

First (About computer applications). standard 7.2 is not about the intro-
duction of information technology, but about the introduction of computer ap-
plications (programs) (!). it is worth noting that in the Russian version of the 
translation of the Revised Kyoto Convention, posted on the official WCO web-
site, the standard 7.2 generally uses the expression «on the introduction of com-
puter systems».2

For reference, we note that a computer system is any device or group of in-
terconnected or adjacent devices, one or more of which, acting in accordance 
with the program, performs automated data processing.3 it is obvious that in the 
context under consideration the device (computer or computer network) is not 
information and communication customs technology. in our opinion, the Rus-
sian version of the RkC translation in this part is misleading for Russian-speak-
ing information consumers.

By the term «application» you can understand an application computer ser-
vice, which has a set of specific functions and is one of the software compo-
nents. in other words, it is a program that performs some actions to make life 
easier for the user or to solve a particular task.4 We add that in publications 
devoted to the functioning of computer systems, computer applications are 

1 item 9. Data security. (item ii (d) on the Agenda). 211th/212th sessions of the Permanent 
Technical Committee, 2 - 4 march 2016. Doc. PC0436E1a. Brussels, 2 February 2016. – P. 2.

2 Standard 7.2. General Annex. International Convention on the Simplification and Harmoniza-
tion of Customs Procedures (done in kyoto on 05/18/1973) (as amended by the Protocol of 
06/26/1999). Official information resource of the World Customs Organization. URL: http: //
www.wcoomd.org/en/topics/facilitation/instrument-and-tools/conventions/pf_revised_kyoto_
conv/kyoto_new/gach7.aspx (date of the request: 26.03.2019). 

3 Computer system, Wikipedia. URL: http: //wikiredia.ru/wiki/Компьютерная_система (date 
of the request: 26.03.2019).

4 What is an application / Club sovet. URl: https: //sovetclub.ru/chto-takoe-prilozhenie (date of 
the request: 26.03.2019). 
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identified with the term «computer program». For example, an application (or 
application program) is a program which purpose is to perform user tasks.1

Computer program – 1) a combination of computer instructions and data, 
allowing the computer system hardware to perform calculations or control 
functions (iso / iEC / iEEE 24765: 2010 standard); 2) a syntactic unit that con-
forms to the rules of a particular programming language, consisting of defini-
tions and operators or instructions necessary for a particular function, task, or 
problem solving (iso / iEC 2382-1: 1993 standard).2

We emphasize that the Kyoto Convention does not disclose the term «com-
puter applications (programs)». There is no answer to this question in the WCO 
Guide on Information Customs Technologies to the Kyoto Convention.3

For the sake of purity of the analysis, we note that in the above-mentioned 
WCo Guidelines they use the term «iT applications». in particular, it notes that 
modern Customs administrations should respond to a wide range of innovations 
in international trade based on iT applications and assist them, including ex-
press delivery and other global multimodal delivery services as well as a grow-
ing network of global supply chains and distributions based only on timely lo-
gistic networks.4 Administrations that are currently considering either develop-
ing or improving iT applications should be able to take another step forward, 
taking into account the fact that almost all the data needed by customs is al-
ready present in commercial information systems that were used to maintain 
business deal.

Further, the WCo manual on information Customs Technologies to the 
RkC states that Customs should develop information systems based on an inte-
grated information architecture, which may consist of application sub-systems 
and relevant databases. When interfaces are developed within the subsystems 
managed by Customs administrations, this leads to closer integration between 

1 What is an application / How simple. URl: https: //www.kakprosto.ru/kak-85039-chto-
takoe-prilozhenie (date of the request: 26.03.2019). 

2 Computer program // Wikipedia. Free encyclopedia. URL: https: //ru.wikipedia.org/wiki/Ком-
пьютерная_программа (date of the request: 01.03.2019). 

3 see Application of information and communication technology. Chapter 7. General Annex 
Guidelines. kyoto Convention. URl: http: //www.wcoomd.org/-/media/wco/public/global/
pdf/topics/facilitation/instruments-and-tools/tools/ict-guidelines/ict-guidelines.pdf?db=web 
(date of the request: 01.03.2019). 

4 Application of information and communication technology. Chapter 7. General Annex Guide-
lines. kyoto Convention.– P.11. URl: http: //www.wcoomd.org/-/media/wco/public/global/
pdf/topics/facilitation/instruments-and-tools/tools/ict-guidelines/ict-guidelines.pdf?db=web 
(date of the request: 01.03.2019). 
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the various organizational functions. To create a «single window» environment 
for trade, it may be necessary to create interfaces with systems owned by other 
government agencies that regulate the control of goods moved across the bor-
der. system interfaces can also be developed to support the exchange of infor-
mation with other Customs administrations (for example, within customs, the 
Global network of Customs).

Second (On paper-based methods). To begin with, we note that the stan-
dard 7.41 does not contain any provisions for data protection. This standard 
deals with customs legislation in terms of the methods used for the exchange of 
commercial information, methods of authentication and identity of documents 
as well as the right of the Customs service to keep information for customs pur-
poses. We need to note that the standard, along with electronic methods of ex-
changing commercial information, permits the provision of documents on pa-
per (paper-based methods); application of electronic as well as paper-based au-
thentication methods.

And now let us ask ourselves the question: what does digital customs have 
to do with paper-based methods? In our understanding, digital customs, like 
the «single window» mechanism, is a new evolutionary, technological level, 
the stage of development of modern customs, which follows electronic cus-
toms. Accordingly, formation of the institution of digital customs on stan-
dards combining paper-based methods and at the same time electronic ones 
does not quite fit into the concept of digital customs. The question is very con-
troversial. However, we believe that the WCO needs to create a Reference 
model of digital customs, in which the uses of paper-based methods are mini-
mized or do not exist at all.

standards of the Revised kyoto Convention, of course, require moderniza-
tion. it is no coincidence that this issue has been actively discussed within the 
walls of the WCo over the past 10 years. over the years, there has been a digi-
tal revolution. At the same time, the kyoto Convention has not been revised for 
20 years. of course, for us, the Convention is an international Constitution in 
the field of customs administration. But to assert that with the modern level of 

1 7.4. standard:
new or revised national legislation shall provide for:
9	electronic commerce methods as an alternative to paper-based documentary requirements;
9	electronic as well as paper-based authentication methods;
9	the right of the Customs to retain information for their own use and, as appropriate, to 

exchange such information with other Customs administrations and all other legally 
approved parties by means of electronic commerce techniques.
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development of information technology it forms the institution of digital cus-
toms, it would not be entirely appropriate.

The WCo believes that information security requirements are also an im-
portant part of digital coordination in order to guarantee the level of trust for 
each participating agency to join the collaboration. In this configuration, a par-
ticipating agency, including customs, may not have control over how others 
provide information security and potentially expose their own systems to se-
curity threats. General information security requirements, when all participat-
ing agencies agree to manage information security, will certainly help to reduce 
these risks and increase digital trust between all participants.1

As part of the discussions at the PTC, the position was expressed, that one 
of the goals of information security management is to increase digital trust in 
digital cooperation and information sharing by all interested parties. A clear 
explanation of which data is confidential and which data may be publicly avail-
able as well as for what purpose and whom this data may be transferred to, is 
important. in addition, the WCo should provide member countries with guid-
ance in order to increase confidence in the exchange of information between in-
terested parties.2

2.6.4. Modernization of management in customs through the use  
of information – communication technologies

Again, we note that any presentations and materials reflecting practice of 
Customs administration in the WCo member states on the development of 
a particular institution of customs law, customs regulation are a special subject 
of research performed by practitioners and scientists. They allow to get a com-
plete picture, to understand the system of elements of the analyzed institute. it 
should be recalled that at the initial stage, the moroccan Customs service made 
an important contribution to the vision of the digital customs institute, whose 
representative voiced national approaches to the formation of this complex phe-
nomenon at the 74th meeting of the WCo Policy Commission. in turn, south 
Africa and the United states presented their approaches in this sphere at the 
211/212 session of the PTC.

1 item 12. Data security. (item ii (d) on the Agenda). 211th/212th sessions of the Permanent 
Technical Committee, 2 - 4 march 2016. Doc. PC0436E1a. Brussels, 2 February 2016. – P. 3.

2 item 33. summary Report. 211th/212th sessions of the Permanent Technical Committee, 
2–3 march 2016. Doc. PC0449E1a. Brussels, 11 march 2016. – P. 6.
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A delegate from the south African Revenue service (sARs) spoke about 
the use of mobile technologies in the process of customs clearance. The goal 
of SARS is to improve further process simplification and ensure the quality of 
services provided by customs through the transition from manual to automated 
processes. it was also necessary to develop an innovative culture of organiza-
tion based on integrity and professionalism. To implement this model, the Tax 
Administration focused on optimizing processes and using technology as a tool 
to move from manual processing to digital processes. in the modernization pro-
cess, all interested parties from the private sector were involved from the con-
ceptualization stages to the testing stage, before moving on to implementation.

The Tax service expert, talking about the improvement of customs adminis-
tration, drew the attention of the delegates to 4 components that should be eval-
uated in the context of digitalization:

 9 policy (search for improvements in the conducted policy to simplify pro-
cedures / process / operations);

 9 human resources (develop a culture that can innovate, educate and con-
tinually improve);

 9 procedures / operations (to compose, understand and optimize processes / 
operations);

 9 technology (convert from manual to digital).
According to experts from south Africa, risk management is central to all 

these processes, and the Rms has been integrated into the individual inspec-
tion regime. At the same time, the WCo Data model was an integral part of all 
customs modernization processes and in collaboration with other government 
agencies for the exchange of information as well as with a broader perspective 
of using the Data model at the regional level.1

Some of the benefits of digitizing customs procedures were introduced by 
sARs in 2013 include:

 9 drastically reduced paper use;
 9 a significant reduction in physical inspection time;
 9 a trader can get an answer in just 7 seconds if there is no risk.

The Customs Connect program is another procedure that the Tax service of 
south Africa implements in the process of customs clearance, and which has 
a regional impact. it includes south Africa, Botswana, lesotho, namibia and 
swaziland and allows for the automatic electronic transfer of trade information 

1 item 37. summary Report. 211th/212th sessions of the Permanent Technical Committee, 
2–3 march 2016. Doc. PC0449E1a. Brussels, 11 march 2016. – P. 7.
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prior to the arrival of goods which allows the relevant Customs administrations 
to conduct risk assessments and compare data.

it is worth noting that in this case we are talking about the institute of pre-
liminary information which is implemented in south Africa as part of the insti-
tution of digital customs. Thus, digital customs as a complex phenomenon finds 
a clearer shape due to the positioning of the practical aspects of the activities of 
Customs administrations. of course, the preliminary information institute has 
been introduced into the customs legislation and practice by many WCo mem-
ber states. We only emphasize that for the first time on the WCO platform it is 
voiced by south African experts in the context of the formation of conceptual 
approaches to the formation of digital customs.

Finally, in the south African Customs Union (sACU) region the develop-
ment of UCR continues in cooperation with the WCo. This system will link the 
customs clearance of exports with the customs clearance of imports between 
member countries, and, once deployed, will further simplify customs clear-
ance.1 in turn, the American partners shared their experiences on how the use of 
electronic data (biometric technologies) transformed operations for passengers.

2.6.5. Global network of customs Handbook

A draft Global Customs of network Handbook was presented at the 211/212 
meeting of the Permanent Technical Committee. First of all, the WCo secre-
tariat noted that within the framework of the digital customs concept, it was 
intended to provide a single handbook to member states for a holistic under-
standing of all the tools, standards and guidelines for WCo related to iCT, and 
how they are related to cross-border regulation and this area, – how informa-
tion is exchanged in a structured way using standards, protocols and guidelines 
to achieve interaction between stakeholders in different countries, between cus-
toms and also trade.2

According to the author opinion, at PC session the concept of digital cus-
toms was not limited to the exchange of information through standards, proto-
cols and guidelines for achieving interaction between stakeholders in different 
countries, between customs as well as with trade. Accordingly, the reduction of 

1 item 37. summary Report. 211th/212th sessions of the Permanent Technical Committee, 
2–3 march 2016. Doc. PC0449E1a. Brussels, 11 march 2016. – P. 7.

2 item 46. summary Report. 211th/212th sessions of the Permanent Technical Committee, 
2–3 march 2016. Doc. PC0449E1a. Brussels, 11 march 2016. – P. 8.
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digital customs to the sphere of information exchange between customs and in-
terested parties does not quite correctly interpret the very idea of developing the 
institution of digital customs. We proceed from the fact that digital customs in-
cludes a wider range of issues, and it should not be limited only to information 
exchange issues.

We recall that in the framework of discussions on digital customs, the del-
egates of the 74th meeting of the Policy Commission paid attention to, among 
other things, the management mechanism, customs administration in the con-
text of the development of digital customs; customs operations (business pro-
cesses) in the framework of digital customs; risk management system; subject 
composition of legal relations within the framework of digital customs; instru-
ments used to support digital customs; technologies that promote the develop-
ment of digital customs in the customs administration system; a «single win-
dow», its connection and relationship with digital customs.

in the secretariat paper «GnC Handbook. Digital Customs – Progressive 
Engagement», prepared for the 211/212 meeting of the PTC (march 2–4, 2016), 
it is stated that in December 2015, the Policy Commission indicated that the 
Global Network of Customs plays a key role in digital customs. The Policy 
Commission also stated that the three-year GnC feasibility study provided de-
tailed guidance on iT options and solutions, business processes, legal aspects, 
governance mechanisms, and institutional development to enable implemen-
tation. The Policy Commission agreed that the GnC also allowed to develop 
global standards that could support digital customs efforts, and that the Global 
network of Customs should be given new impetus, including for regional inte-
gration.1

The WCo secretariat rightly indicates that the GnC lies at the heart of the 
whole process of developing standards that will enable member countries to 
improve information sharing and interoperability between iT systems around 
the world. Regarding recent developments, the WCo draws attention to the fact 
that many member countries embarked on implementing the Global Customs 
network concept projects and developed and published information how they 
used the Utility Blocks’ concept to document and implement their respective 
information exchange projects. Among these evidences of conceptual projects 
there were two from the EU, in particular, AEo mutual recognition as well as 
Control mutual recognition. Another contribution was made by Argentina. in 

1 item 2. GnC Handbook. Digital Customs – Progressive Engagement. (item ii. (f) on the 
Agenda). 211th/212th sessions of the Permanent Technical Committee, 2-4 march 2016. 
Doc. PC0437E1a. Brussels, 2 February 2015. – P. 1.
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particular, we are talking about the system inDiRA and how it achieved com-
patibility (interaction) throughout mERCosUR. Another project was from ser-
bia – sEED system, which is used to improve the relationship between Cus-
toms administrations in the Balkans. Finally, south Africa and swaziland have 
improved their interconnection through the basic concept «your exports are my 
imports».

2.7. permanent technical Committee and Enforcement Committee: 
Big data and Data mining

on march 4, 2016 a joint session 211/212 of the Permanent Technical Com-
mittee and the 35th session of the Enforcement Committee took place. Dur-
ing the session, it was noted that the agenda of the joint event reflects the main 
cross‑cutting and priority areas of the WCO activities. The Secretariat officials 
turned their attention to digital customs and noted that the joint session would 
look at this topic with a special focus on Big data and potential opportunities, 
both from a customs point of view and from a business point of view. in this re-
gard, individual events were underlined, in particular with regard to the WCo 
Data model, the «single window».1 in addition to this, member states called for 
the continued progressive participation and use of iCT to support the imple-
mentation of the WTo Trade Facilitation Agreement.

A separate result of the meeting of the PTC is the report of the WCo secre-
tariat on the Work Program on Digital Customs under the WCo strategic Plan. 
We will research this question in the next paragraph of the monograph.

looking ahead, we note that the subsequent analysis of the results of the 
WCo activities in terms of the development of the digital customs institute al-
lows us to trace the formation and transformation of e-customs into digital ones 
in dynamics. It is impossible not to notice that customs is becoming intellec-
tual. new elements of the digital customs system as well as the proposals of the 
WCO on the interface of new technologies, for example, in the field of e‑com-
merce with modern customs, clarify the picture of modern customs, a reference 
model of which can be developed in the near future by the international cus-
toms community. Among the new phenomena that need to be integrated into 
customs activities, the WCo highlights Big data and Data mining. The above 

1 item 116. summary Report. 211th/212th sessions of the Permanent Technical Committee, 
2–3 march 2016. Doc. PC0449E1a. Brussels, 11 march 2016. – P. 18.
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follows from the results of the joint meeting of the PTC – Enforcement Com-
mittee, held on march 4, 2016 in Brussels.

The meeting notes that at the 74th session in December 2015, the Policy 
Commission held breakout sessions to discuss in depth the Digital customs con-
cept, identifying a number of issues including: what are the latest or emerg-
ing technological developments that can provide new opportunities or influence 
how does customs currently simplify trade and perform regulatory tasks, etc.?1 
The new technologies mentioned in the course of the discussions included Big 
data, in particular, (1) the substantial resources needed to use them, especially 
in terms of powerful equipment and proper training of personnel, (2) the pos-
sibility of a significant change in the role of Data analysts and targeted experts 
and (3) how to manage and optimize this information for risk management pur-
poses. While appreciating the good feedback from the sectional groups that 
confirm the importance of the Digital customs concept, the WCO believes that 
Data mining and Big data are areas to which customs can move in its develop-
ment. The Policy Commission invited the secretariat to take into account many 
of the issues raised during the breakout sessions and to draw the attention of the 
PTC and the Enforcement Committee to inform them about future work in this 
important area.

The WCo materials state that during 2016, which is devoted to the digi-
tal customs, Customs administrations were recommended to actively demon-
strate and promote the use of iCT. Under the slogan «Digital Customs: Pro-
gressive Engagement», Customs administrations continue to develop digital 
solutions and services as well as interact with partner government agencies and 
other stakeholders to help to improve team performance and rethink how to ac-
complish their tasks using modern and new technologies. in this context, «Big 
data» also needs to be included in such concepts as modern technologies.

Big data entails large data sets that are considered difficult to collect, man-
age, and process (including maintaining quality, adding value, and ensuring re-
use over time) with traditional models of managing and processing data within 
a reasonable or acceptable time. This is just a general description. it should be 
stated that there is no official definition of the term «Big data». It is believed 
that Big data becomes an important resource that can lead to new knowledge, 
stimulate the creation of value, new business processes, make informed deci-
sions and, possibly, development in the future.2

1 item 1. Big Data and Data mining. item iv.b on the Agenda. Digital customs – Progressive en-
gagement. Joint PTC AnD EC session, 4 march 2016. Brussels, 29 February 2016. – P. 1.

2 item 8. ibid. – P. 2.
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Big data also means designation of structured data of huge volumes and sig-
nificant diversity effectively processed by horizontally scalable software tools 
that appeared in the late 2000s and are alternative to traditional database man-
agement systems and solutions of the Business intelligence.1 in a broad sense, 
«Big data» is referred to as a socio-economic phenomenon associated with the 
emergence of technological capabilities to analyze huge amounts of data, in 
some problem areas – the entire global data volume, and the resulting trans-
formational implications. «Three Vs» are traditionally distinguished as defin-
ing characteristics for Big data: volume (in the sense of physical volume), ve-
locity (in terms of both growth rate, and the need for high-speed processing and 
obtaining results), variety (in the sense of the simultaneous processing of vari-
ous types of structured and semi-structured data); variations and interpretations 
of this feature appeared later.

By «Data mining» (sometimes called data or knowledge detection) is the 
process of analyzing data from different perspectives and summarizing them 
into useful information.2 Data mining (Russian – in-depth data analysis) is 
a collective name used to denote a set of methods for detecting previously un-
known, non-trivial, practically useful and accessible interpretation of knowl-
edge necessary for decision-making in various spheres of human activity. The 
term was introduced by Gregory Pyatetsky-shapiro in 1989. The English word 
combination «Data mining» has not yet an established Russian translation. 
When transmitting in Russian, the following phrases are used: sifting informa-
tion, data mining, data extraction. more complete and accurate is the phrase 
«knowledge discovery in databases» (kDD).3

The WCo points out that Big data is similar to the concept of the internet of 
things: a network connection of physical objects that are not computers in the 
classical sense. The term «Internet of things» is identified to some extent with 
RFiD4 as a method of communication, although it may also include other sensor 
technologies, wireless technologies, or rapid response codes (QR). An object 

1 Big Data. Wikipedia, the free encyclopedia. URL: https: //ru.wikipedia.org/wiki/Большие_
данные (date of the request : 11.03.2019). 

2 item 11. Big Data and Data mining. item iv.b on the Agenda. Digital customs – Progressive 
engagement. Joint PTC AnD EC session, 4 march 2016. Brussels, 29 February 2016. – P. 3.

3 Data mining. Wikipedia, the free encyclopedia. URl: https: //ru.wikipedia.org/wiki/Data_
mining (date of the request: 11.03.2019).

4 RFID (Engl. Radio Frequency IDentification, radio frequency identification) is a method of 
automatic identification of objects in which data stored in so‑called transponders or RFID tags 
are read or written by means of radio signals // Wikipedia, the free encyclopedia. URl: https: //
ru.wikipedia.org/wiki/RFiD (date of the request: 11.03.2019).
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that can represent itself in digital form can be considered something more than 
the object itself, since this object is associated not only with the owner or oper-
ators (controllers), but also with surrounding objects, and is also integrated into 
a specific database. It is no exaggeration to say that with the Internet of things 
the physical world becomes one big information system.1

Among topical questions about the role of Big data and Data mining within 
the framework of customs administration, the WCo focuses on legal issues. 
Thus, the further development of digital customs will largely depend on the 
creation of an appropriate legal framework. Among other things, privacy pro-
tection should always be a matter of increased attention, assuming that large 
amounts of data relating to the socio-economic activities of individuals can be 
easily collected, stored and used for various purposes, both private and public. 
The WCo assumes that all people in their daily lives should be more aware of 
cases when their personal information is transmitted and recorded regardless of 
their desires. Similarly, all data on individual identifications and actions must 
be fully protected legally and technically, so that they can be used only for the 
purposes for which they are collected.2

As noted above, today it is quite difficult to determine the exact meaning 
of the term «Big data», since this phenomenon can be given using different ap-
proaches. in any case, Big data require certain analytical tools as well as tech-
nologies for processing them. in this regard, Big data will remain external and 
irrelevant to the category of data, unless Customs administrations want to in-
clude them in the risk management process necessary to conduct day-to-day op-
erations to control and simplify procedures. However, Big data imply that their 
use in more efficient way can change the functioning and expand the bound-
aries of Customs services. Defining the next steps in the development of mod-
ern customs, the PTC experts summarize that Big data is not a static concept. 
The process of their application is still evolving, and can significantly affect the 
public and private sector as well as daily life. Thus, it can be argued that Big 
data alone will probably not change customs operations; however, active efforts 
by customs to incorporate Big data into their work will contribute to this. The 
key to turn Big data into live topics is how customs can use them in practice. 
That is, to apply Big data in their activities and, thus, explore the possibility of 
rethinking in terms of how they work with digital tools in action.

1 item 13. Big Data and Data mining. item iv.b on the Agenda. Digital customs – Progressive 
engagement. Joint PTC AnD EC session, 4 march 2016. Brussels, 29 February 2016. – P. 4.

2 item 14. ibid.



131

2.8. Big data: challenges and opportunities

The WCo experts adhere to the following position: in order that Customs 
services better use Big data and function more efficiently, there are a number of 
challenges and opportunities around customs. let’s consider some of them.

2.8.1. International standards

Big data are inherently messy and relies on a wide combination of both 
structured and unstructured data formats. This is very different from how Cus-
toms administrations are used to using data – the traditional understanding 
of data coming from electronic declarations is well defined in the WCO Data 
model and the EDiFACT1 family of standards. The «standards» that define Big 
data will be much more diverse and will largely be beyond the control of the 
government. Therefore, any intention to use the potential of Big data will re-
quire customs to have strong skills in managing their structured data and, at the 
same time, moving to other areas and data sources. standards are still being de-
veloped for the areas of trade and industry, and customs should be attentive to 
creating such different standards in order to benefit from the meaningful poten-
tial of Big data.2

2.8.2. Risks Management

Big data can be equally useful in risk managing when moving goods. in 
this context, customs – customs cooperation, customs – economic operator re-
lations as well as customs – government cooperation is important for expand-
ing sources of information and requires timely updating of the data available 
in their Rms tools. Big data help not only to track and locate suspicious pas-
sengers and departures, but also improves the efficiency of day‑to‑day cus-
toms operations in terms of prioritizing human and administrative resources. 
in other words, certain trends and patterns regarding, among other things, the 

1 Un / EDiFACT, EDiFACT - a system of standards for electronic data interchange.
2 items 17-18. Big Data and Data mining. item iv.b on the Agenda. Digital customs – Progres-

sive engagement. Joint PTC AnD EC session, 4 march 2016. Brussels, 29 February 2016. – 
P. 4.
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flow of passengers, which are monitored and simplified by analyzing big data, 
can probably make a significant contribution to the optimal allocation of lim-
ited organizational resources. Expected changes can be discussed by focusing 
on both management and organizational issues in customs and on the use of 
digital technology itself.

Conversely, attention should also be paid to the limitations of Big data: it 
provides another basis for checking and enriches the amount of data available 
and potentially used by customs to make decisions, which is not absolute. Al-
ternative data sources may be created by other parties for specific, unregulated 
goals and may not have the same level of verifiability as the customs declara-
tion. In turn, this requires customs officials, who are users of Big data, to have 
a more detailed view of the data as a whole. Big data may not give analytics ab-
solute yes-no answers, but they can provide trends, patterns, gaps, and potential 
metrics. Before using Big data, key questions about data accuracy, accessibility 
and decision making must be answered.1

2.8.3. Internet of things

in fact, all goods moved across borders are controlled by customs. Thus, the 
WCo notes, the advantage of using Big data at customs can be demonstrated by 
efforts to introduce internet of things technologies. Combined with the data that 
will be transmitted by business operators using advanced sensor technologies, 
customs can guarantee that such goods, which were once considered «low risk» 
or «no risk», retained the same status until delivery to the final destination. This 
leads to an accelerated clearance of goods while ensuring the safety of the sup-
ply chain security of goods. At the same time, customs will be able to respond 
promptly to any violations, which may lead to the prevention of the greatest 
possible number of violations of customs legislation.2

2.8.4. e-commerce

in an e-commerce environment, vast amounts of data related to the sale and 
purchase of goods and services are generated day after day and are regularly 

1 item 21. Big Data and Data mining. item iv.b on the Agenda. Digital customs – Progressive 
engagement. Joint PTC AnD EC session, 4 march 2016. Brussels, 29 February 2016. – P. 5.

2 item 22. ibid.
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stored, processed, managed and used for marketing or other business purposes. 
The exchange of information between customs and e-commerce brokers, such 
as electronic trading platforms, financial intermediaries, financial payment gate-
ways as well as transporters and carriers, can help customs authorities more 
effectively use such information related to the social and economic factors of 
market participants. Big data analytics is mainly used to work with data of the 
type that is necessary for companies operating on the internet or online trading 
to expand their market borders.

The WCo secretariat experts note that e-commerce is an environment with 
a large amount of data. Customs authorities should move from electronic pro-
cessing of customs declarations and control over physical goods to using the 
Big data environment using data mining and predictive analytics. Creating 
a network with new and emerging classes of economic operators in the e-com-
merce supply chain, customs should be able to improve access to commercial 
information directly or indirectly related to trading operations in order to ex-
pand risk management capabilities through the effective use of a wide range of 
data that are common among e-commerce businesses.1

2.8.5. national customs enforcement network and Digital customs

in march 2016, the Enforcement Committee discussed the contribution of 
the national Customs Enforcement network (nCEn) to the digitization of day-
to-day customs operations and the optimization of enforcement and cooperation 
processes. in this regard, the Enforcement Committee also noted an update on 
the status of the nCEn global deployment process. Among other things it was 
considered the practical application and use of the Customs Enforcement net-
work (CEn),2 the national Customs Enforcement network (nCEn),3 and the 

1 item 23. Big Data and Data mining. item iv.b on the Agenda. Digital customs – Progressive 
engagement. Joint PTC AnD EC session, 4 march 2016. Brussels, 29 February 2016. – P. 6.

2 Customs Enforcement network (CEn). World Customs organization. URl: http: //www.
wcoomd.org/en/topics/enforcement-and-compliance/instruments-and-tools/cen-suite/cen.
aspx (date of the request: 09.03.2019). 

3 national Customs Enforcement network (nCEn). World Customs organization. URl: http: //
www.wcoomd.org/en/topics/enforcement-and-compliance/instruments-and-tools/cen-suite/
ncen.aspx (date of the request: 09.03.2019). 
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World Customs organization’s Container Targeting system (CTs)1 to support 
customs risk management and compliance. A presentation made by member 
countries on the use of an econometric model and risk indicators in automated 
risk management systems emphasized the need and importance of digitalization 
in the field of customs risk management.2

At the 35th session of the Enforcement Committee, which took place from 
February 29 to march 4, 2016 in Brussels, the WCo secretariat made a pre-
sentation on the use of nCEn and its contribution to digital customs, announc-
ing that the new version of nCEn will be available in April 2016 and includes 
functional and visual changes made on the basis of requests from countries that 
are already using this system. The presentation focused on using the nCEn as 
a law enforcement tool, including using a data management application, taking 
into account the possibility of linking information between three existing data-
bases and allowing users to search all available data and images. in addition, it 
was stated that nCEN helps to digitize daily operations, supporting efficient re-
source management, allowing middle executives to have an understanding of 
their employees’ activities and task distribution, thus offering a broader picture 
of the efficiency of workflow processes in place.3

it is believed that the national Customs law Enforcement network is cre-
ated as a risk management tool. During the meeting of the Enforcement Com-
mittee, delegates were told about the functionality of the system that supports 
effective risk management, including flexible search of people, companies and 
/ or investigations, offline data analysis, a checklist to simplify the search pro-
cess, or new functionality to collect risk indicators and information on detection 
methods. in addition, nCEn allows to take action on any part of the information 

1 Container Targeting system (CTs). WCo has developed a risk management system for cargo 
containment. starting from the container mode of transport, CTs collects shipping manifest 
data from the shipping industry and allows users to search and analyze it in order to identify 
high-risk cargo across the entire spectrum of customs threats. CTs provides standardized but 
flexible tracking capabilities to any WCO Member that accepts it. (See. Strategic Trade Con-
trol Enforcement (sTCE) implementation Guide. World Customs organization. – P.20. URl: 
http: //www.wcoomd.org/en/topics/enforcement-and-compliance/instruments-and-tools/~/
media/7A05799E8D3A46C8B8355175EEBA4322.ashx (date of the request: 30.03.2019). 

2 item 11. A strategic Approach to support iCT-enabled Customs and Cross-Border Regulatory 
Reform through WCo Tools, instruments, and Guidelines. Digital Customs. item xii on the 
Agenda. 75th session of the Policy Commission. Doc. sP0560E1a. Brussels, 14 June 2016. – 
P. 4.

3 items 136-138. Draft Report to the Customs Cooperation Council on the 35th session of 
the Enforcement Committee. 35th session of the Enforcement Committee (29 February to 
4 march 2016). Doc. EC0456E1a. Brussels, 31 may 2016. – P. 18.
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contained in the system, whether it is collected at the national level or received 
from other countries, by opening an investigation or sending warnings to air-
ports, seaports or any group of interested parties.

in short, the characteristics of the national Customs Enforcement network 
are as follows:

(1) Data management.
(2) Workflow Management.
(3) Risk management.
(4) Assistance in the investigation.
(5) Dissemination of information.
Within the framework of the 35th session of the Enforcement Committee, 

delegates acknowledged the contribution of nCEn to the digitization of daily 
customs operations, streamlining law enforcement processes and increased re-
gional cooperation.

2.8.6. conclusions on § 2.6 – § 2.8

Whenever we substantively study the WCo’s working materials under the 
general sign of «Digital Customs – Progressive Engagement», we try to find 
this digital customs in analytical materials, references, reports, positions of 
the parties. it is important for us to understand the logic of documents, the 
system of positions of the WCo member states and experts of the secretar-
iat as well as the decisions that are directly related to this institution. And in 
the dynamics. This time in march 2016 at the session of the Permanent Tech-
nical Committee under the above-mentioned slogan experts from the Customs 
administrations of the WCo member states considered such complex insti-
tutions as Big data, Data mining, and the WCO Data Model. Among other 
things, they considered such phenomena, instruments, tools, processes as the 
Internet of things, Risk Management System, digital solutions and services, 
digital tools, analytical tools, data processing technologies, international 
standards, distribution of limited labor resources, the AEO institute and the 
security chain of goods, prevention of violations of customs legislation, mod-
eling business processes.

let us pay attention to the emergence in the formed conceptual apparatus 
of such terms as digital cooperation, digital trust, digital coordination, new 
classes of economic operators, electronic trading platforms, financial inter-
mediaries, financial payment gateways as well as transporters and carriers. 
no less important are the positioning of the problem of creating an effective 



136

mechanism for interaction of experts of the WCo working bodies with interna-
tional organizations and the business community.

it is obvious to us that the future customs or, in a different way, e-customs 
becomes intellectual and should be implemented in a single system of coordi-
nates with ascribed phenomena. in light of the above, we formulate the conclu-
sions:

1. in march 2016 the international customs community has already consid-
ered digital customs in the context of such phenomena, technologies, charac-
teristics, as automated activities; electronic activity; electronic solutions; au-
tomated customs clearance systems; «single window» mechanism; digital en-
vironment; digital technology; information and communication technologies; 
advanced analysis tools and information management; data processing tech-
nology; mobile technology; using a smartphone; Internet of things; Big data; 
telematics; Cloud resources; «Cloud» computing; digital solutions and ser-
vices; digital tools; analytical tools; international standards; AEO institute and 
security supply chain; prevention of violations of customs legislation; business 
process modeling; risk management system; distribution of limited labor re-
sources.

2. The creation of digital customs involves the optimization (reengineering) 
of business processes (customs operations) and the use of technology as an in-
strument for the transition from manual processing to digital processes.

in the context of digitalization, the following components are subject to in-
vestigation: a policy (search for improvements in the implemented policy to 
simplify procedures, process, operations); human resources (to develop a cul-
ture that can innovate, educate and constantly improve); procedures, operations 
(to compose, understand and optimize processes, operations); technology (con-
vert from manual to digital).

3. The concept of digital customs has not yet been formed, but the thesis of 
the need to create it continues to be relevant.

According to the WCo, the digital customs concept is designed to provide 
a holistic understanding of the WCo instruments and guidelines related to in-
formation and communication technology standards and how they are related to 
the cross-border and operational area.

Digital Customs, as understood by the WCo secretariat, includes func-
tions for simplification of procedures, law enforcement, revenues, and also cov-
ers both strategic and operational aspects. While the concept of digital customs 
should be understood as a means, not as a goal, and the focus should be not just 
the automation of existing bureaucratic processes.
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The concept encourages customs to introduce iCT solutions to more effec-
tively and efficiently achieve goals. It also suggests that technology deployment 
should not only focus on the customs environment, but also include coordina-
tion with other partner regulatory agencies regulating border crossing issues.

At the meetings of the Policy Commission the concept of digital customs 
was not limited to the exchange of information through standards, protocols 
and guidelines for achieving interaction between stakeholders in different coun-
tries, between customs as well as with trade. Accordingly, convergence of dig-
ital customs only to the exchange of information between customs and stake-
holders, does not fully interpret the existing approaches to development of the 
digital customs institution. Digital customs includes a wider range of issues, 
and it should not be limited only to information exchange issues.

4. For the development of the digital customs institution, it is necessary to 
involve international organizations, regional entities and the private sector in 
the process of improving customs administration instruments.

in accordance with international practice, all interested parties from the pri-
vate sector are involved in the process of modernization and transition to digital 
customs from the concept development stages to the testing phase, before pro-
ceeding to implementation.

5. The concept of digital customs is considered in the WCo in the context 
of the implementation of the «single window» mechanism. However, it is not 
digital customs that is being discussed as a complex phenomenon, but a «sin-
gle window» mechanism. it is noted that «single window» tools (Compendium, 
supplement) contribute to the goals of the digital customs concept. At the same 
time, the main question of what digital customs is and how the institution of 
digital customs correlates with the «single window» remains outside the scope 
of discussions.

The PTC decisions concern not the institution of digital customs, but the 
«single window» mechanism.

Discussions on digital customs should be focused not only on the important 
results of the work of the WCo working bodies, associated with the implemen-
tation of the «single window» mechanism, but also on digital customs directly. 
According to the author, the project «single window» should be considered in 
relation to the institute of digital customs. it is important to distinguish the char-
acteristics of digital customs from the characteristics of the «single window» 
mechanism. such an analysis does not exist at present moment.

6. The development of the digital customs institute is linked to data secu-
rity, cybersecurity and confidentiality in establishing digital cooperation within 
a «single window» or in the context of regional integration.
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7. information security requirements are an important part of digital coordi-
nation in order to guarantee a level of trust for each public authority with coop-
eration is performed.

The WCo provides only a review of the standards and recommends that 
member countries refer to the relevant iso 27000 family to guide them in orga-
nizing information security management.

Among other things, the goal of information security management is to in-
crease digital confidence in digital collaboration and the exchange of informa-
tion by all stakeholders.

8. The Revised kyoto Convention does not contain the term «digital cus-
toms» or «electronic customs». There is no corresponding definition in the 
WCo Guidelines on information Customs Technologies to the kyoto Conven-
tion.

The translation of standard 7.2. of the General Annex of the kyoto Conven-
tion into Russian, which is posted on the WCO official website, is incorrect. In 
particular, the standard (in English) deals with the introduction of «computer 
applications (programs)» and not «computer systems». This fact is misleading 
the Russian-speaking segment of researchers and users of the Revised kyoto 
Convention in this part.

The WCo experts’ interpretation of the standard 7.2 of the Convention on the 
implementation of «information technologies» does not comply with the text of 
the standard, since it is a question of introducing «computer applications».

The kyoto Convention does not disclose the term «computer applications 
(programs)». There is no answer to this question in the WCo Guide on infor-
mation Customs Technologies to the kyoto Convention.

standard 7.4 of the General Annex of the RkC does not contain any data 
protection provisions. This standard deals with customs legislation in terms of 
the methods used for the exchange of commercial information, methods of au-
thentication and identity of documents as well as the right of the customs ser-
vice to keep information for customs purposes. The same standard, along with 
electronic means (methods) of exchanging commercial information, permits the 
provision of documents on paper; application of authentication methods and 
identity documents on paper.

in our opinion, digital customs as well as the «single window» mechanism, 
are phenomena of a new evolutionary, technological level, stage of develop-
ment of modern customs, which follows electronic customs.

Accordingly, the formation of an institution of digital customs on standards 
combining paper-based information methods and at the same time electronics 
methods does not fully fit into the concept of digital customs.
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The WCo needs to create a Reference model of digital customs in which 
the use of paper (method) is minimized.

The kyoto Convention has not been reviewed for 20 years. Taking into ac-
count the digital revolution that has taken place and the modern level of devel-
opment of iCT, the assertion that this WCo instrument forms the institute of 
digital customs does not correspond to objective reality.

9. Within the framework of the digital customs concept, the WCo intended 
to provide a single reference point to member states for a holistic understand-
ing of all the instruments, standards and guidelines of the WCo related to iCT, 
and how they relate to the area of cross-border regulation and are inherent in 
this area.

10. The Global Customs network plays an important role in the develop-
ment of the digital customs institution. it allowed the development of interna-
tional standards that contribute to the implementation of efforts to introduce 
digital customs.

11. At the regional level, the development of the digital customs institute 
involves the creation of an effective project management mechanism. it is pre-
ceded by the preparation of a regional development plan for the digital customs 
institute, and with it information communication technologies.

In addition to this, it is necessary to develop an action plan that identifies 
specific steps and actions carried out by the interested Member countries of the 
regional entities.

Among the regional problems of digital customs formation are the follow-
ing: status and integration into the work of iCT experts in customs, obsolete 
websites, lack of documented iCT procedures, iCT security policy, planning for 
continuity and concepts of disaster recovery and poor implementation of inter-
national standards and best practices (for example, iso 2700).

The study of regional experience in creating an institution of digital customs 
is of interest to the Eurasian Economic Union, which includes Armenia, Bela-
rus, kazakhstan, kyrgyzstan and Russia.

12. Big data, Data mining as well as the Data model are digital instru-
ments and are considered by international experts as elements of digital cus-
toms. These tools allow to assess trends, patterns, gaps and potential indicators 
of cross-border trade and e-customs activities.

in this key, the creation of digital customs requires the development of cer-
tain analytical tools, technologies for Big data processing, Data mining as well 
as the implementation of its functions by customs, taking into account the de-
velopment of the internet of things technology.
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Big data alone will not change customs operations, but the inclusion of Big 
data in the work of the customs authorities will contribute to this.

The use of Big data in customs activities can contribute to the optimal allo-
cation of organizational resources.

Customs authorities should move from electronic processing of customs 
declarations and physical control of goods to using the Big data environment 
using Data mining and predictive analytics.

13. To implement the necessary digital technical and technological innova-
tions, modernization of customs legislation is required.

14. The development of the digital customs institution is based on the func-
tioning of the Rms institute as well as its modernization, taking into account 
the potential possibility of including Big data in the risk management process. 
An actual issue is digitization in the area of customs risk management.

15. Digital customs is related to the AEo institute and the issues of a secu-
rity supply chain; helps to prevent violation of customs regulations. An actual 
issue is the improvement of access to commercial information directly or indi-
rectly related to trade operations implemented by a new class of economic enti-
ties (economic operators).

16. in our opinion, at the conceptual level (in the future the Concept of e-
customs), the scope of e‑customs should be defined, to which we include (1) the 
scope of regulation, (2) activities and (3) subjects. As part of the PTC meeting 
in march 2016, the WCo experts among other things affected the activities of 
such entities as customs, electronic commerce intermediaries (electronic trad-
ing platforms, financial intermediaries, financial payment gateways as well as 
transporters and carriers).

17. The WCo Data model provides a global standard for international data 
requirements for the release and clearance of goods.

The WCo Data model is the «language of customs» for the development of 
interconnectedness and modernization of iCT.

since customs cannot develop business process models for non-customs 
processes in the field of regulating transactions involving the cross‑border 
movement of goods, the participation of international partner organizations is 
important in the activities of the WCo working bodies. The World Customs 
Organization also names the Eurasian Economic Commission among the 
partners that may be involved in such work. In turn, the EEС experts are ready 
to participate in this process.

18. The national Customs Enforcement network (nCEn) plays an impor-
tant role in shaping the institution of digital customs, including the digitiza-
tion of daily customs operations and the optimization of law enforcement and 
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cooperation processes. This system helps to digitize customs operations, sup-
porting efficient resource management, allowing middle executives to have an 
idea of their employees’ activities and task distribution, thus offering a broader 
picture of the efficiency of workflow processes in the field (on place).

19. During the discussions on future customs, different opinions were ex-
pressed, among which – customs deals only with tangible (physical) goods and, 
therefore, digital transmissions should not have implications for customs oper-
ations, although it is important to continue to closely monitor developments in 
the future. What does this thesis mean? Customs is for us not some abstracts 
and a virtual concept, but a real organization with its structure and manage-
ment mechanisms, work programs, work plans, positions of customs officials 
and, of course, information technologies and information systems. Without 
having a fundamental Concept of digital customs, its development programs 
(for example, as an AEO program) at the WCO level, without scientifically‑me-
thodical recommendations on the establishment of an institution of digital cus-
toms in the WCo member states, it is not easy for us to agree with the thesis 
about identifying customs only with information and communication technolo-
gies.

2.9. WCO Capacity Building Committee: Digital customs in the 
context of capacity building development

Digital customs has become a key theme for several topics that were dis-
cussed at the seventh meeting of the WCo Capacity Building Committee,1 held 
in Bessel from 11 to 13 April 2016. Item 2 of the agenda of the meeting defined 
the question «The future of customs: what are the needs of organizational de-
velopment when we are moving towards digital customs and technology». We 
need to note that digital customs and technologies are divided as two separate 
objects that should be examined by delegates of the WCo member countries 
when considering the future of customs. in order to organize discussions on the 
stated topic, the WCo secretariat prepared the analytical report with the same 
title «The Future of Customs: What are the organizational Development needs 

1 Capacity Building Committee. Terms of Reference for the Capacity Building Committee. 
Confirmed by the Council – 1 July 2009. Established : April 2010. World Customs Organiza-
tion. – P. 4. URl: http: //www.wcoomd.org/en/about-us/wco-working-bodies/capacity_build-
ing/capacity_building_committee.aspx (date of the request: 04.02.2019). 
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as We move Towards Digital Customs and Technologies».1 The purpose of this 
document is to raise the topic of digital customs in the Capacity Building Com-
mittee as an emerging contentious issue related directly to capacity building, 
and to identify guidelines for the organization of future work that complements 
ongoing work on this topic in other WCo bodies. Committee experts were ex-
pected to comment on and point to organizational requirements for effectively 
managing the integration of iCT as well as technologies in general. it was as-
sumed that these requirements would establish an agenda for defining future 
best practices and recommendations that will be integrated into digital customs 
programs on capacity building development, reform and modernization.2

The WCo secretary General at the session of the Capacity Building Com-
mittee noted the importance of the human factor, as it is people who provide 
support in training Customs services (Administrations), especially for efforts 
in the field of digital customs. He also noticed that in March 2016 the PTC has 
clearly defined the enablers of digital customs such as (1) strategy, (2) legal ba-
sis, (3) management structure, and (4) iCT infrastructure.

note: the characteristics of each of the factors are presented in the materials 
of the 2nd meeting of the WCo Working Group on E-Commerce, which was 
held at the WCo Headquarters on october 10–13, 2017.3 Along with the named 
factors, three more were voiced: Human Resource Capabilities and skills, data 
security, Business continuity plan.

The priority areas of «digital customs» remain (1) «connectivity», (2) «co-
ordinated border management (single window)», (3) «Data model», (4) «e-com-
merce», (5) «Big data», (6) information exchange and (7) sustainable develop-
ment goals (Fig. 7).4

1 The Future of Customs: What are the organizational Development needs as We move To-
wards Digital Customs and Technologies. item ii on the Agenda. 7th session of the Capacity 
Building Committee. 11–13 April 2016. Doc. HC0083E1a. Brussels, 14 march 2016.

2 summary. The Future of Customs: What are the organizational Development needs as We 
move Towards Digital Customs and Technologies. item ii on the Agenda. 7th session of 
the Capacity Building Committee. 11–13 April 2016. Doc. HC0083E1a. Brussels, 14 march 
2016. – P. 1.

3 see item 9. Digital Customs: Bridging Digital Divide. (item xii.b on the Agenda). 2nd meet-
ing of the WCo Working Group on E-Commerce (10 – 13 october 2017). Doc. Em0019E1a. 
Brussels, 12 september 2017. P. 2–3.

4 item 25. Report to the Capacity Building Committee. 7th session of the Capacity Building 
Committee. 11–13 April 2016. Doc. HC0093E1a. Brussels, 14 June 2016. – P. 4.
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Fig. 7. Priority areas of Digital customs

The WCo secretariat informed the Committee that it would continue its 
work on reviewing existing tools, developing core competencies for digital 
customs, monitoring information technology development and creating a clear 
repository of advanced iT modernization techniques for its member countries.

For reference, we note that in management theory, scientists identify strate-
gic, core, key, and leading competences. in the other grouping it is mentioned 
standard, key and leading competencies.

The strategic competences include strategically significant units of activity 
in which it is the strongest.

Core competencies are factors that provide organizations with threshold, 
basic competitive advantages in the long term.

Key competencies – competencies, that ensure the solution of organiza-
tional‑specific tasks, on which its stability in the market depends. 1it can be 
considered as a set of abilities that allows to solve special problems that are 
not typical for most market participants. The presence of key competencies 
leads the company to market leaders and makes it very stable when competition 

1 Presentation, report Competence approach in personnel management.URl: https: //myslide.
ru/presentation/skachat-kompetentnostnyj-podxod-v-upravlenii-personalom (date of the re-
quest: 04.02.2019). 
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becomes tougher. such criteria of key competence are distinguished as signif-
icance for consumers, uniqueness, the possibility of improvement, cooperation 
(competence can result from the unique interaction of a number of partners, or-
ganizations and consumers); the competence is based on knowledge.1

Leading – competencies that allow organizations to solve unique problems 
with which its breakthrough to new markets, those that can become key.2 Un-
der this type of competence we also understand the benefits in solving problems 
(situations) that will become a zone of competition in the future with increased 
competition. leading competence provides leadership to the organization in the 
future (Fig. 8).3

Fig. 8. Competencies of digital customs

1 Types of organization competencies. URl: https: //studopedia.org/11-99050.html (date of the 
request: 04.02.2019).

2 Presentation, report Competence approach in personnel management. URl: https: //myslide.
ru/presentation/skachat-kompetentnostnyj-podxod-v-upravlenii-personalom (date of the re-
quest: 04.02.2019). 

3 Types of organization competencies. URl: https: //studopedia.org/11-99050.html (date of the 
request: 04.02.2019).
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In our opinion, the creation or allocation of competencies of digital cus-
toms will allow us to bring closer our vision of digital customs as a complex 
phenomenon, institution, tool, mechanism. Today, the scientific community 
knows nothing about competencies of digital customs.

The introductory session which set the tone for the ensuing discussions was 
devoted to addressing the organizational development needs required for iCT 
management and development for sustainable customs reform and moderniza-
tion.1 As a result of the discussions, the Capacity Building Committee asked the 
WCo secretariat to develop a guide on best practices for organizational struc-
tures in iCT governance. The main provisions of the document «The Future of 
Customs: What are the organizational Development needs as We move To-
wards Digital Customs and Technologies» are as follows.

The rapidly changing technological landscape has influenced the work of 
customs and governments. Today, almost every initiative to reform and mod-
ernize the Customs service is associated with the automation of customs clear-
ance systems. The use of iCT in customs workplaces extends from automated 
clearance systems to declaration processing, risk management and other cus-
toms procedures to office automation. Customs is constantly looking for ways 
to develop digital solutions and services to simplify procedures, prohibit con-
trolled goods and reduce costs for the trading community and logistics opera-
tors.2

The WCo secretariat indicates that new technologies are already emerg-
ing on the horizon such as the use of Big data, telematics, biometrics and many 
wireless technologies. The entire technological landscape continues to evolve 
rapidly with the emergence of a number of key trends such as cloud computing, 
mobile technologies, advanced data analytics and advances in information man-
agement. Each of these technologies has a different impact on the customs op-
erating environment. This landscape provides numerous opportunities for com-
munication between Customs administrations, as well as with trade operators 
and other border control authorities. According to the WCo, Customs authori-
ties should consider how best to use these technologies to increase operational 

1 item 12. A strategic Approach to support iCT-enabled Customs and Cross-Border Regulatory 
Reform through WCo Tools, instruments, and Guidelines. Digital Customs. item xii on the 
Agenda. 75th session of the Policy Commission. Doc. sP0560E1a. Brussels, 14 June 2016.

2 item 1. The Future of Customs: What are the organizational Development needs as We move 
Towards Digital Customs and Technologies. item ii on the Agenda. 7th session of the Capac-
ity Building Committee. 11–13 April 2016. Doc. HC0083E1a. Brussels, 14 march 2016. – 
P. 2.
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efficiency and help rethink business practices. After all, an increase in national 
and cross-border productivity leads to accelerated economic growth.

The WCo continues to adhere to the fact that, in order to support member 
countries in their efforts to further introduce digital customs, the World Customs 
organization has developed an extensive set of tools and applications.1 in our 
opinion, this thesis is controversial. If there is no definition of the terms «elec-
tronic» or «digital customs» in the package of tools, it is very difficult to accept 
such a point of view. The analyzed question requires an objective approach. 
At the time of the session of the Capacity Building Committee (April 11-13, 
2016), there were no instruments and tools for digital or electronic customs. 
There were only WCo tools that affect the application of information and com-
munication technologies.

let us ask a question. What is the point of creating a certain institution of 
electronic or digital customs, if the same WCo customs regulation tools were 
used before? Why do we need to form a new «brand», an institution (digital 
customs) on the basis of old (former) tools in the absence of new ones? What 
is the goal of creating digital customs, if it is possible to develop modern cus-
toms – the customs of the 21st century on the basis of modern information and 
communication technologies without this «brand»? in our opinion, if a new in-
stitution is created, then it should be characterized by specific features, char-
acteristics that distinguish it into an independent group, unit. This institution, 
the phenomenon should be characterized by a relatively independent system 
of legal norms peculiar to it as well as a system of elements, a mechanism of 
management, administration of customs operations, etc. in our case, digital 
customs, without having formed a conceptual apparatus, is identified with in-
formation and communication technologies that already existed before the cre-
ation of this «brand».

in a presentation on the WCo instruments and tools, the secretariat experts 
divided them into three groups (strategic, political / legal, operational) (Fig. 9):

1 item 3. The Future of Customs: What are the organizational Development needs as We move 
Towards Digital Customs and Technologies. item ii on the Agenda. 7th session of the Capac-
ity Building Committee. 11–13 April 2016. Doc. HC0083E1a. Brussels, 14 march 2016. – 
P. 2.
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Fig. 9. Factors, priority areas for digital customs 1

Strategic: WCo strategic Plan,2 iT Guide for Executives,3 WCo Compen-
dium. How to Build a single Window Environment (volume 1).4

1 Pandey P.N. Digital Customs. strategic Approach to support iCT-enabled Customs and 
Cross-Border Regulatory Reforms through WCo Tools, instruments and Guidelines: Presen-
tation. 7th session of the Capacity Building Committee. Brussels, 11–13 April 2016. – slide 5.

2 WCo strategic Plan for the years 2016-2017 to 2018-2019. World Customs organization. 
URl: http: //www.wcoomd.org/en/about-us/what-is-the-wco/strategic-plan.aspx (date of the 
request: 04.04.2019). 

3 iT Guide for Executives. World customs organization. June, 2018. URl: http: //www.wcoomd.
org/en/topics/facilitation/instrument-and-tools/tools/it-guide-for-executives.aspx (date of the 
request: 07.03.2019). 

4 WCo Compendium. How to Build a single Window Environment. volume 1. The Executive 
Guide. World Customs organization. URl: https: //www.icao.int/meetings/AirCargoDevel-
opmentForum-Togo/Documents/singleWindow_Compendium_vol_1_E.pdf (date of the re-
quest: 04.04.2019). 
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Political / Legal: Revised kyoto Convention,1 sAFE Framework of stan-
dards to secure and Facilitate Global Trade,2 nairobi Convention, model Bi-
lateral Agreement on mutual Administrative Assistance in Customs matters,3 
Global Customs network Guide (GnC), Customs Guidelines on integrated 
supply Chain management.4

Operational: WCo Data model,5 Guide to information Customs Technol-
ogies to the kyoto Convention,6 Dematerialization of supporting documents, 
Coordinated Border management Compendium,7 WCo Compendium. How 
to Build a single Window Environment (volume 2),8 Risk management Com-
pendium CEn/nCEn/CEnComm, Advance Cargo information system, Guide 

1 International Convention on the Simplification and Harmonization of Customs Procedures. 
URl: http: //www.wcoomd.org/en/topics/facilitation/instrument-and-tools/conventions/pf_re-
vised_kyoto_conv/kyoto_new/preamble.aspx#ar8 (date of the request: 04.04.2019). 

2 sAFE Framework of standards to secure and Facilitate Global Trade. World Customs or-
ganization. URl: http: //www.wcoomd.org/-/media/wco/public/global/pdf/topics/facilitation/
instruments-and-tools/tools/safe-package/safe-framework-of-standards.pdf?la=en (date of the 
request: 04.04.2019). 

3 model Bilateral Agreement on mutual Administrative Assistance in Customs matters. World 
Customs organization. URl: http: //www.wcoomd.org/en/topics/enforcement-and-compli-
ance/instruments-and-tools/~/media/DFAAF3B7943E4A53B12475C7CE54D8BD.ashx (date 
of the request: 04.04.2019). 

4 Customs Guidelines on integrated supply Chain management. (isCm Guidelines). World 
Customs organization. URl: http: //www.wcoomd.org/~/media/D81B2807C64A4B669942F-
88D51D5FCF6.ashx (date of the request: 04.04.2019). 

5 WCo Data model. World Customs organization. URl: http: //www.wcoomd.org/en/topics/facil-
itation/instrument-and-tools/~/link.aspx?_id=3BD324CD868948748147E210059706BC&_
z=z (date of the request: 04.04.2019).

6 Application of information and communication technology. Chapter 7. General Annex Guide-
lines. kyoto Convention. URl: http: //www.wcoomd.org/-/media/wco/public/global/pdf/top-
ics/facilitation/instruments-and-tools/tools/ict-guidelines/ict-guidelines.pdf?db=web (date of 
the request: 01.03.2019); General information: iCT Guidelines. World Customs organization. 
URl: http: //www.wcoomd.org/en/Topics/Facilitation/instrument%20and%20Tools/Tools/
iCT%20Guidelines (date of the request: 01.03.2019). 

7 Coordinated Border management Compendium. World Customs organization. URl: http: //
www.wcoomd.org/-/media/wco/public/global/pdf/topics/facilitation/instruments-and-tools/
tools/safe-package/cbm-compendium.pdf?la=en (date of the request: 04.04.2019). 

8 WCo Compendium. How to Build a single Window Environment. volume 2. The Profes-
sional Practice Guide. World Customs organization. URl: https: //www.icao.int/meetings/
AirCargoDevelopmentForum-Togo/Documents/singleWindow_Compendium_vol_2_E.pdf 
(date of the request: 04.04.2019). 
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to advanced passenger information and passenger name records,1 WCo Cargo 
Targeting system,2 Technology network (Ten),3 Public-members interface (iP-
m),4 iris open information Collection Platform,5 i2C – WCo information & 
intelligence Centre,6 Global network of Customs Utility Block (GnC UBs).7

At the meeting of the Capacity Building Committee as well as at sessions 
of the Permanent Technical Committee, the position is declared, according to 
which, the Revised kyoto Convention in Chapter 7 of the General Annex «Ap-
plication of information Technologies» lays the foundations for the use of iCT 
by Customs administrations. in addition, the WCo carried out a mapping ex-
ercise to evaluate iCT-related tools and their purpose.8 This mapping exercise 
goes hand in hand with ongoing work carried out by the WCo on the iT Guide 
for Executives, which is designed as a concise guide, which briefly discusses 

1 How to Build an Advance Passenger information (APi) / Passenger name Record (PnR) Pro-
gramme. Guidance for Customs Administrations. World Customs organization. URl: http: //
www.wcoomd.org/-/media/wco/public/global/pdf/topics/facilitation/instruments-and-tools/
tools/api-guidelines-and-pnr-doc/guidance-for-customs-administrations-on-how-to-build-an-
api-pnr-programme.pdf (date of the request: 04.04.2019). 

2 WCo Cargo Targeting system. World Customs organization. URl: http: //www.
wcoomd.org/en/topics/wco-implementing-the-wto-atf/~/media/6E2118554F6A43D-
B83A07C603494C627.ashx (date of the request: 04.04.2019). 

3 Technology network. World Customs organization. URl: https: //ten.wcoomd.org/products?-
field_categories%5B0%5D=13&ref=13 (date of the request: 04.04.2019). 

4 see The WCo Tool in the Fight Against Counterweighting. The World Customs organiza-
tion. URL: http: //www.wcoipm.org/__resources/userfiles/file/IPM‑Brochure.pdf (date of the 
request: 04.04.2019). 

5 see CEP. Compliance and Enforcement. The World Customs organization. URl: http: //www.
wcoomd.org/~/media/wco/public/global/pdf/topics/enforcement-and-compliance/overview/
wco_cep_online-brochure_en_for-hyperlinks.pdf?db=web (date of the request: 05.03.2019). 

6 i2C – WCo information & intelligence Centre. World Customs organization. URl: (date 
of the request: http: //www.wcoomd.org/es-es/topics/enforcement-and-compliance/instru-
ments-and-tools/i2c.aspx (date of the request: 05.04.2019). 

7 GNC UBs can be defined as a functional subset of the Global Network of Customs, offering 
a tangible value proposition for Customs administrations by meeting specific needs through 
the exchange of information (Armen manukyan. WCo-UnEsCAP 3rd UnnExT master-
class: Digital Customs and single Windows in the Context of WTo TFA Cheonan, 19-28 April 
2017. – Slide.8. URL: https: //www.unescap.org/sites/default/files/27%20Apr%202017%20
-%20WCo%20Globally%20networked%20Customs.pdf (date of the request: 05.04.2019). 

8 item 3. The Future of Customs: What are the organizational Development needs as We move 
Towards Digital Customs and Technologies. item ii on the Agenda. 7th session of the Capac-
ity Building Committee. 11–13 April 2016. Doc. HC0083E1a. Brussels, 14 march 2016. – 
P. 2.
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the key aspects of developing and deploying iCT solutions for high-level cus-
toms officials as well as officials who are directly responsible for ICT proj-
ect management. According to the WCo, the iT Guide for Executives exten-
sively examines the six topics of digital customs identified by the Policy Com-
mission in December 2015: leadership; legal basis; modernization and reform; 
protection of society; communication; and coordinated border management.1 in 
addition, the WCo is currently engaged in further work in several other related 
areas, for example, the strategy for promoting the WCo Data model; Data se-
curity; Big data; supplement of a «single window»; Global Customs network 
Handbook; interoperability and nii; and the use of drones.2

We pay particular attention to the fact that the listed tools are referred to in 
the WCo analytical note as other related areas (and not the digital customs – 
the author’s note). This thesis is more acceptable to us than the provision actu-
ally identifying digital customs with the early developed WCo information and 
communication technology tools.

The WCo secretariat emphasizes that at present the administrative struc-
tures, providing support for iCT management for customs, vary considerably 
from country to country. in many cases, Customs administrations have a special 
department in their composition, a department of information communication 
technologies. For those Customs administrations working in joint organizations 
(for example, in taxation, immigration, etc.), the iCT management function is 
responsible for maintaining both services in the same organization. in addition, 
it is often possible to find mechanisms in which the ICT management function 
supporting customs is the management function of the relevant department of 
the ministry. Another example is that there is a centralized government iCT au-
thority for many departments (including customs), which is subordinated to an-
other ministry. And finally, there are still cases where ICT management support 
for customs is provided only as part of their projects, reform and modernization 
programs, and not as a permanent function.

in the context of digital customs, it is becoming clear that Customs admin-
istrations must have ongoing support from a reliable and well-functioning unit 
of the iCT Department for sustainable development and service delivery. in this 
regard, for many administrations, the development or further strengthening of 

1 see Report to the Policy Commission. Policy Commission, 74th session. Punta Cana, 7–9 De-
cember 2015. Doc. sP0550E1a. Brussels, 27 January 2016. 

2 item 5. The Future of Customs: What are the organizational Development needs as We move 
Towards Digital Customs and Technologies. item ii on the Agenda. 7th session of the Capac-
ity Building Committee. 11–13 April 2016. Doc. HC0083E1a. Brussels, 14 march 2016. – 
P. 2.
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capacity building for the proper management of iCT and the integration of new 
technologies can be a priority. iCTs are a common critical success factor for 
achieving modernization goals in their capacity building programs.1

In various instruments, the WCO has already identified a list of organiza-
tional capabilities necessary for effective iCT management and technology in-
tegration (Fig. 10):

1. Planning, optimization and modeling of business processes in the field of 
customs.

2. Preparation of detailed specifications of the user’s system based on the 
established requirements of the Customs administration and international stan-
dards.

3. Carry out cost assessments and assessments for iCT development and the 
integration of new technologies and an assessment of the future impact on oper-
ational costs.

4. Providing support for procurement and own development decisions.
5. Assessment of the quality of iT services and the management of relevant 

contracts.
6. indication and management of iCT infrastructures and updates.
7. Identification and reduction of risks in the implementation of ICT solu-

tions and new technologies as well as ensuring business continuity.
8. Definition and implementation of policy in the field of standardization 

and harmonization of data, data integration and compatibility.
9. Preparation of accompanying documentation on iCT solutions and new 

technologies.
10. support change management processes.
11. Definition and implementation of policies and solutions for data secu-

rity.
12. Coordination of iCT organizational developments with broader na-

tional e-government initiatives.
12. Acquaintance with new technologies.

1 item 7. The Future of Customs: What are the organizational Development needs as We move 
Towards Digital Customs and Technologies. item ii on the Agenda. 7th session of the Capac-
ity Building Committee. 11–13 April 2016. Doc. HC0083E1a. Brussels, 14 march 2016. – 
P. 3.
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Fig. 10. Organizational capabilities necessary for effective ICT management 
and technology integration
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According to WCo, the success of iCT development initiatives and technol-
ogy integration is likely to depend on many other organizational opportunities, 
such as:

 9 good strategic planning and sequence of actions to determine priorities;
 9 project management, change management;
 9 effective stakeholder engagement and consultation;
 9 adequate budget and financial management, especially for multi‑year de-

velopment programs.
Another important aspect, the WCo secretariat draws attention, is how to 

develop these capabilities in terms of human resources, in the context of digi-
tal customs and technology integration. it is not enough to simply create ancil-
lary structures and define responsibilities. Administrations should be able to de-
velop their knowledge in the field of IT and technology, to hire or develop qual-
ified specialists in these areas.

The WCo believes that another example of the opportunity that digital cus-
toms presents is closer real-time cooperation between Customs administrations 
as well as between customs and business, in facilitating legal trade and cus-
toms control. The tasks considered include examples when it is difficult to cre-
ate a national «single window», the concept of data harmonization at the re-
gional level, and cyber security problems.1

Regarding the future action plan, the World Customs organization high-
lighted the following areas of work:

 9  Further development of the digital customs concept.
 9  Review, update relevant WCo instruments and tools and, if necessary, 

develop new ones.
 9  implementation, consolidation of electronic services – electronic pay-

ments, electronic processing of permits / authorizations, electronic refund, re-
ceiving electronic copies, communications, mobile applications.

 9  improving the electronic interface and information exchange with ex-
isting and new stakeholders, economic operators, such as electronic providers, 
postal operators, and online payment services.

 9  Development of managerial and operational competence in the field of 
iCT in customs.

 9  Development, improvement of relevant technologies, tools, if necessary.

1 items 13-14 The Future of Customs: What are the organizational Development needs as 
We move Towards Digital Customs and Technologies. item ii on the Agenda. 7th session of 
the Capacity Building Committee. 11–13 April 2016. Doc. HC0083E1a. Brussels, 14 march 
2016. – P. 4.
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 9  monitoring new and emerging technologies from a customs and trade 
point of view for a well-thought-out political response.

 9  The creation of a repository, iCT observatory of member countries has 
led to the emergence of innovative practices to improve trade facilitation, im-
prove compliance, effective control and efficient service delivery.1

Based on the questions on the application of iCT, which were formed by the 
WCo secretariat for discussion at the session of the Capacity Building Com-
mittee, we will form similar ones to create digital customs in the context of ca-
pacity building:

 9  What is required at the organizational level to ensure that the Customs 
service implements and maintains a reliable and well-functioning e-customs en-
vironment?

 9  What are the problems and consequences of the growing use of iCT in 
integrating technology into customs operations in the context of the develop-
ment of the digital customs institution?

 9  Does customs use existing software and hardware technologies with 
maximum benefit as part of the development of the digital customs institute?

 9  Are there other recent or emerging technological developments that may 
provide new opportunities or influence the modernization of digital customs?

Without a doubt, the implications of the work of the WCo Capacity Build-
ing Committee are difficult to overestimate. The work of this block of this In-
ternational organization has brought many interesting provisions for the forma-
tion of the institute of digital customs. As an example, we will call the develop-
ment of the smart Customs institute (smart Customs), a topic considered at the 
9th meeting of the CBC from February 26–28, 2018 at the WCo Headquarters. 
This subject, in our opinion, is included in the complex of provisions, ideas 
about digital customs.

2.9.1. Conclusions on § 2.9

1. An important area of work for the World Customs organization and its 
working bodies is capacity building. The subject of the formation of the digital 
customs institute was examined at the meeting of the WCo’s Capacity Building 
Committee, held in Bessel from 11 to 13 April 2016.

1 Pandey P.N. Digital Customs. strategic Approach to support iCT-enabled Customs and Cross-
Border Regulatory Reforms through WCo Tools, instruments and Guidelines: Presentation. 
7th session of the Capacity Building Committee. 11–13 April 2016. Brussels, 14 June 2016. – 
slide 8.
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2. Within the stated theme «The Future of Customs: What are the organiza-
tional Development needs as We move Towards Digital Customs and Technolo-
gies» digital customs and technologies are highlighted as independent elements.

3. In the theoretical aspect, a matter of interest is the classification of factors 
(enablers), priority areas, key trends in digital customs as well as new technolo-
gies presented to the attention of the international customs community:

key enablers (contributing factors) of digital customs:
 9 strategy;
 9 legal basis;
 9 governance structure;
 9 iCT infrastructure.

priority areas of digital customs:
 9 connectivity;
 9 coordinated border management (single window);
 9 Data model;
 9 e-commerce;
 9 Big data;
 9 exchange of information;
 9 sustainable development goals.

key trends in digital customs
 9 cloud computing;
 9 mobile technologies;
 9 advanced data analytics and
 9 advances in information management.

4. An important aspect of the development of digital customs is the devel-
opment and subsequent development of the core competencies of digital cus-
toms. We believe that the WCO needs to develop strategic, pivotal, standard, 
key and leading competencies of digital customs. To date, their absence does 
not allow to consider digital customs as an independent organization, mecha-
nism, complex phenomenon or instrument. This fact allows us to identify dig-
ital customs with information communication technologies as well as WCo in-
struments and tools for iCT, and we do not share this point of view.

5. At the same time, the WCO needs to develop Best Practices Guide for 
the Development of the Digital Customs Institute.

6. As for digital customs institute, the WCo uses the concept of «techno-
logical landscape», which is rapidly evolving with the emergence of a num-
ber of key trends, such as cloud computing, mobile technologies, advanced data 
analytics and advances in information management. The technological land-
scape provides numerous opportunities for communication between Сustoms 



156

administrations as well as with trade operators and other border control authori-
ties. it is important that such technologies on the part of customs increase oper-
ational efficiency and help rethink how economic operators conduct business.

7. The formed institution of digital customs should be characterized by 
specific features, properties that distinguish it into an independent group, 
a block of other institutions of customs administration. This institution, orga-
nization, phenomenon, mechanism should be characterized by a relatively in-
dependent system of legal norms peculiar only to i, as well as elements, mech-
anisms of management, administration of customs operations, technologies, 
etc. in our case, digital customs, without forming a conceptual apparatus, is 
identified with information and communication technologies that already ex-
isted before the creation of the «brand» digital customs.

8. The WCo experts conducted a grouping of instruments and tools that, in 
their opinion, belong to the institution of digital customs: strategic, political / 
legal and operational.

Among the political documents of this classification is the WCO Strategic 
Plan, the iT Guide for Executives, and the Compendium on a single Window. 
However, if we turn to, for example, the IT Guide for Executives, we will not 
find answers to current questions about the development of digital customs. 
In this tool, there is no definition of the term «digital customs», there is no 
description of the competencies of digital customs as well as any characteris-
tics that distinguish such customs from a group of other institutions, organi-
zations, mechanisms, tools.

let’s give an example. in the Federal Customs service of Russia digital cus-
toms is a specialized customs body that is part of a single Federal Centralized 
system of Customs Authorities and ensures the implementation of the tasks and 
functions of the Federal Customs service of Russia. We should pay attention, 
these are not technologies and tools for their implementation, this is an organi-
zation, a legal entity, a structural unit of customs. And for practitioners, inter-
national experience in the development of such customs is a matter of interest.

in our opinion, the WCO needs to develop (create) together with the WCO 
working bodies political, strategic documents on digital customs of a different 
level. For example, the WCO Guide on Digital Customs, the WCO Guide on 
Best Practices for the Development of the Digital Customs Institute. We as-
sume that certain provisions of previously developed WCO instruments and 
tools can enter the new Compendium, the Manual. However, this should be 
done under the sign «digital customs». Otherwise, the institution analyzed 
by us is depersonalized against the background of the sign «information and 
communication technologies».
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such a conclusion is based on the results of the meeting of the thematic 
block «electronic customs», which was held in the customs block of the Eur-
asian Economic Commission at the end of 2018 on the development of the dig-
ital customs institution in the member states of the Eurasian Economic Union. 
The event was attended by representatives of the Customs administrations of 
Armenia, Belarus, kazakhstan, kyrgyzstan and Russia. The problem was that 
none of the reviewed WCO documents contained a definition of digital cus-
toms, and the concept of this customs was associated with the development of 
ICT. In other words, practitioners do not have serious scientific and methodo-
logical material, developments for the building of the institute of digital cus-
toms. Actually for this reason, the idea was born to prepare an independent 
study on the review of international experience in building digital customs, and, 
above all, based on the approaches, vision, proposals of the World Customs or-
ganization. We believe that this monograph will allow completing this task.

8. in order to create digital customs, the Customs service in its structure 
should have a reliable and well-functioning subdivision – the Department of 
information and communication technologies for sustainable development and 
the provision of services.

9. Within the framework of capacity building, the training of personnel for 
modern customs, and in our case, digital customs, is an important organiza-
tional issue that needs to be considered by the executives of the Customs ad-
ministration. A relevant topic is the development of potential in terms of human 
resources in the context of digital customs and technology integration. it is not 
enough to simply create ancillary structures and define responsibilities. Cus-
toms services should be able to develop their knowledge in the field of ICT and 
customs technologies in general, to build labor relations with qualified special-
ists in these areas.

10. The list of organizational capabilities necessary for effective iCT man-
agement and technology integration in the context of the formation of digital 
customs is defined.1

1 1. Planning, optimization and modeling of business processes in the field of customs.
2. Preparation of detailed specifications of the user’s system based on the established require-

ments of the customs administration and international standards.
3. Carry out cost assessments and assessments for iCT development and the integration of 

new technologies and an assessment of the future impact on operational costs.
4. Providing support for procurement and own development decisions.
5. Assessment of the quality of iT services and the management of relevant contracts.
6. indication and management of iCT infrastructures and updates.
7. Identification and reduction of risks in the implementation of ICT solutions and new tech-

nologies, as well as ensuring business continuity;
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11. In order to develop the digital customs institution, the World Customs 
Organization has identified a number of important areas of work. Among 
them remains the further development of the concept of digital customs; up-
dating relevant WCo instruments and tools and, if necessary, developing new 
ones; implementation, consolidation of electronic services – electronic pay-
ments, electronic processing of permits, authorizations, electronic refund, re-
ceiving electronic copies, communications, mobile applications, etc.

12. According to the author, it is necessary to involve higher education 
institutions (academic society) that actively cooperate with the World Cus-
toms Organization in the research of the digital customs institution. ideally, 
institutions of higher education can receive current topics (themes) developed 
at the level of research works, dissertations, and graduation projects developed 
at the WCo. Feedback of the WCo with universities in the form of the forward 
(sending) of research results to the WCO will allow eliminating the scientific 
and methodological gap that exists in relation to the institution of digital cus-
toms.

13. To resolve this issue, it is necessary to intensify the work of the Re-
search Unit of the WCo secretariat. For reference, we note that the Research 
Unit conducts scientifically‑based analytical studies and analysis of policy is-
sues in the field of customs and international trade. It also organizes interna-
tional research events, such as, for example, the PiCARD Conference.1

8. Definition and implementation of policy in the field of standardization and harmonization 
of data, data integration and compatibility;

9. Preparation of accompanying documentation on iCT solutions and new technologies;
10. support change management processes;
11. Definition and implementation of policies and solutions for data security;
12. Coordination of iCT organizational developments with broader national e-government ini-

tiatives;
13. Acquaintance with new technologies.

1 see Kadyrkulov M.A., Mozer S.V. improvement of instruments of customs administration: 
international and legal aspect (The Revised kyoto Convention management Committee): 
monograph / m.A. kadyrkulov, s.v. mozer. moscow: Publishing House of the Russian Cus-
toms Academy, 2018. – P. 22. URl http: //customs-academy.net/wp-content/uploads/2018/11/
kadyrkulov-mozer_kyoto.pdf (date of the request: 12.03.2019). 
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2.10. information management sub-Committee:  
Digital Customs Work program

2.10.1. General provisions

End of 2015 and the beginning of 2016 was marked by the work of the 
WCo to develop the Concept of digital customs. At that time, the WCo had 
a sufficient volume of proposals from the parties for the development of scien-
tific and methodological approaches to the formation of the institution of digital 
customs. in this regard, experts of the WCo secretariat developed a draft imsC 
Work Programme on Digital Customs (hereinafter referred to as the Work Pro-
gram) for 2016-2018, which is based on the WCo strategic Plan and the key 
objectives of the information management sub-Committee. These goals are de-
fined and clarified in the Rules of Procedure. In particular, to fulfill its mandate, 
the sub-Committee should develop and improve instruments and tools related 
to digital customs and electronic commerce, supporting, among other things, 
the implementation of the provisions of the Revised kyoto Convention and the 
WTo Trade Facilitation Agreement.1

it should be noted that on march 4, 2016, the WCo secretariat sent a let-
ter2 to member states to submit ideas, opinions and background data on the 
Agenda and work programs of the sub-Committee related to digital customs. 
Based on the responses received, the secretariat prepared a draft Work Program 
on Digital Customs. our study shows that practically any question of improv-
ing customs administration at the WCo is tentatively sent by the secretariat 
for consideration by the Customs administrations of the member states. At this 
stage, Members have the opportunity to reflect as much as possible their vi-
sion, position on important issues in the field of customs, and in our case – on 
the formation of an institution of digital customs. in other words, the agenda of 
meetings of various WCo bodies and its subsequent elaboration is determined 
by the initial activity of the WCo member states prior to the consideration of 
the issue.

The Work Program, as noted in the WCo materials, aims to bring together 
the topics with which the information management sub-Committee will deal 

1 item 3 (ii). information management sub-Committee. World customs organization. URl: 
www.wcoomd.org/About%20Us/WCo%20Working%20Bodies/Procedures_and_Facilita-
tion/information_management_sub_Committee (date of the request: 30.03.2019). 

2 A letter of the WCO Secretariat of March 2016 № 16.FL‑0092/T.K.
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with over the next biennium (2016-2018).1 it was very important to discuss this 
document in breakout and plenary sessions on the basis of a draft prepared by 
the secretariat. in this paragraph we will cover the main aspects of the draft 
WCo Work Program on Digital Customs. it is obvious that the analyzed draft 
program should take into account and reflect the conceptual approaches, vision, 
proposals of the WCo member states to the development of the digital customs 
institution. in other words, the creation of a program should be preceded by an-
alyzing digital (electronic) customs and transforming the research results into 
an independent concept. And only after that you can proceed to the formation of 
the Work Program.

it should be recalled that by this time the concept of digital customs was 
proposed (at the 74th meeting of the Policy Commission), which is set out on 
one page in the form of a figure presented by the 6 blocks.2 The concept is in-
tended to provide a thematic overview of existing WCo instruments and tools. 
We believe that this concept does not determine the path of transition from the 
current position of customs to the desired – digital customs in accordance with 
the goals set by the subject of management; there is no general description and 
assessment of the state of digital customs and its position in the external envi-
ronment; problems and tasks that should be solved to achieve strategic goals 
are not identified; there is no description of the management system that en-
sures the achievement of the strategic goals of digital customs, etc.

For the sake of objectivity, we note that the WCo secretariat and represen-
tatives of the WCo member states have done an excellent job and considered 
most of the issues related to the formation of the necessary concept of digital 
customs. A confirmation of this thesis is the analysis of the materials presented 
in § 2.4 of the monograph.3 At the same time, the consolidated position was not 
set forth in an independent document entitled «The Concept of Digital Cus-
toms», which reflects the expanded vision of the analyzed institution and the 
prospects for its development. so, let’s proceed to the consideration of the draft 
Digital Customs Work Program.

As noted above, in march 2016 the WCo secretariat at the joint session 
of the permanent Technical Committee and the Enforcement Committee pre-
sented the Digital Customs Work Programme under the WCo strategic Plan. 

1 summary Report. 70th meeting of the information management sub-Committee. Doc. 
Pm0398E1a. Brussels, 22 August 2016. – P. 3.

2 leadership; legal basis; modernization and reform; protection of society; communication; co-
ordinated border management.

3 § 2.4. Classification of current issues of digital customs.
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This document was brought to the attention of the international customs com-
munity by mr. sergio mujica, the WCo Deputy secretary General. The High 
Representative of the WCo explained that digital customs is a cross-cutting is-
sue that is relevant and supports all four pillars of the WCo strategic Plan:

1. Trade facilitation and security.
2. Honest and efficient revenue collection.
3. Protection of society and the fight against crime and terrorism.
4. institutional development as well as human resource development.
At the same time, according to the presentation of the WCo secretariat, 

digital customs is necessary to support the customs management border (CmB) 
and information exchange.1 in other words, besides the information exchange, 
the second priority is border management. And here we find confirmation of our 
thesis about the complex nature of digital customs.

Continuing the study, we note that the Work Program for Digital Customs, 
in the understanding of the WCo, should focus on a number of areas:

 9 The observatory, the repository of innovative practices that will be col-
lected and show not only what is being done today, but also where the Customs 
administrations are moving in the future. The secretariat will request regional 
vice-Chairmen to contribute on this issue.

 9 Development and maintenance of the WCo instruments and tools.
 9 improving interaction with other stakeholders.
 9 introduction of electronic services, such as mobile applications.
 9 iCT competence management, etc.2

in its presentation devoted to the consideration of this issue, the WCo con-
nected two sets of questions in one coordinate system (Fig. 11). The first is re-
lated to the activities of the working bodies of the organization on the forma-
tion of the digital customs institution and includes (1) the development of stan-
dards, (2) cooperation and coordination, and (3) capacity building. The second 
block is connected with such important elements of the program as key oppor-
tunities, main objectives and strategic goals. let’s clarify these elements.

key opportunities: digital strategy, legal framework, governance structure, 
iCT infrastructure.

1 Mujica Sergio. Digital Customs Work Programme under the WCo strategic Plan. Digital Cus-
toms: Progressive Engagement. Presentation of the World Customs organization. Joint ses-
sion of the 211th/212th sessions of the Permanent Technical Committee (PTC) and the 35th 
session of the Enforcement Committee (EC) on 4 march 2016. – slide 2.

2 item 130. summary Report. 211th/212th sessions of the Permanent Technical Committee, 
2–3 march 2016. Doc. PC0449E1a. Brussels, 11 march 2016. – P. 21.
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main tasks: support the implementation of the Bali Agreement; improved 
customs border and «single window» management; updating the WCo Data 
model and other relevant tools; e-commerce problem solving; Big data analy-
sis; facilitating the exchange of information; performance measurement; sup-
port sustainable development goals.

strategic goals, in our opinion, are linked to the pillars of the WCo strate-
gic Plan for 2016–2019 and include: security and facilitation of international 
trade; fair, efficient and effective revenue collection; protection of society, pub-
lic health and safety; organizational development.

Fig. 11. WCO Secretariat approaches to formulating the Digital Customs Work 
Program under the WCO Strategic Plan1

The second time, the Work Program on Digital Customs was presented 
to the international customs community at a meeting of the information 

1 Mujica Sergio. Digital Customs Work Programme under the WCo strategic Plan. Digital Cus-
toms: Progressive Engagement. Presentation of the World Customs organization. Joint ses-
sion of the 211th/212th sessions of the Permanent Technical Committee (PTC) and the 35th 
session of the Enforcement Committee (EC) on 4 march 2016. – slide 2.
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management sub-Committee in may 2016. The analytical report of the WCo 
secretariat prepared for the 70th session of the information management sub-
Committee (12–13 May 2016) reflects the fact of the active participation of 
the WCo in expanding and consolidating the implementation of various digi-
tal solutions together with government partners and other stakeholders as well 
as further implementation of technologies such as Big data, telematics, artifi-
cial intelligence and Cloud to increase operational efficiency, transparency and 
reduce administrative burden. According to the WCo, the holistic nature of the 
Digital customs concept includes facilitating, enforcing, and generating revenue 
from both strategic and operational points of view.1

in this context, the imsC, as expected, will guide current work from a more 
technical and operational point of view as well as contribute to the further de-
velopment and consolidation of the digital customs concept by updating and 
improving existing tools. At the same time, the information management sub-
Committee needs to explore the development of new instruments, where neces-
sary, to support the introduction of new information technologies, and to con-
duct research and development aimed at improving the understanding of new 
and emerging trends, including through monitoring and disseminating relevant 
best practices.

To this end, the secretariat developed the draft Work Program of the infor-
mation management subcommittee for 2016-2018 based on the WCo strate-
gic Plan and the key objectives of the IMSC, which are defined and developed 
in its Rules of Procedure.2 As noted above, the Work Program aims to bring to-
gether topics that the IMSC will consider over the next two years. It reflects the 
key tasks arising from discussions in PTC and other WCo bodies. The Digital 
Customs Work Program should be viewed as a living document and updated as 
necessary to reflect new opportunities and changes in the customs environment, 
expectations, requirements of member countries and (or) decisions of the Pol-
icy Commission, the Council as well as new developments in the field of ICT.3

1 item 2. imsC Work Programme on Digital Customs. (item iv of the Agenda). secretariat 
note. information management sub-Committee. 70th meeting, 12 – 13 may 2016. Doc. 
Pm0391E1a, Brussels, 14 April 2016. – P. 1. 

2 information management sub-Committee. World Customs organization. URl: http: //www.
wcoomd.org/en/about-us/wco-working-bodies/procedures_and_facilitation/information_
management_sub_committee.aspx (date of the request: 23.03.2019).

3 item 2. imsC Work Programme on Digital Customs. (item iv of the Agenda). secretariat 
note. information management sub-Committee. 70th meeting, 12–13 may 2016. Doc. 
Pm0391E1a, Brussels, 14 April 2016. – P. 1. 
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Due to its cross-cutting nature, based on the survey, as noted above, digi-
tal customs supports the four key strategic objectives of the WCo – trade fa-
cilitation and security; fair and efficient revenue collection; protection of soci-
ety; and capacity and human resource development. With this in mind, the draft 
WCo strategic Plan for 2016-2019 provides for the improvement, enhance-
ment of the existing strategic objective 5 (Promoting information exchange 
and cooperation) «Assisting the digital customs in supporting, in particular, co-
ordinated border management and information exchange among all interested 
parties», and also identifies relevant tactical actions and performance indica-
tors.

2.10.2. structure of the Digital customs Program

let’s consider the structure of the draft Digital Customs Program pre-
sented at the 70th meeting of the information management sub-Committee at 
the WCo Headquarters on may 12-13, 2016. The analyzed program consists of 
eight blocks, and each of them has tasks (actions) and an approximate deadline:

1. support the implementation of the WTo Trade Facilitation Agreement 
(TFA).

2. Review, update relevant WCo instruments and tools.
3. management, development, support, updating and promotion of the WCo 

Data model.
4. To promote the introduction, consolidation of electronic services.
5. Promote connectivity, interoperability with government partner agencies 

and other stakeholders.
6. monitor new and emerging technological developments from a customs 

point of view and, if necessary, develop appropriate solutions.
7. Create a repository of managed innovation processes (operations), iCT 

services.
8. Facilitate the implementation of the «single window» and create a reposi-

tory of national practices (Fig. 12).
From a scientific and practical point of view, the content of each of the listed 

activities of the information management sub-Committee is a matter of inter-
est. Consider them in detail.

1. Support the implementation of the WTO Trade Facilitation Agreement 
(TFA)

To implement the first theme of the Digital Customs Program, such 
a task was proposed as improving the preliminary mapping of the WCo iCT 
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instruments and tools supporting the effective and coordinated implementation 
of the WTo Trade Facilitation Agreement measures (Bali Agreement).

Fig. 12. Structure of the Digital Customs Program

We need to note that the Bali Agreement is in no way related to the concept 
of digital customs, considered at the 74th meeting of the Policy Commission 
(December 7–9, 2015). similarly, the materials of the 209/210 meeting of the 
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Permanent Technical Committee (october 14–16, 2015) do not contain any rec-
ommendations for mapping the WCo instruments and tools through the prism 
of the Bali Agreement. in this regard, the positioning of the Bali Agreement, 
developed by another international organization, by number one in the Digital 
Customs Program, is very controversial. For reference, we note that the WCo 
has no competence to make any recommendations on the application of the Bali 
Agreement. This competence belongs only to the World Trade organization. 
We add that during the discussions of the 74th meeting of the Policy Commis-
sion, a particular point of view was expressed about the relevance of the digital 
customs theme for 2016 and the need to focus on these issues for the effective 
implementation of the Agreement on Trade Facilitation.

However, there are no Policy Commission instructions on this issue. We 
consider it erroneous to establish a priority for any instrument developed by 
other international organizations over WCO instruments and tools.

The problem, in our opinion, lies in maintaining a balance between the 
WCo instruments and the individual norms of the Bali Agreement. it is impor-
tant to understand that the WCO tools are primary in relation to the Bali Agree-
ment, and the Agreement is derivative to all WCo developments. it is obvious 
that for the development of the AEO institute, the «single window» mecha-
nism, the institute of customs transit, the original source is the entire SAFE 
package, the WCO AEO Compendium, and also the WCO Transit Guide, and 
not 2–3 articles of the Bali Agreement. And for any Customs administration, 
it is obvious that the WCo instruments and tools, and not an agreement de-
veloped by another international organization, are in priority for the develop-
ment of these institutions. if we remove the political context of the Agreement 
on Trade Facilitation as well as lobbying for its promotion, everything will fall 
into its place.

For the author of this monograph the WCO is a modern and the only insti-
tution that develops international standards in the field of customs adminis-
tration (regulation).

in our opinion, the issue of creating a fundamental concept of digital cus-
toms in terms of importance can be put on a par with the Revised kyoto Con-
vention and the WCo’s developments on the creation of a «single window» 
mechanism. We believe that the institution of digital customs permeates the ma-
jority of customs operations (business processes), and in this regard it is advis-
able to set the task of analyzing all WCo customs administration instruments 
and tools for correlation with the concept of digital customs. At the same time, 
the object of analysis should not be limited only to iCT. And in the future, when 
developing new WCo instruments, they should be analyzed as well as mapping 
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for compliance with the Concept of digital customs, and not the Bali Agree-
ment.

2. Review, update relevant instruments and tools of the World Customs 
Organization

For the second topic, the following tasks (actions) were proposed:
a. Update information Technology Guide for Executives.
b. Update Compendium on a «single window».
c. Update the ICT Guidelines of the Revised Kyoto Convention to reflect 

new developments aimed at better meeting the needs of all WCo members, in 
particular, bridging the «digital divide».

d. Update the Business Continuity Planning Guidebook and Collection of 
WCo member Practices.

e. The work on the use of WWW by Customs authorities – a potential de-
velopment of the manual.

f. Review, update the WCo iCT recommendations.
g. Gather national experiences and explore the technical aspects of imple-

menting an information / data security management system.
We believe that since the developers of the Program consider digital cus-

toms in a narrow sense and actually limit it to the scope of iCT, the study of 
other WCo instruments was not planned. For example, in terms of the forma-
tion of the digital customs institute, it is of interest to analyze the WCO instru-
ments associated with the optimization (reengineering) of customs operations 
(business processes), the customs control institute, the risk management system, 
goods declaration, release, post-clearance audit, customs transit, the institution 
of an authorized economic operator, management mechanism in customs, inter-
action with small, medium and large enterprises, etc. Accordingly, the national, 
advanced practice of customs regulation must be analyzed in the same way, but 
are not limited to iCT. only with such an approach we can expect a serious re-
sult in terms of forming practical recommendations for the Customs administra-
tions of the world on the development of the digital customs institution (based 
on the WCo instruments).

3. Management, development, support, updating and promotion of the 
WCO Data model.

in the draft Digital Customs Program, the following actions are planned:
a. Release of version 3.6.
b. Work on version 3.7.
c. Work on a potential transition to version 4.0.
d. Update of the report on the global adoption of the WCo Data model.



168

e. Develop a management structure and promotion strategy (including non
-technical guidance) of the WCo Data model.

f. Continue to work on data quality – data mapping to include information 
about who is delivering data to customs.1

4. To promote the introduction, consolidation of electronic services.
a. Carry out further work on electronic services, for example, integrated 

electronic payments, electronic processing of permits / authorizations, elec-
tronic authorizations / validation checks, electronic refund, mobile applications.

b. Cooperate under the international Plant Protection Convention2 in devel-
oping a solution for obtaining an E‑Phyto certificate based on the WCO Data 
model.

5. Promote connectivity, interoperability with government partners and 
other stakeholders.

a. Promote the Global network of Customs (GnC) and the development of 
Utility blocks.

b. Examine the work in the field of integrated supply chain management 
(isCm).

c. Continue work on the Trader Identification Number (TIN).
d. Continue working with the WCo Unique Consignment Reference 

(UCR).3

e. Research work on the development of standards / guidelines on connec-
tivity and information exchange with e-commerce / economic operators, such 
as electronic providers, postal operators, online payment service, internet ser-
vice providers (isP).

6. Monitor new and emerging technological developments from a customs 
point of view and, if necessary, develop appropriate solutions.

Explore new topics, for example, Big Data – Data mining and Predictive 
analytics.

1 imsC Work Programme on Digital Customs (2016-2018). Annex i to Doc. Pm0391E1 // 
imsC Work Programme on Digital Customs. (item iv of the Agenda). secretariat note. in-
formation management sub-Committee. 70th meeting, 12 – 13 may 2016. Doc. Pm0391E1a, 
Brussels, 14 April 2016. – P. i/2.

2 international Plant Protection Convention (new Revised Text approved by the FAo Confer-
ence at its 29th session - november 1997). URl: http: //www.fsvps.ru/fsvps-docs/ru/laws/
standarts/ispm/mkkzr.pdf (date of the request: 23.03.2019).

3 WCo Unique Consignment Reference (UCR).World Customs organization. URl: http: //
www.wcoomd.org/en/topics/facilitation/resources/~/media/633F01FC1783462EA9DB-
DE125AF48834.as (date of the request: 01.03.2019).
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7. Create repository of ICT Driven Innovative Processes / Services
Collection, analysis and dissemination of the practice of member countries.
8. Promote the implementation of the «single window» and create a repos-

itory of national practices1

Collection, analysis and dissemination of the practice of member countries.

2.10.3. actual issues of the Digital customs Work Program

it is no secret that the procedural aspects of holding meetings of the WCo 
working bodies are little known in the scientific community. Not all organiza-
tional procedures are spelled out in the Rules of Procedure of the working bod-
ies, however, they are applied by virtue of established practice and traditions. 
As an example, the 70th meeting of the information management sub-Commit-
tee, held at the WCo Headquarters on 12–13 may 2016, can be cited. in partic-
ular, during the session of the sub-Committee, its Chairman suggested that del-
egates be divided into two groups depending on the language that will be used 
during the discussions. The first group was intended for English‑speaking par-
ticipants, and the second – for French-speaking delegates. A bilingual transla-
tion into English and French was used to simplify the discussion. The group 
was convened by a representative from Togo and supported by the delegate of 
senegal, who spoke as a rapporteur. The second group consisted only of En-
glish-speaking members. it was convened by the United states delegate with 
the support of the representative of sweden as a rapporteur.

The English-speaking group reported on the results of their discussions, 
stating that the draft Work Program is very useful. However, in order to under-
stand the process of reasoning prior to the development of the Work Program, 
more information is needed about the background history in terms of including 
each program element in the project. in addition, delegates suggested that the 
secretariat improve the presentation of WCo iT related instruments and tools 
on the organization’s web site. in their opinion, the WCo web-page should be 
made more user-friendly and accessible to member countries. in addition, fur-
ther study is needed on the relationship between the political context of topics 
in the draft Work Program and their practical implementation in the field of IT.

1 imsC Work Programme on Digital Customs (2016-2018). Annex i to Doc. Pm0391E1 // 
imsC Work Programme on Digital Customs. (item iv of the Agenda). secretariat note. in-
formation management sub-Committee. 70th meeting, 12–13 may 2016. Doc. Pm0391E1a, 
Brussels, 14 April 2016. – P. i/1.- i/3.
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The members of the group welcomed the initiative of the secretariat to make 
a presentation at the next meeting of the Sub-Committee on how the WCO in-
struments are related to each other. in addition, the delegates stressed the im-
portance of allowing the Administration to allocate sufficient time to contribute 
more and increase the value of the work of the sub-Committee as a whole, so 
that it can benefit from the ongoing work on setting standards in the IMSC. To 
this end, the group proposed to establish a more transparent, joint working rela-
tionship between the WCo secretariat and the Administrations of the member 
states in order to maintain, implement the Work Program on Digital Customs. 
in addition, in order for these efforts to become sustainable, it is needed a struc-
tured approach to the development and maintenance of WCo instruments and 
tools.1

in turn, the members of the French-speaking group also reported on the re-
sults of their discussions, noting the need to add information about who should 
be responsible for coordinating the implementation of each work item in the 
project. in addition, appropriate performance indicators are needed to assess 
progress made at any time. in this context, it is necessary to provide clearer 
deadlines for some work items that have been marked as «continuous». The 
group also noted that some of the work items are relevant to the workload of the 
sub-Committee, while others are related to the work of the Data model Project 
Group (DmPT). Therefore, to carry out the work, a clear division of mandates 
is required.

The view was expressed that it was necessary to clearly define the Con-
cept of digital customs in order to clarify the scope of work in this area.2 
With regard to prioritization, group members concluded that topics related to 
Big data need further study so that Customs administrations can benefit from 
this concept. As before, it was important to give priority attention to the «single 
window» and electronic coordinated border management.

As part of the discussions, it was clarified that the draft Work Program on 
Digital Customs will be submitted to the Policy Commission in July 2016.

For reference, we note that the theme of the Work Program on Digital Cus-
toms was later considered at the 75th meeting of the Policy Commission, and 
the program itself was modernized.

1 summary Report. 70th meeting of the information management sub-Committee. Doc. 
Pm0398E1a. Brussels, 22 August 2016. – P. i/4.

2 ibid.
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2.10.4. conclusions on § 2.10

in the light of the above, we formulate the conclusions on the paragraph.
1. in march 2016 at the joint session of the Permanent Technical Commit-

tee and the Enforcement Committee, the draft Digital Customs Work Program 
was presented under the WCo strategic Plan. somewhat later, the Work Pro-
gram was brought to the attention of the international customs community at 
a meeting of the information management sub-Committee in may 2016. look-
ing ahead we will add that this draft document was modernized and formed by 
the 75th meeting of the WCo Policy Commission.

2. By the time of the development of the draft Work Program on digital cus-
toms, there was no official definition of the term «digital customs», its compe-
tence and main characteristics were not defined. The ongoing work on the de-
velopment of the digital customs institution continues to be coupled with the 
development of iCT and the corresponding instruments and tools. The Concept 
of digital customs formed by this time does not cover the conceptual appara-
tus, functionality, characteristics, competence of digital customs; it is identified 
with information customs technology.

3. The first Digital Customs Work Program was initially intended for the 
work of the information management sub-Committee. Given the impor-
tance of the digital customs project, this program (75th meeting of the Pol-
icy Commission) was subsequently transformed into the WCo Work Plan 
for Digital Customs. Among the implementers (performers) of the Work-
ing Plan were the Permanent Technical Committee, the information man-
agement sub-Committee, the Revised kyoto Convention management 
Committee, the Enforcement Committee, the Data model Project Team, 
the WCo secretariat Research Unit, the single Window Working Group 
(sWG), the Capacity Building Committee, the WCo – international Postal 
Union Contact Committee.

4. According to the WCo, digital customs is a cross-cutting issue that is rel-
evant and supports all four pillars of the WCo strategic Plan. in a different 
way, digital customs supports the four key strategic objectives of the WCo – 
trade facilitation and security; fair and efficient revenue collection; protection 
of society; and capacity building and human resource development.

We believe that the «single window» mechanism is a cross-cutting issue that 
also supports the 4 pillars of the same strategic plan. Accordingly, the actual 
question can be called what are the differences between digital customs and the 
«single window» mechanism? To date, there are no scientific and practical ex-
planations of the WCo member states on this subject.
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Digital customs is needed to support customs border management (CmB) 
and information exchange.

5. The WCo’s Digital Customs Work Program is focused on 5 areas:
 9 the creation of an observatory, a repository of innovative practices that 

will collect and show not only what is being done today, but also where the 
Customs administrations are moving in the future;

 9 development and maintenance of WCo instruments and tools;
 9 improved interaction with other stakeholders;
 9 introduction of electronic services, such as mobile applications;
 9 iCT competence management, etc.

6. The WCo’s Digital Customs Work Program covers the following ele-
ments:

Key enablers (features):
 9 digital strategy;
 9 legal basis;
 9 management structure;
 9 iCT infrastructure.

Main tasks:
 9 support the implementation of the Bali Agreement;
 9 improving the management of the customs border and a «single win-

dow»;
 9 updating the WCo Data model and other relevant tools;
 9 solving e-commerce problems;
 9 Big data analysis;
 9 facilitating the exchange of information;
 9 performance measurement;
 9 support for sustainable development goals.

Strategic goals:
 9 security and facilitation of international trade;
 9 fair, efficient and effective revenue collection;
 9 protection of society, public health and safety;
 9 organizational development.

7. The Work Program consists of eight themes (blocks), and each of them 
has tasks (actions) and an approximate deadline:

 9 support the implementation of the WTo Trade Facilitation Agreement 
(TFA).

 9 Review, update relevant WCo instruments and tools.
 9 management, development, support, updating and promotion of the 

WCo Data model.
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 9 To promote the introduction, consolidation of electronic services.
 9 Promote connectivity, interoperability with government partner agencies 

and other stakeholders.
 9 monitor new and emerging technological developments from a customs 

point of view and, if necessary, develop appropriate solutions.
 9 Create a repository of managed innovation processes (operations), iCT 

services.
 9 Facilitate the implementation of the «single window» and create a repos-

itory of national practices.
8. For the preparation of the Digital Customs Work Program, it is neces-

sary to study the relationship between the political context of the topics in the 
draft Work Program and their practical implementation in the field of digital 
customs. An equally important aspect is the analysis of the history of the issue 
in terms of the inclusion of each program element in the project.

9. The first theme of the Digital Customs Work Program is related to sup-
porting the implementation of the Bali Agreement.

The Bali Agreement does not contain the concept of digital customs.
The WCo has no competence to comment and interpret the articles of the 

Bali Agreement. This question is strictly the competence of the World Trade 
organization.

The Bali Agreement is not related to the concept of digital customs, con-
sidered at the 74th meeting of the Policy Commission. similarly, the proceed-
ings of the 209/210 meeting of the Permanent Technical Committee do not con-
tain any recommendations for mapping instruments and tools on the WCo iCT 
through the lens of the Bali Agreement.

The WCO instruments in the field of customs regulation are primary to the 
WTo Agreement on Trade Facilitation.

The accession of the WCo member countries to the WTo Agreement on 
Trade Facilitation is not a basis for linking (creating cross-references) tools and 
iCT to this Agreement.

It is erroneous to set a priority for any tools in the field of customs adminis-
tration developed by other international organizations over the WCo tools.

in the light of the above the WCo Guidelines for the implementation of the 
Bali Agreement in the context of previously created WCo tools (iCT) looks 
contradictory.

10. The institute of digital customs permeates most customs operations 
(business processes).
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To date, it is advisable to set a task – to analyze all WCo instruments in the 
field of customs administration for correlation with the Concept of digital cus-
toms. At the same time, the object of analysis should not be limited only to iCT.

When developing WCo instruments, they should be analyzed and mapped 
for compliance with the Concept to digital customs, and not the Bali Agree-
ment.

During the session of the information management sub-Committee, the 
WCo secretariat launched an initiative to prepare a presentation on how the 
WCo instruments are related to each other. it is very interesting to get ac-
quainted with the results of such work.

11. Developers of the Digital Customs Work Program consider digital cus-
toms in the narrow sense and in fact limit it to the scope of iCT, and the re-
search of other WCo instruments has not been conducted.

When forming scientific and methodological approaches for creating an in-
stitution of digital customs, it is necessary to analyze the WCo instruments as-
sociated with the optimization (reengineering) of customs operations (busi-
ness processes), the institution of customs control, the risk management sys-
tem, goods declaration, release, post-entry audit, customs transit, authorized 
economic operator institution, management mechanism in customs, interaction 
with small, medium and large enterprises, etc.

12. Positive aspects of the work of the information management sub-Com-
mittee include the intention to conduct research on the development of stan-
dards, guidelines on relatedness and information exchange with e-commerce 
stakeholders, economic operators, such as electronic providers, postal opera-
tors, online payment services, internet services suppliers.

13. The maintenance and implementation of the Digital Customs Work 
Plan requires the establishment of an effective management mechanism as well 
as a more transparent, collaborative working relationship between the WCo 
secretariat and the Administrations of the member countries.

14. The Concept of digital customs should be clearly defined to clarify the 
scope of work in this area.

2.11. WCO policy Commission Digital Customs: review and 
disseminate of advanced practice of customs administration

The 75th session of the WCo Policy Commission was held in the pe-
riod from 11 to 13 July 2016. in the context of considering the topic of digital 
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customs, one of the issues was devoted to the collection and dissemination of 
best practices of the WCo members. The main analysis of the results of the 
work done by various WCo bodies on the development of the digital customs 
institution is presented in the explanatory note of the secretariat dated June 14, 
2016 «A strategic Approach to support iCT-enabled Customs and Cross-Bor-
der Regulatory Reform through WCo Tools, instruments, and Guidelines».1

it should be noted that in December 2015, the Policy Commission entrusted 
the secretariat to monitor and disseminate the best practices of the member 
countries in the field of ICT implementation in order to get more benefits for 
countries in the use of information and communication technologies. in this 
regard, the secretariat sent a letter to the vice-Chairmen dated February 9, 
2016, asking them to identify and share the best practices and innovations of 
the member countries from their regions. subsequently, on 6 April 2016, the 
vice-Chairmen were also asked to nominate contact persons2 in each region, 
with which the WCo could coordinate actions on digital customs issues to en-
sure rapid collection, analysis and exchange of such digital practices.3

The mentioned WCo letters are of interest for the reason that they af-
fect a number of important provisions of the emerging digital customs insti-
tution. so, in the WCo letter dated February 9, 2016 it is presumed that digi-
tal customs means using digital systems to collect and protect customs duties, 
monitor the flow of goods, people, vehicles and money, as well as to protect 
cross-border trade from non-compliance, crime and terrorism.4

1 A strategic Approach to support iCT-enabled Customs and Cross-Border Regulatory Reform 
through WCo Tools, instruments, and Guidelines. Digital Customs. item xii on the Agenda. 
75th session of the Policy Commission. Doc. sP0560E1a. Brussels, 14 June 2016.

2 Letter of the Secretary General № 16.SL‑0062E. Brussels, 6 April 2016. Annex I to Doc. 
sP0560E1a // A strategic Approach to support iCT-enabled Customs and Cross-Border Reg-
ulatory Reform through WCo Tools, instruments, and Guidelines. Digital Customs. item xii 
on the Agenda. 75th session of the Policy Commission. Doc. sP0560E1a. Brussels, 14 June 
2016. – P. i/2.

3 item 15. A strategic Approach to support iCT-enabled Customs and Cross-Border Regulatory 
Reform through WCo Tools, instruments, and Guidelines. Digital Customs. item xii on the 
Agenda. 75th session of the Policy Commission. Doc. sP0560E1a. Brussels, 14 June 2016. – 
P. 4.

4 Letter of the Secretary General № 16.SL‑0034E. Brussels, 9 February 2016. Annex I to Doc. 
sP0560E1a // A strategic Approach to support iCT-enabled Customs and Cross-Border Reg-
ulatory Reform through WCo Tools, instruments, and Guidelines. Digital Customs. item xii 
on the Agenda. 75th session of the Policy Commission. Doc. sP0560E1a. Brussels, 14 June 
2016. – P. i/1.
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it also states that digital customs aims at replacing paper-based customs pro-
cedures with electronic operations, thereby creating a more efficient and mod-
ern customs environment in line with global trends. Focusing on digital cus-
toms, the customs community declares its desire to further develop digital solu-
tions and services, simplifying life of trading community, other border agencies 
and customs officers, and further implementing enabling technologies such as 
Big data, Telematics and Cloud computing to help to improve operational per-
formance and facilitate rethinking how we do business.

The WCo notes that digital customs is a comprehensive, future-oriented 
concept (in the absence of a concept – author’s notes), which is presented at 
many meetings of the WCo and was widely discussed at the recent regional 
meeting of general directors for the countries of north Africa, the near and 
middle East in Cairo.

in his address to the vice-directors, the General secretary points out that 
many WCo members have already launched innovative digital programs that 
demonstrate their commitment to digital customs and information and commu-
nication technologies and their potential to improve efficiency and improve re-
source allocation. in this regard, the WCO has requested to identify Member 
countries that are currently implementing innovative digital customs solutions 
or have begun a comprehensive review of their digital customs systems. The 
goal is to collect best practices and bring it to a wider range of the WCo mem-
bers to assist them in their efforts to modernize and use the capabilities of dig-
ital customs for their benefit. Dissemination of best practices related to digi-
tal customs will provide a better understanding by Сustoms administrations of 
their benefits.

By the time of the meeting of the Policy Commission in July 2016 more 
than 5 months have passed since the letter of the WCo secretariat to the dep-
uty heads of six WCo regions with a request to share the practice of forma-
tion of digital customs. By this time, in total only 39 member countries from 
six WCo regions shared their practice in the area of iCT applications. members 
who have not yet done this were again invited to share their experience in the 
field of ICT. The answer by region is shown in the pie chart below.

 9 The Far East, South and Southeast Asia, Australia and the Pacific – 6;
 9 West and Central Africa region – 1;
 9 Eastern and southern Africa – 14;
 9 north Africa region, middle and north East – 2;
 9 European region – 10;
 9 The region of north and south America, Central America, the Carib-

bean – 6.
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Diagram 1. Answers to the WCO request by region

2.11.1. conclusions on § 2.11

1. To date, the WCo secretariat is tasked with tracking and disseminating 
best practices from member countries in the area of iCT deployment in order to 
get greater benefits from the use of information and communication technolo-
gies.

it should be noted that this is not about researching best practices in the for-
mation of digital customs in terms of the development of ICT in order to fulfill 
the tasks facing the digital customs or in connection with the implementation 
of its competencies (strategic, core, key, leading). on the contrary, in conduct-
ing discussions on the development of the digital customs institute, attention is 
again focused on the ICT field.

2. An important step of the WCo secretariat was the creation of a mech-
anism for interaction with the Customs administrations of the WCo member 
countries through the creation of a group of contacts persons of Customs ser-
vices responsible for coordinating actions on digital customs to ensure the rapid 
collection, analysis and exchange of such digital practices. in other words, by 
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identifying contact points for Customs administrations, the WCo secretariat 
was given an excellent opportunity to receive directly information on best prac-
tices in the formation and development of the digital customs institution as well 
as in general digital practices in these countries.

From a scientific and practical point of view, the results of the interaction of 
the WCo secretariat with authorized contact persons of Customs administra-
tion is a matter of interest. At a minimum, the results of such work, in our opin-
ion, should be transformed into a separate manual or Compendium of the WCo 
on implemented digital customs programs in WCo Customs administrations.

3. The request of the WCo secretariat to the deputy heads to share the best 
practices and innovations of the member countries in their region is an impor-
tant step taken as part of the instructions of the Policy Commission for the de-
velopment of the digital customs institution.

4. The requests (letters) of the WCo General secretary regarding the de-
velopment of the digital customs institute1 were made in a timely manner. This 
time, digital customs is positioned not as an implementation of information and 
communication technologies, but as a comprehensive, future-oriented concept. 
In his address, the Head of the Secretariat uses such terms as innovative digital 
programs, innovative solutions in the field of digital customs, digital customs 
ICT, digital customs system. We believe that such an approach to the develop-
ment of the digital customs institution is more acceptable than its tireless identi-
fication with information communication technologies.

5. Turning to the subject of the formation of the conceptual apparatus of dig-
ital customs, it is important to note a number of theses of mr. kunio mikuriya, 
the WCo secretary General:

 9 digital customs is a comprehensive, future-oriented concept;2

1 Letter of the Secretary General № 16.SL‑0034E. Brussels, 9 February 2016. Annex I to Doc. 
sP0560E1a // A strategic Approach to support iCT-enabled Customs and Cross-Border Reg-
ulatory Reform through WCo Tools, instruments, and Guidelines. Digital Customs. item xii 
on the Agenda. 75th session of the Policy Commission. Doc. sP0560E1a. Brussels, 14 June 
2016. – P.I/1; Letter of the Secretary General № 16.SL‑0062E. Brussels, 6 April 2016. Annex 
i to Doc. sP0560E1a // A strategic Approach to support iCT-enabled Customs and Cross-Bor-
der Regulatory Reform through WCo Tools, instruments, and Guidelines. Digital Customs. 
item xii on the Agenda. 75th session of the Policy Commission. Doc. sP0560E1a. Brussels, 
14 June 2016. – P. i/2.

2 Letter of the Secretary General № 16.SL‑0034E. Brussels, 9 February 2016. Annex I to Doc. 
sP0560E1a // A strategic Approach to support iCT-enabled Customs and Cross-Border Reg-
ulatory Reform through WCo Tools, instruments, and Guidelines. Digital Customs. item xii 
on the Agenda. 75th session of the Policy Commission. Doc. sP0560E1a. Brussels, 14 June 
2016. – P. i/1.
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 9 digital customs means using digital systems to collect and protect cus-
toms duties, monitor the flow of goods, people, vehicles and money as well as 
protect cross-border trade from non-compliance, crime and terrorism;

 9 digital customs aims at replacing paper-based customs procedures with 
electronic operations, thereby creating a more efficient and modern customs en-
vironment, in line with global trends;

 9 digital customs is associated with the development of digital solutions 
and services, simplifying the life of the trading community, other border agen-
cies and customs officers as well as the further introduction of enabling tech-
nologies.

Reference: enabling technologies means Big data, Telematics and Cloud.
Thus, at the time of the 75th session of the Policy Commission, the follow-

ing definitions were expressed by delegates from various WCO working bodies 
and the secretariat with regard to digital customs (Fig. 13):

Digital customs can be formed as: a strategic approach to supporting cus-
toms and cross-border reform in the field of ICT using the WCO instruments, 
tools and guidelines.1

Digital Customs is a technical tool to support broad political objectives;2

Digital Customs is a way of organizing customs in the digital age.3

Digital customs is a comprehensive, future-oriented concept;4

It should be noted that none of the given definitions identifies digital cus-
toms with digital technologies, but considers it through the prism of such 
concepts as a strategic approach, a technical tool, a way of organizing the 
customs service, a concept.

1 A strategic Approach to support iCT-enabled Customs and Cross-Border Regulatory Reform 
through WCo Tools, instruments and Guidelines) // item 5. Digital Customs. A strategic Ap-
proach to support iCT-enabled Customs and Cross-Border Regulatory Reform through WCo 
Tools, instruments and Guidelines. item xiv (b) on the Agenda. Policy Commission. 74th 
session. 74th session, 7–9 December 2015. Doc. sP0540E1a. Brussels, 11 november 2015.– 
P. 3.

2 item 29. Digital customs. item vii.d on the Agenda. Permanent Technical Committee 
209th /2010th sessions, 14–16 october 2015. Doc. PC0430E1a, Brussels, 03 August 2015 – 
P. 7.

3 item 66. summary Report. 209th/210th sessions. Permanent Technical Committee, 14–16 oc-
tober 2015. Doc. PC0432E1a. Brussels, 17 november 2015. – P. 11.

4 Letter of the Secretary General № 16.SL‑0034E. Brussels, 9 February 2016. Annex I to Doc. 
sP0560E1a // A strategic Approach to support iCT-enabled Customs and Cross-Border 
Regulatory Reform through WCo Tools, instruments, and Guidelines. Digital Customs. 
item xii on the Agenda. 75th session of the Policy Commission. Doc. sP0560E1a. Brussels, 
14 June 2016. – P.i/1.
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Fig. 13. Views on Digital customs

6. in order to understand the digital customs institution, it is essential to ex-
plore innovative digital programs that demonstrate commitment to digital cus-
toms and information and communication technologies as well as their poten-
tial to improve efficiency and improve the distribution of customs resources.

7. in order to understand digital customs, it is important to become familiar 
with digital customs systems as well as innovative digital customs solutions.

8. in the context of the development of the digital customs institution, an 
important task of the WCo secretariat is to study and analyze the best practices 
in the formation of the digital customs as well as to disseminate it among the 
WCo member countries.

one of the ways to accomplish this task, in our opinion, can be called the 
publication of a separate manual (Guidelines) or a WCo Compendium on im-
plemented digital customs programs in the WCo Customs administrations.
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9. Analysis of the statistics of the WCo member states’ responses to the 
75th session of the Policy Commission, at the request of the secretariat, to 
share the development experience of the digital customs institute (39 responses 
from more than 180 Member countries) indicates insufficient involvement of 
Customs administrations in this process. The lack of a full and comprehensive 
review of approaches, concepts, visions, suggestions, comments, recommenda-
tions, etc., in our opinion, hinders the process of preparing methodological sup-
port for the development of the digital customs institution. of course, the re-
sults of the work of the WCo secretariat are largely dependent on the involve-
ment of the WCo member states, observers and stakeholders in the formation 
of one or another institution of customs regulation.

2.12. Digital Customs maturity model: general provisions

The analysis of the WCo materials allows us to conclude that the idea of 
creating a Digital Customs model belongs to the Customs administration of 
morocco. We need to recall that in the period of october 14-16, 2015 at the 
209/210 meeting of the Permanent Technical Committee the representative of 
morocco presented a report and a presentation on the topic «Customs in the 
Digital age. A line of thought».1 speaking of digital distribution, the customs 
officer identified three levels that should be considered in the management con-
text: national, organizational and international. At the national level, it was 
proposed to support customs in the matter of its convergence in the «model of 
digital customs».

For the 75th meeting of the Policy Commission, held from July 11 to July 
13, 2016, the WCo secretariat prepared a draft of Customs maturity model. 
in the previous paragraph, we noted that in order to form a digital customs in-
stitute, the secretariat requested the international customs community to share 
best practices and innovations of member countries in the development of this 
institute. in fact it was received 39 replies (!). A preliminary analysis of the 
practices exchanged by the WCo member countries clearly shows that they do 
not all have the same level of development or the same access to iCT solutions. 
The survey, based on information provided by member countries, showed that 

1 Majida Lrhezzioui. Customs in the digital age. A line of thought. Presentation. Customs Ad-
ministration of morocco. 16 october 2015 // 209th/210th sessions. Permanent Technical Com-
mittee, 14–16 october 2015. – slide 11.
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the introduction of iCT can take several years. like many other strategic initia-
tives, the introduction of iCT, as the WCo secretariat notes, is a journey that 
requires strong political will and constant leadership commitment. senior exec-
utives should create an enabling environment for iCT projects. it also notes that 
the necessary organizational structures, management processes, management 
objectives and reporting channels should be clearly defined and implemented 
for project management.1

it is worth paying attention again to the fact that analyzing the issue of prac-
tical aspects of the implementation of the digital customs, we again observe the 
conceptual apparatus and approaches used in the field of ICT in the WCO ma-
terials. if the WCo secretary General, in his address to deputy heads, mentions 
digital customs as a comprehensive, future-oriented concept, while seeking 
practical information on innovative digital programs, innovative solutions in 
digital customs, digital customs iCT, digital customs systems, then it is not en-
tirely clear the content of the analytical note to the session of the Policy Com-
mission with a focus on iCT implementation.

The main question is where is digital customs hidden in all this? And what 
is digital customs? if digital customs is a concept, a technical tool, a way of or-
ganizing the Customs service as well as a strategic approach to supporting cus-
toms and cross-border reform in the field of ICT (these approaches were listed 
previously at meetings of various WCo bodies – author’s note), then why only 
iCT are positioned in the working materials?

Returning to the issue of the WCo Digital Customs maturity model (here-
inafter referred to as the model, maturity model), we will state the position of 
the WCo secretariat on this topic in more detail. According to the secretariat, 
it is imperative that Customs administrations implement practical and measur-
able approaches that allow for the phased implementation and gradual consoli-
dation of iCT systems, rather than trying the «big bang» approach. Taking into 
account national priorities, political considerations and the availability of re-
sources, the Customs administration will have to prioritize and implement the 
proper sequence of implementation, consolidation of ICT in terms of the Digi-
tal maturity model.

The draft Digital Customs maturity model, developed by the secretariat on 
the basis of the implementation experience of the member countries, is pre-
sented in Annex ii to the WCo secretariat note of June 14, 2016 (Fig. 14).

1 item 18. A strategic Approach to support iCT-enabled Customs and Cross-Border Regulatory 
Reform through WCo Tools, instruments, and Guidelines. Digital Customs. item xii on the 
Agenda. 75th session of the Policy Commission. Doc. sP0560E1a. Brussels, 14 June 2016. – 
P. 5.
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For a scientist in scientific and practical research it is very important to fol-
low the evolving logic of phenomena, events, and the formation of a conceptual 
apparatus inherent in a particular institution of customs regulation. And what do 
we observe? in the absence of the fundamental concept of digital customs, the 
official definition of digital customs, understanding of digital customs as a sys-
tem and its competences, experts put forward the thesis of the need to intro-
duce, consolidate iCT in terms of a digital maturity model. Again, what way 
a certain «digital maturity model», associated with iCT, relates to digital cus-
toms? Another question – what is a digital maturity model, what are its char-
acteristics, features? And how does the digital maturity model differ from the 
digital customs maturity model? An equally important issue is the question of 
creating a digital maturity model only on the basis of responses from 21% of 
WCo member states (39 Customs administrations). is it possible to be sure that 
such a model fully takes into account the best practices of customs administra-
tion and international experience? in our opinion, before creating the concept 
of digital customs, a model of digital maturity or the preparation of recommen-
dations, it is necessary to conduct a comprehensive research study. it is obvious 
that the scientific support of this grand and significant project for customs was 
not carried out.

The WCo experts believe that in the process of introducing iCT, potential 
vulnerabilities that need to be protected from security threats are likely to in-
crease.1 This is determined by the fact that more and more functionalities and 
functions are being developed to meet the needs of business and regulatory 
bodies. Customs administrations should ensure that measures to protect infor-
mation and data meet the level of complexity of iCT systems based on estab-
lished international standards for managing information security, namely, the 
Customs information Technology Guidelines for the kyoto Convention2 and 
the iso 27000 family.

1 item 20. A strategic Approach to support iCT-enabled Customs and Cross-Border Regulatory 
Reform through WCo Tools, instruments, and Guidelines. Digital Customs. item xii on the 
Agenda. 75th session of the Policy Commission. Doc. sP0560E1a. Brussels, 14 June 2016. – 
P. 5.

2 Application of information and communication technology. Chapter 7. General Annex Guide-
lines. kyoto Convention. URl: http: //www.wcoomd.org/-/media/wco/public/global/pdf/top-
ics/facilitation/instruments-and-tools/tools/ict-guidelines/ict-guidelines.pdf?db=web (date of 
the request: 01.03.2019); General information: iCT Guidelines. World Customs organization. 
URl: http: //www.wcoomd.org/en/Topics/Facilitation/instrument%20and%20Tools/Tools/
iCT%20Guidelines (date of the request: 01.03.2019). 
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in addition, the WCo secretariat considers it necessary for Customs adminis-
trations to develop and improve a robust Business Continuity Plan (BCP) to ensure 
continuation of duties and taxes, control of goods, people and vehicles crossing the 
border, as well as uninterrupted and continuous clearance of goods and people in 
international trade and travel in case of an emergency of iCT system or object due 
to a possible failure in work. This Plan should consist of a set of continuity plans 
for each major component of the business process (operation) and infrastructure, 
describing the necessary resources, personnel roles, procedures and time needed 
for its implementation, based on the key principles set out in Customs information 
Technology Guidelines for the kyoto Convention, Trade Recovery Guidelines1 and 
iso Business Continuity management systems (iso 22301).2

As part of the discussions of the Policy Commission on the draft WCo 
Work Program on digital customs, delegates proposed the following:

 9 Coordination between all relevant WCo bodies to unite efforts in rele-
vant current work.

 9 inclusion of the Working Group on the Trade Facilitation Agreement 
(TFA) as one of the responsible bodies for advancing the work on the imple-
mentation of TFA with iCT support.

 9 Further study the emerging use of 3D printing.
Among other things, opinions were expressed on the availability of a fo-

cused approach to interoperability, information exchange, dematerialization of 
documents and mobile services when it comes to progressive interaction with 
stakeholders. it was also proposed constructive interaction with academia in the 
iCT development process in this regard.3

The problem we faced while studying the WCO Digital Customs Maturity 
Model is the lack of explanatory, analytical (explanatory) notes to this model. 
in fact, we see a picture, a scheme called model. However, it is not clear for the 
external experts what means each stated model element in a single coordinate 
system. it is also not clear how it is related to the system of customs administra-
tion, other institutions of customs regulation, and also the WCo instruments. if 
we proceed from the fact that the model developed in the WCo should become 

1 Trade Recovery Guidelines. World Customs organization. URl: http: //www.wcoomd.
org/en/topics/facilitation/instrument-and-tools/tools/~/media/558C64ADD8634558A-
123D75357E188EE.ashx (date of the request: 06.04.2019). 

2 societal security - Business continuity management systems – Requirements. iso 22301:2012. 
international organization for standardization. URl: https: //www.iso.org/standard/50038.
html (date of the request: 06.04.2019). 

3 item 31. Report to the Policy Commission. 75th session of the Policy Commission (11-13 July 
2016). Doc. sP0572E1a. Brussels, 13 July 2016. – P. 6.
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a kind of reference, a model for the formation of the digital customs, then ap-
propriate explanations and clarifications are needed, for example, those that are 
abundantly present when positioning the TFA Agreement and its implementa-
tion based on previously created WCo instruments. otherwise, the WCo mem-
ber countries may in their own way interpret the picture (scheme) voiced at the 
75th meeting of the Policy Commission.

let us analyze the main elements of the Digital Customs maturity model.
The axis of ordinates of the model is called «vision» and is divided into 

3 elements:
 9 smart clearance;
 9 Efficient risk management;
 9 Effective control.

At the same time, the other axis parallel to the ordinate axis has no name 
and consists of 2 elements:

 9 data security and protection;
 9 business continuity plan.

The abscissa axis is called «maturity» and consists of 4 elements:
 9 digital strategy;
 9 legal basis;
 9 government structure;
 9 iCT infrastructure.

in the maturity model there is no indication of the levels of maturity, devel-
opment, movement of the model (for example, level 1, level 2, level 3, etc.). 
At the same time, based on the figure of the Model, it can be assumed that such 
levels (maturity) are:

1. initiate;
2. implement;
3. consolidate;
4. engage;
5. enhance;
6. embark.
We pay special attention to the fact that there is no legend or explanation 

for each of the model elements. For example, what should be understood by the 
term «business continuity plan»; does this term mean a «digital customs busi-
ness continuity plan» or something else? Accordingly, clarification requires the 
term «smart clearance», «effective control», etc.

it is worth noting that for each level of maturity, the maturity model chart 
contains a list of customs operations, actions, the result of actions, customs ad-
ministration institutions, technology, method and software.
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Level 1 «Initiate» includes:
 9 Data capture of transactions.
 9 Website.
 9 Publication of information.
 9 Office.
 9 Automation.

Level 2 «Implement»:
 9 Data standardization.
 9 E-processing of declarations and clearance.
 9 Dematerialization of supporting documents.

Level 3 «Consolidate»:
 9 Advance electronic information.
 9 Data harmonization.
 9 Pre-arrival processing.
 9 Risk management systems.
 9 Post Clearance Audit.

Level 4 «Engage»:
 9 e-CBm.
 9 integration of e- services, e.g., integrated Declaration; integrated e-Pay-

ment system.
 9 interactive services.
 9 Joint targeting/ Risk management system.
 9 Joint inspection management.
 9 mobile Apps.

Level 5 «Enhance»:
 9 E-commerce solutions.
 9 Automated 24*7 clearance.
 9 Exchange of information with partner government agencies.
 9 Development of «single window» environment.
 9 Cross-border Exchange of information.

Level 6 «Embark»:
 9 Development of GnC Utility Blocks.1

 9 mutual Recognition.

1 A utility block can be defined as a functional subset of the Global Network of Customs, offering 
a tangible value proposition to Customs administrations by addressing specific needs through 
the exchange of information (see Armen manukyan. WCo-UnEsCAP 3rd UnnExT master-
class: Digital Customs and single Windows in the Context of WTo TFA Cheonan, 19-28 April 
2017. – Slide. 8. URL: https: //www.unescap.org/sites/default/files/27%20Apr%202017%20
-%20WCo%20Globally%20networked%20Customs.pdf (date of the request: 05.04.2019). 
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 9 nii image interoperability.
 9 inter-operability of «single Windows».
 9 Use of emerging technologies, e.g., drones.

in order to understand how correctly the model is compiled and its compli-
ance with the proposals, the positions of the WCo member states related to the 
digital customs, we turn to management theory.

in the framework of the 71st session of the information management sub-
Committee, held in Brussels on november 3–4, 2016, it was stated that dur-
ing the relevant sessions in July 2016, the Policy Commission and the Council1 
considered and approved, in particular, the draft «Digital maturity model» with 
proposed improvements as a living document, which can be further enriched by 
the inclusion of such additional proposals and developments that can be pro-
vided by member countries and relevant WCo working bodies. in addition, 
at the 213/214 sessions held in october 2016, the WCo Permanent Technical 
Committee discussed the «maturity model of Digital Customs» and presented 
several additional proposals for further enrichment of the maturity model. The 
updated model was brought to the attention of the sub-Committee delegates at 
the same meeting.2

We need to note that the updated model doesn’t differ from the Digital Cus-
toms maturity model presented at the session of the Policy Commission from 
July 11 to July 13, 2016. The only change is on the x-axis, which is referred 
to as maturity, a new element «skills set and competencies of personal» was 
added to the existing four elements (see. Fig. 15).

it is worth adding that the number of countries that, at the time of updating 
the model, shared their experience in the use of iCT, reached forty-two states. 
in this context, it should be noted that the WCo Council took note of the infor-
mation on the creation of a «living repository / observatory»3 of advanced and 
innovative practices on digital customs that need to be expanded.

1 see minutes of the 127th / 128th sessions of the Customs Cooperation Council (Brussels, 14–
16 July 2016). Doc. sC0156E1a. Brussels, 16 August 2016.

2 items 7-8. Digital Customs maturity model. (item vi.a of the Agenda). 71th meeting of the 
information management sub-Committee (3–4 november 2016). Doc. Pm0410E1a. Brussels, 
17 october 2016. – P. 2.

3 minutes of the 127th / 128th sessions of the Customs Cooperation Council (Brussels, 14–16 
July 2016). Doc. sC0156E1a. Brussels, 16 August 2016. – P. 39.
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2.12.1. Maturity models: scientific and methodological approaches

The issue of building a maturity model of an organization is directly related 
to business process management issues. The maturity model is a tool that allows 
the management of an organization to make such management more qualitative. 
Through the study of theoretical approaches to the construction of a model of 
maturity, we confirm our thesis that digital customs is, first of all, an organiza-
tion with the infrastructure, business processes, technologies, including informa-
tion and communication as well as human resources. Accordingly, the identifica-
tion of digital customs only with iCT is a concept that does not take into account 
the multifunctionality and the complex nature of the digital customs institution.

in the context of the analysis of the WCo Digital Customs maturity model, 
we turn to a number of scientific publications. Among the most noteworthy are 
the studies of lykova A.i., zaguskin n.n., Grubich T.yu, Uzbekova A.m.

so, zaguskin n.n. notes that «any organization in the process of its devel-
opment goes through certain stages (the so-called stages of transformational de-
velopment) which are characterized by different strategic approaches, technol-
ogies, level of management culture, staff competence and other qualitative and 
quantitative characteristics. The transition to each next, higher stage of devel-
opment is carried out by improving the performance of the organization with 
positive dynamics of key characteristics which makes it more competitive, dy-
namically responding to market demands and making optimal use of its inter-
nal resources».1 The same author points out that «the stages of an organiza-
tion’s transformational development are described depending on how consis-
tent it is in observing common repetitive processes in the performance of work, 
in particular, on how the accumulated information is processed and used. Deter-
mining the maturity stage of the management system, corresponding to a certain 
stage of transformational development, helps to assess the organization’s po-
tential, work out growth directions and organizational changes, and prioritize 
among the measures to further improve the activity».2

To determine the organizational and technological development of the orga-
nization and its processes, the concept of maturity is applied. it is worth noting 
that a set of metrics are used to measure the state of a process, which represent 
certain characteristics. miloslavskaya n.G. and sagirov R.A. indicate that the 

1 Zaguskin N.N. Comparative characteristics of the maturity models of managing processes, 
projects, knowledge of the organization by the stages of their transformational development // 
Advances in modern natural science. – 2014. – № 1. – P.78. URL: https: //elibrary.ru/item.as-
p?id=21052030 (date of the request: 08.04.2019).  

2 ibid. – P. 79.  
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evaluation of these metrics according to the established scale shows the state of 
the processes that will characterize the level of maturity.1

let’s consider the term «maturity». Exploring this term, Grubich T.yu. gives 
the following definitions:

company maturity is one of the stages of the company life cycle;2

maturity of the processes shows how the activity is defined, controlled and 
effective, and the maturity model itself provides the basic management princi-
ples necessary for improving maturity.

technological maturity of a company is the potential for further growth of 
technology excellence, criteria for evaluating potential suppliers by customers 
and an instrument for improving suppliers’ processes.

maturity is a measure of reliability, efficiency and effectiveness of a pro-
cess, function, organization, etc;3

maturity of an employee of a company is the ability and willingness of an 
employee to make decisions and take responsibility;4

maturity of a process is its ability to solve a given problem. For example, 
iso 15504 proposes evaluating the maturity of processes based on the compli-
ance of the reference model, in which the categories of processes and activities 
are highlighted;5

the term maturity is also applied to the information technologies of a com-
pany, to software development processes.6

in this context, it can be assumed that the draft WCo Digital Customs ma-
turity model has been prepared for customs information technology. At the 
same time, we do not claim that it is perfect, we only state a fact in relation to 
theoretical research.

1 Miloslavskaya N.G. and Sagirov R.A. overview of maturity models of information security 
management processes // Information technology security. – 2015. – № 2. – Vol. 2. – P. 77. 
URl: https: //elibrary.ru/item.asp?id=25284623 (date of the request: 09.04.2019). 

2 in economics, there are four stages of the life cycle of the company. This creation, growth, ma-
turity and decline (recession).

3 The most mature processes and functions are formally aligned with the business objectives and 
strategy, and are supported by a system of continuous improvement.

4 Grubich T.Yu. The concept of maturity and a review of models for its assessment // Para-
digms of modern science. – 2017. – № 4 (4). – P. 61–62. URL: https: //elibrary.ru/item.as-
p?id=29676629 (date of the request: 08.04.2019). 

5 ibid. – P. 68. 
6 Grubich T.Yu. The concept of maturity and a review of models for its assessment // Paradigms 

of modern science. – 2017. – № 4 (4). – P. 62. URL: https: //elibrary.ru/item.asp?id=29676629 
(date of the request: 08.04.2019). 
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Depending on the maturity, all organizations can be divided into 2 types:
(1) process-oriented;
(2) project-oriented.
For the first type of organization, «the maturity of business process man-

agement in this case is a continuous process, it should be considered as an in-
strument of the organization’s transformational development through continu-
ous improvement of the strategic management methodology, its deeper integra-
tion into the overall organization management system».1

For organizations of the second type, «the maturity of project manage-
ment should be viewed as an instrument for the development of an organiza-
tion through continuous improvement of the project management methodology, 
its deeper integration into the overall management system of the organization, 
and the achievement of repeatability of project performance». it is necessary 
to add that to determine current state of project management as well as to de-
velop a strategy for further development, maturity models are used – structured 
sets of elements that describe the properties of efficient processes. At the same 
time, kharchenko o.A. and Gorchakova l.i. note, project management matu-
rity models help assess project management processes that exist in the company 
as well as assess the development of the organization as a whole.2

With regard to the processor approach, we note that «each level of matu-
rity forms the basis for a rational and effective implementation of processes at 
the following levels. However, organizations can use and benefit from the im-
plementation of processes that are characteristic of higher compared with the 
achieved levels of maturity. All changes related to maturity need not be con-
sistent».3 A.i. lykova, analyzing processor maturity models and summarizing 
the studies of V.A. Trofimov and Harrington J., believes that «the transition of 

1 Zaguskin N.N. Comparative characteristics of the maturity models of managing processes, 
projects, knowledge of the organization by the stages of their transformational development // 
Advances in modern natural science. – 2014. – № 1. – P. 79. URL: https: //elibrary.ru/item.as-
p?id=21052030 (date of the request: 08.04.2019).  

2 Kharchenko O.A., Gorchakova L.I. Analysis of project management maturity models on the 
example of Russian companies // Proceedings of a scientific forum with international partic-
ipation. Engineering and Economics institute. st. Petersburg Polytechnic University of Peter 
the Great, Engineering and Economics Institute; Responsible editors: О.V. Kalinina, S.V. 
shirokova. 2015. – P. 323. URl: https: //elibrary.ru/item.asp?id=25476647 (date of the re-
quest: 09.04.2019).  

3 Zaguskin N.N. Comparative characteristics of the maturity models of managing processes, 
projects, knowledge of the organization by the stages of their transformational development // 
Advances in modern natural science. – 2014. – № 1. – P. 80. URL: https: //elibrary.ru/item.as-
p?id=21052030 (date of the request: 08.04.2019).  
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processes from one level of the process maturity model to another («maturation 
of processes») implies an increase in the capabilities of processes and, as a re-
sult, organization. levels of process maturity are traversed by each organization 
sequentially and determined by various characteristics, including mission, val-
ues, strategy, and organizational structure».1

When building a maturity model, attention is paid to different objects within 
the organization. If we are talking about digital customs, then such objects, in 
our opinion, can be customs operations, business processes, actions, informa-
tion and communication technologies, programs, applications, data, tools, the 
institution of customs regulation, the concept, model, approach, mechanism.

They allocate models (processor maturity), focused on the assessment of the 
maturity of the following objects:

 9 Business process (BP). Here maturity in relation to one process (BP) is 
manifested in the possibility of its modeling and implementation.

 9 Business Process Management (BPm). in this case, the maturity of 
BPm includes the level of development of permanent management and im-
provement of business processes, directed by the owners of business processes.

 9 Business Process Organization (BPo). The maturity of the BPo in-
cludes the process management of the organization by adapting the horizontal 
structure and process-oriented culture to the indicators of the business process, 
rather than departments.2

lykova A.i. highlights the following features of each level of processor ma-
turity:3

Above, we touched upon the minimal theoretical propositions about mod-
els for assessing maturity in management theory. Careful insight into the matu-
rity model of the WCo digital customs and the above theory voiced a number 
of questions. The most important of them is which of the models recommended 
by the scientific expert community or the methodology was used by the WCO 
experts when developing the Digital Customs maturity model? What objects 
of maturity is the WCo model oriented to? How does it relate, for example, to 
iso standards for maturity models, and what determines the absence of any ex-
planations to the model itself?

1 Lykova A.I. Comparative analysis of processor maturity models // vector science of Togli-
atti State University. Economics and Management Series. – 2017. – № 3 (30). – P. 69. URL: 
https: //elibrary.ru/item.asp?id=30053118 (date of the request: 09.04.2019).  

2 ibid.
3 ibid.
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Table 1
Characteristic features of processor maturity levels1

№ Level Characteristic features
1 Elementary Processes are not highlighted.

Processes are performed inconsistently, spontaneously.
Efficiency is either not measured at all, or measured in the event 
of operational and quality problems.

2 Repeatable Processes are partially highlighted. Processes are described 
within divisions (workflows), but are not always linked into 
a single cross-functional process.
Repeatable.
Different groups within the company use different ways to 
measure performance.

3 standardized Cross-cutting processes are highlighted and described.
All activities of the company are conducted in accordance with 
the selected processes. Process efficiency is measured at the end 
of the process and work flow; process efficiency measurement 
is formalized.
owners of process are allocated. A process management culture 
is emerging.

4 measurable Processes are well managed.
often automated. Regularly measurable.
Efficiency is measured not only at the output of the process, but 
also at key points. Analytics measurement results.
measurement in near real time.
Predictable process performance.

5 Continuously 
refined

Continuous improvement of the process in terms of the business 
goals of the organization.
Continuous improvement of processes based on metrics and 
indicators. The results of the process improvements introduced 
are quantified. Link process results with goals.
Provided strategic change.
Efficiency measurement guides continuous improvement.

6 integrated Expansion of the value chain in terms of coordination with 
customers and partners.
instant response to changes in the external environment.

1 Lykova A.I. Table 2. Characteristic features of each level of processor maturity. Lykova A.I. 
Comparative analysis of processor maturity models // vector science of Togliatti state Univer-
sity. Economics and Management Series. – 2017. – № 3 (30). – P.69–70. URL: https: //elibrary.
ru/item.asp?id=30053118 (date of the request: 09.04.2019).  
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obviously, the problem is that the cited maturity models are being devel-
oped for organizations. in the understanding of the WCo digital customs is not 
an organization, but some kind of identification of ICT. Although neither the 
concept of the WCo Digital Customs, nor the WCo Work Program on Digi-
tal Customs provides a definition of the term «digital customs». And if we are 
talking about digital customs as a technology, then in this case it is appropriate 
to refer to the standards of maturity not for organizations, but for technologies. 
For example, the Russian Federation has developed a state standard (GosT 
R 58048-2017 Technology Transfer. Guidelines for assessing the level of matu-
rity of technologies).1 in our case, the eternal question to be or not to be trans-
formed into – so is this digital customs?

in our opinion, we should talk about the creation of the Reference Model 
of Digital Customs, and not about the maturity model, which is not based on 
methodological approaches to the formation of such models.

2.12.2. conclusions on § 2.12

our analysis of the WCo Digital Customs maturity model has raised 
a number of questions and positions. They are the following.

1. Except in the title, the WCo Digital Customs maturity model does not 
use the term «digital customs». it should be noted that at the time of the prepa-
ration of the model in the framework of the WCO, there is no official definition 
of the term «digital customs».

2. nothing is known about the methodology and methodological approaches 
that were used by experts to prepare the draft WCo Digital Customs maturity 
model. such a technique was not discussed in the working bodies of the World 
Customs organization.

3. The maturity model is a tool that allows executives of the organization to 
make management more qualitative. in the opinion of the secretariat, the Cus-
toms administration should set priorities and implement the proper sequence of 
implementation, consolidation of iCT in terms of the digital maturity model. in 
other words, the maturity model should be viewed from the perspective of iCT 
development, rather than customs development which uses modern information 
technologies in the context of the digital revolution.

1 ГОСТ Р 58048‑2017 Трансфер технологий. Методические указания по оценке уровня 
зрелости технологий (Technology transfer. Technology maturity assessment methodology 
guide). URl: http: //docs.cntd.ru/document/1200158331 (date of the request: 10.04.2019).  
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4. To date, there are no scientific and practical developments that reveal the 
term «digital maturity model». Accordingly, it is necessary to clarify what the 
model is and what its characteristics are. in the absence of a categorical appa-
ratus as well as corresponding explanations that reveal this phenomenon, it is 
very difficult to understand what is the Digital Customs Maturity Model. in our 
opinion, it is not necessary to use the conceptual apparatus in an arbitrary form 
and create new legal constructions or phenomena based on concepts that have 
not yet been developed in science and practice.

Thus, in the context of building e-customs in Armenia, Belarus, kazakh-
stan, kyrgyzstan and Russia, for example, the «e-maturity model» or «e-cus-
toms maturity model» is a matter of interest. The question is if this is the same 
as the digital maturity model and the digital customs maturity model?

5. in accordance with the management theory, maturity models are devel-
oped for organizations (process-oriented and project-oriented). At the same 
time, in the WCo materials related to the development of digital customs, dig-
ital customs itself is actually identified with ICT. Accordingly, the proposed 
WCO Maturity Model does not fit into the classical understanding of the orga-
nization’s maturity model. This question requires clarification at least at a meet-
ing of the WCo information management sub-Committee.

6. maturity levels of Digital Customs maturity model should feature a dif-
ferent set of key characteristics. Among them there are the competence of digi-
tal customs, strategic approaches to customs administration (regulation), instru-
ments, tools and technologies of customs administration (regulation), the level 
of management culture, staff competence and other qualitative and quantitative 
characteristics. in addition, the listed elements should have their own indicators.

In addition, it is important to define the mission, values, strategy, and orga-
nizational structure for each level. only in this case, the Head of the Customs 
administration will understand that there is a model of digital customs.

in the presented Digital Customs maturity model it is not easy to single out 
the named elements and indicators are completely absent.

7. The levels of maturity applied by experts to Digital Customs maturity 
modes (initiate, implement, consolidate, engage, enhance and embark) do not 
correspond to the classical maturity models, where these are: initial, repeatable, 
standardized, measurable, continuously improved, integrated.

8. The applied conceptual apparatus in the model can be interpreted differ-
ently by the WCo member states. For example, «smart clearance», «e-com-
merce solution», «cross-border exchange of information», «e-border manage-
ment», «mutual recognition» (results of customs control or legal status of an 
AEo? – author’s question), «interoperability of single window» etc.
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in our opinion, the model should be accompanied by a descriptive part, 
where in the first positions it is important to pay attention to the applied concep-
tual apparatus.

9. The Digital Customs maturity model should take into account the follow-
ing requirements:

 9 formalization, which provides an unambiguous description of the struc-
ture of the Digital Customs maturity model;

 9 understandability by the Customs administrations of the WCo member 
states based on the use of graphic means of displaying the model;

 9 feasibility, implying the availability of means for the physical implemen-
tation of Digital Customs maturity model;

 9 providing an assessment of the effectiveness of the implementation of 
the Digital Customs maturity model based on certain methods and calculated 
indicators.

When the named requirements are met, the WCo Digital Customs maturity 
model which we analyze will be of interest to the WCo Customs administra-
tions.

10. The WCo Digital Customs maturity model does not allow to assess 
which customs law institutions, customs operations and business processes are 
covered by the digital customs. it can be distinguished in the truncated version 
of the model, for example, the institute of electronic customs clearance, prelim-
inary informing, risk management system, customs control after the release of 
goods, automatic release of goods.

11. Digital Customs maturity model
does not directly concern the institution of an authorized economic operator, 

a customs broker, customs transit, the provision of mutual administrative assis-
tance, etc .;

does not reflect such important digital customs institutions as the Internet 
of things, the WCo Data model, «single window», data security, Big data, data 
mining, etc .;

does not cover modernization of customs regulation through the use of iCT, 
national customs enforcement network, capacity building development, ad-
vanced practice of customs regulation in the development of digital customs.

12. To create a full‑fledged WCO Digital Customs Maturity Model, it is nec-
essary to take into account the specifics of the questions and proposals received 
from delegates at the 74th session of the WCo Policy Commission:

 9 conceptual apparatus;
 9 digitization of customs;
 9 customs (customs administration) and digital customs;
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 9 management mechanism, customs administration in the context of the 
development of digital customs;

 9 customs operations (business processes) in the framework of digital cus-
toms;

 9 risk management system and digital customs;
 9 subject composition of legal relations within the framework of digital 

customs;
 9 instruments used to ensure the functioning of digital customs;
 9 technologies that promote the development of digital customs in the sys-

tem of customs administration (regulation);
 9 «single window» and digital customs, their relationship and correlation 

in the field of customs;
 9 security supply chain of goods and the institution of an authorized eco-

nomic operator;
 9 regional integration and digital customs;
 9 legal issues of organizing the operation of digital customs;
 9 capacity building, personnel issues;
 9 problematic issues of implementation of the digital customs institute;
 9 the role of the World Customs organization in the formation of the insti-

tution of digital customs.
13. The study made it possible to come to the conclusion about the need to 

create a Reference model of Digital Customs.

2.13. information management sub-Committee:  
Electronic services

The topic «electronic services» was considered under the theme «Digital 
Customs» at the 71st session of the WCo information management sub-Com-
mittee (november 3-4, 2016). The details of the subject matter were analyzed 
and prepared for the meeting by the staff of the secretariat of the World Cus-
toms organization.

The note of the secretariat on electronic services draws attention to the fact 
that in the international supply chain there are several organizations engaged 
in various activities: from creating an order to delivering goods across the bor-
der. Among these activities, customs carries out its regulatory functions at the 
border to facilitate and control the movement of goods across borders. This is 
the moment when traders interact with customs to carry out export, import or 
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transit formalities. in addition, interaction with the customs can be carried out 
in advance before the goods cross the border, for example, registration to obtain 
a license for export, import or a preliminary decision. or after the goods cross 
the border, for example, an appeal procedure or a tax refund, duty. Finally, the 
interaction can be implemented at any time without restrictions on the time of 
movement of goods, for example, in consultation with the customs regarding 
certain customs procedures.1

2.13.1. background

Recognizing the importance of international trade as one of the key fac-
tors for improving the competitiveness of the economy, Customs administra-
tions shifted from the traditional role of the gatekeeper, which relied on exten-
sive physical checks, to control based on the risk management system which 
ensured better service and simplified legal trade. According to the WCO Sec-
retariat, the use of ICT can further improve the efficiency of customs business 
processes (customs operations) and related services to clients. Customs ad-
ministrations have begun the process of modernization over the past few de-
cades, introducing paperless customs clearance processes. The use of electronic 
data interchange (EDi)2 in the customs environment allowed traders to prepare 
and submit customs declarations and related documents from anywhere in the 
world, thereby reducing physical contact. Using modern technology, Customs 
administrations around the world are exploring the potential to make their func-
tions and services more electronic.3

We recall that in July 2016 the Policy Commission and the WCo Council 
adopted a two-year «Digital Customs Work Plan» for 2016/2017 – 2017/2018 

1 item 1. Electronic services. item vi (b) on the Agenda. Digital Customs. 71th meeting of the 
information management sub-Committee (3–4 november 2016). Doc. Pm0411E1a. Brussels, 
17 october 2016. – P. 1.

2 Electronic Data interchange (EDi) is a series of standards and conventions for the transfer of 
structured digital information between organizations, based on certain regulations and formats 
of transmitted messages. The main task of EDi is to standardize the exchange of transactional 
digital information, to provide opportunities for software interaction of computer systems of 
various segments, organizations. EDi for many years remained the only form of existence of 
electronic commerce // Electronic data exchange. Wikipedia Free encyclopedia. URl: https: //
ru.wikipedia.org/wiki/Электронный_обмн_данными (date of the request: 11.04.2019).

3 item 3. Electronic services. item vi (b) on the Agenda. Digital Customs. 71th meeting of the 
information management sub-Committee (3–4 november 2016). Doc. Pm0411E1a. Brussels, 
17 october 2016. – P. 1.
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to support the WCo member countries in their ways of implementation and im-
provement of iCT. one of the key themes of the Digital Customs Work Plan is 
to promote the introduction and consolidation of electronic services in order 
to enhance customs service delivery, the results of its work as well as increase 
the level of interaction with business and other stakeholders in a paperless en-
vironment. Relevant activities include further work on electronic services, 
such as E-enquiry points, E-payment, E-processing of permissions /authoriza-
tions, E-inspection, E-refund, Acceptance of E-copies, E-communication, mo-
bile-enabled services, including mobile apps.

According to the author, it is worth making an important clarification. Cus-
toms control is not a service. This is the control and supervisory function of 
the Customs authorities. Accordingly, electronic inspection is not a service, but 
a function of the Customs authorities. in the key in question, the service can be 
called only the possibility of the economic operator to submit information to 
the Customs authority through iCT, documents for inspection.

note: Unfortunately, to date, representatives of the economic school have 
created a pseudo-science of «service customs», according to which, in essence, 
all actions performed by Customs authorities are services. in fact, the question 
is in the absence of an independent passport of a scientific specialty «customs 
business», and economic theses on customs can be defended only if they are re-
lated to services. For this reason, any research on customs is forced and artifi-
cially «sewn up» in the service sector. in our opinion, such an approach in con-
ducting scientific research is erroneous and requires revision.

2.13.2. Electronic services and Border management

The phrase e-service in the context of border management, as indicated by 
the WCo secretariat, includes four main components, namely:

 9 service provider: customs and government agencies with which it inter-
acts;

 9 user of the service: traders, logistic operators and intermediaries (for ex-
ample, brokers);

 9 service scope: all regulatory services related to import, export and transit;
 9 mode of provision of services: in electronic form / online.

From the point of view of company architecture, e-service systems are 
front-end e-service systems which directly interact with customers. systems 
can be separated from back-end systems. A front-end electronic service system 
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can supply and consume information from more than one internal system, and 
vice versa, an internal system can support more than one front-end system.

Electronic services not only reduce manual processes (operations) and phys-
ical contacts, but also improve the integrity and transparency of service delivery 
processes, thereby significantly reducing costs for both companies and govern-
ments. They also lead to improved accessibility and universal coverage, provid-
ing support to individuals as well as micro, small and medium companies. Elec-
tronic services exclude intermediaries and provide a direct and personalized 
service experience to different customers depending on their business model.

From the customs point of view, the development of e-services can of-
fer several advantages such as: simplifying access of traders to regulated ser-
vices, improving compliance, better data quality, improving the efficiency of 
processes (operations) at the border, increasing transparency and public trust as 
well as increased customer satisfaction.1

in addition, the creation of electronic services can open up new innovative 
opportunities, for example, when more and more users interact with customs 
through electronic services, each associated activity will leave a digital foot-
print that can be further analyzed so that the Customs service can enhance the 
capabilities of the risk management system.

The WCo secretariat notes that as part of the modernization and reform 
process, Customs administrations typically implement iCT in stages, based on 
national priorities, business needs and the availability of resources. With regard 
to the development of electronic services, it is always interesting to ask which 
electronic service needs to be implemented in terms of its priorities, and how it 
can bring specific benefits to all interested parties, including customs itself.2

The WCo’s iT Guide for executives3 is believed to have offered strong lead-
ership and management in the implementation of iCTs to ensure that any iCT 
implementation meets business goals. standard 7.3 of the General Annex to the 
Revised kyoto Convention, in particular, provides that the introduction of in-
formation technologies involves consultations with all parties that are directly 

1 item 9. Electronic services. item vi (b) on the Agenda. Digital Customs. 71th meeting of the 
information management sub-Committee (3–4 november 2016). Doc. Pm0411E1a. Brussels, 
17 october 2016. – P. 2.

2 item 11. ibid.
3 see iT Guide for Executives. World customs organization. June, 2018. URl: http: //www.

wcoomd.org/en/topics/facilitation/instrument-and-tools/tools/it-guide-for-executives.aspx 
(date of the request: 12.04.2019).



205

related to this, whenever possible.1 in addition, Chapter 6 of the Customs in-
formation Technology Guidelines for the kyoto Convention2 outlines several 
of the main areas of ICT application in the field of customs operations such as 
cargo inventory control, processing customs declarations, managing licenses, 
permits, certificates or other types of release notifications, providing compli-
ance with customs regulations, selectivity, passenger pre-processing, revenue 
accounting, trade statistics, management information systems and reporting.3

Regarding the creation of electronic services, experts of the WCo note that 
some of the main areas mentioned in the manuals are applicable solely as in-
ternal systems and do not require direct interaction with external stakehold-
ers. However, there are several areas that can potentially be improved with cli-
ent-oriented front-end systems. A few examples are listed below:

Electronic customs clearance
 9 electronic registration;
 9 electronic filing of declarations;
 9 receiving electronic copies of supporting documents or access to them in 

electronic form through the relevant databases;
 9 electronic notification on the status of processing;
 9 electronic cargo tracking system;
 9 electronic payment of taxes, duties, fees and charges;
 9 electronic inspection;
 9 e-release of bond/security;
 9 electronic refund/ drawback;
 9 electronic appeal;
 9 electronic preliminary decision;

1 Standard 7.3 General Application. International Convention on the Simplification and Har-
monization of Customs Procedures (done in kyoto on 05/18/1973) (as amended by the Pro-
tocol of 06/26/1999).World Customs organization. URl: http: //www.wcoomd.org/-/media/
wco/public/ru/pdf/topics/facilitation/instruments-and-tools/tools/conventions/kyoto-conven-
tion/kyototranslation2genannafterwcofinal.pdf?la=en (date of the request: 12.04.2019).

2 Application of information and communication technology. Chapter 7. General Annex Guide-
lines. kyoto Convention. URl: http: //www.wcoomd.org/-/media/wco/public/global/pdf/top-
ics/facilitation/instruments-and-tools/tools/ict-guidelines/ict-guidelines.pdf?db=web (date of 
the request: 01.03.2019); General information: iCT Guidelines. World Customs organization. 
URl: http: //www.wcoomd.org/en/Topics/Facilitation/instrument%20and%20Tools/Tools/
iCT%20Guidelines (date of the request: 01.03.2019).

3 item 15. Electronic services. item vi (b) on the Agenda. Digital Customs. 71th meeting of the 
information management sub-Committee (3–4 november 2016). Doc. Pm0411E1a. Brussels, 
17 october 2016. – P. 3.
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 9 services provided in a mobile way, including mobile applications.1

Electronic resources
 9 repository of regulatory procedures;
 9 repository of authorized operators;
 9 built-in navigator of the Harmonized system (Hs);
 9 exchange rate;
 9 calculator of duties, taxes, fees and charges;
 9 trade stimulation;
 9 trade statistics.

Electronic support
 9 electronic reference centers;
 9 online support service – web chat;
 9 complaints and incident management.

To maximize the benefits of creating e‑services, the Administration must 
take into account several elements such as a proper planning process, invest-
ment in the development and maintenance of systems, network connectivity, se-
curity and data privacy issues, legal issues, and change management.

2.14. E-Commerce Working group Digital Customs:  
bridging the digital divide

in october 2017, the 2nd meeting of the WCo E-Commerce Working Group 
was held. in the context of considering the problems of digital customs forma-
tion, one of the issues was devoted to bridging the digital divide. in the materi-
als prepared for the meeting, the WCo secretariat draws attention to the fact 
that in the current digital age, iCT are ubiquitous. When used effectively, they 
can significantly improve trade facilitation, strengthen security, improve com-
pliance, and ensure the transparency and integrity of the supply chain of goods.

Representing the institution of digital customs at a meeting of the Working 
Group, the experts of the WCo secretariat drew attention to the contributing 
factors of digital customs. We covered this topic in part in § 2.9 of this mono-
graph. Among them, the WCo highlights the following:

1 item 15. Electronic services. item vi (b) on the Agenda. Digital Customs. 71th meeting of the 
information management sub-Committee (3 – 4 november 2016). Doc. Pm0411E1a. Brus-
sels, 17 october 2016. – P. 3.
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 9 Digital strategy. Government, customs should have a clear strategic ap-
proach with strong political will and executive commitment to implement, con-
solidate iCT as enabler to achieve the goals of the organization. Based on the dig-
ital strategy, an operational plan should be developed for implementation, con-
solidation of iCT with a clear timeframe and key performance indicators (kPi). 
in addition, the WCo iT Guide for executives1 provides information and insights 
into the strategic management process regarding the use of iCT in customs.2

 9 Legal basis. There should be a reliable legal basis for iCT-enabled Cus-
toms processing and related representations and services such as electronic 
transactions, electronic signatures, electronic payments, electronic checks (in-
spections), electronic information interchange. This factor should also include 
privacy and data protection provisions. The Revised kyoto Convention (Chap-
ter 7 of the General Annex and its Guidelines) provides a good guide to the cre-
ation of such legal mechanisms.

 9 Government structure. There should be a good governance structure 
with a clear mandate and adequate (sufficient) resources to implement, main-
tain and continuously improve iCT systems.

 9 ICT infrastructure. A reliable iCT infrastructure is a prerequisite not 
only for implementing iCT solutions at customs, but also so that all interested 
parties and users can access and use processes and services using iCT.

 9 Human Resource Capabilities and Skills. Qualified human resources 
are essential for the sustainability and scalability of iCT deployment, thus in-
creasing the overall potential of a business organization.

 9 Data security. Governments, customs should ensure that measures to en-
sure the security of information, data meet the level of complexity of iCT sys-
tems based on established international standards for information security man-
agement, namely, the Guide on information Customs Technologies to the kyoto 
Convention3 and the iso 27000 family.

1 iT Guide for Executives. World customs organization. June, 2018. URl: http: //www.wcoomd.
org/en/topics/facilitation/instrument-and-tools/tools/it-guide-for-executives.aspx (date of the 
request: 07.03.2019). 

2 item 9a. Digital Customs: Bridging Digital Divide. (item xii.b on the Agenda). 2nd meet-
ing of the WCo Working Group on E-Commerce (10 – 13 october 2017). Doc. Em0019E1a. 
Brussels, 12 september 2017. – P.2.

3 Application of information and communication technology. Chapter 7. General Annex Guide-
lines. kyoto Convention. URl: http: //www.wcoomd.org/-/media/wco/public/global/pdf/top-
ics/facilitation/instruments-and-tools/tools/ict-guidelines/ict-guidelines.pdf?db=web (date of 
the request: 01.03.2019); General information: iCT Guidelines. World Customs organization. 
URl: http: //www.wcoomd.org/en/Topics/Facilitation/instrument%20and%20Tools/Tools/
iCT%20Guidelines (date of the request: 01.03.2019). 
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 9 Business continuity plan. Governments, customs need to develop, im-
prove a robust Business continuity plan to ensure continuation of activities in 
the event of an unexpected lack of a vital iCT system or object due to a possible 
malfunction or failure. This plan should consist of a set of contingency plans 
for each major component of the business process and infrastructure, describing 
the necessary resources, personnel roles, procedures and timelines required for 
its implementation, based on the key principles set out in the Customs informa-
tion Technology Guidelines to kyoto Convention,1 Trade Recovery Guidelines2 
and the iso Business Continuity management system (iso 22301).3

At the session of the E-Commerce Working Group, it was recalled that the 
topic of the WCo 2017 is «Data Analysis for Effective Border management». 
According to the organization, it aims to encourage the global customs com-
munity to continue its efforts and activities in this area to further improve bor-
der procedures through effective risk management. The growing digitalization 
has made it easier and faster to process Big data. in recent years, experts of the 
WCo note that a number of new instruments have appeared that can help to use 
the data in new and powerful ways. Data analysis and the development of the 
necessary capabilities and tools are of great importance, given the implementa-
tion of the «single-window» environment and the growing interaction between 
stakeholders.

According to experts of the WCo secretariat, Data analysis can help cus-
toms and other border authorities to move from responding to risks to forecast-
ing them. They can use cognitive technologies such as natural language pro-
cessing (nlP) and advanced algorithms, to analyze huge amounts of struc-
tured and unstructured data to identify and predict security and compliance 
risks. Data analysis can also help border agencies make informed decisions in 
a timely manner, making the supply chain more efficient, safe and predictable.

1 Application of information and communication technology. Chapter 7. General Annex Guide-
lines. kyoto Convention. URl: http: //www.wcoomd.org/-/media/wco/public/global/pdf/top-
ics/facilitation/instruments-and-tools/tools/ict-guidelines/ict-guidelines.pdf?db=web (date of 
the request: 12.04.2019); General information: iCT Guidelines. World Customs organization. 
URl: http: //www.wcoomd.org/en/Topics/Facilitation/instrument%20and%20Tools/Tools/
iCT%20Guidelines (date of the request: 12.04.2019). 

2 WCo Trade Recovery Guidelines. World customs organization. URl: http: //www.wcoomd.
org/en/topics/facilitation/instrument-and-tools/tools/~/media/558C64ADD8634558A-
123D75357E188EE.ashx (date of the request: 12.04.2019). 

3 item 9g. Digital Customs: Bridging Digital Divide. (item xii.b on the Agenda). 2nd meet-
ing of the WCo Working Group on E-Commerce (10 – 13 october 2017). Doc. Em0019E1a. 
Brussels, 12 september 2017. – P.3.
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Reference:
Cognitive Technologies are software and hardware that imitate the work-

ings of the human brain.1 «Cognitive systems are taught through artificial neu-
ral networks. These are complex mathematical models, which (so far only in 
general terms) imitate the principles of operation and cellular organization of 
the natural nervous system. So, artificial neural networks consist of similarities 
of neurons – nerve cells of the brain, represented by mathematical functions. 
The interaction of these functions allows computer systems to analyze images, 
speech and other data in a multifaceted manner, learn with their help, build hy-
potheses and make decisions just as the exchange of signals between organic 
neurons allows people to perform similar processes».2

«Cognitive technologies are an excellent addition to the traditional IT eco-
system. According to expert forecasts, the number of fully cognitive applica-
tions will be small, but some of their functions are integrated into many ordi-
nary programs». 3

Capabilities and applications of cognitive technologies:
 9 User interaction.
 9 Analytical potential.
 9 making decisions.

Natural Language Processing (NLP) is the general direction of artificial 
intellect and mathematical linguistics. it studies the problems of computer anal-
ysis and synthesis of natural languages. For artificial intellect, analysis means 
understanding the language, and synthesis means generating literate text. solv-
ing these problems will mean creating a more convenient form of interaction 
between a computer and a person.4

1 Volotsky M. How cognitive computers can change our future / «Gagadget.com» Scientific site 
about technology. october 28, 2015. URl: https: //gagadget.com/how-it-works/18016-kak-
kognitivnyie-kompyuteryi-mogut-izmenit-nashe-buduschee/ (date of the request: 13.04.2019).

2 ibid.
3 ibid.
4 natural language processing. Wikipedia. Free encyclopedia. URl: https: //ru.wikipedia.org/

wiki/Обработка_естественного_языка (date of the request: 13.04.2019). 
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2.14.1. conclusions on § 2.14

1. Bridging the digital divide as a theme for the development of digital cus-
toms was considered at the second meeting of the WCo E-Commerce Working 
Group in Brussels on october 10-13, 2017.

By the term «digital divide» the WCo understands the gap in access to use 
of information communication technologies. Access to iCTs, along with other 
factors, such as the quality of iCT facilities and accessibility, are equally im-
portant aspects in the state’s digitalization process. The importance of iCT, both 
for economic and social development, explains the priority to bridge the «digi-
tal divide», including wider adoption of iCT in customs and the regulatory en-
vironment.

2. The contributing factors (enablers) of digital customs are:
 9 digital strategy;
 9 legal basis;
 9 management structure;
 9 iCT infrastructure;
 9 human resource capabilities and skills;
 9 data security;
 9 business continuity plan.

The first four elements were highlighted at the 7th session of the WCO Ca-
pacity Building Committee (11 to 13 April 2016) without providing clarifica-
tion. The last three contributing factors were added by the WCo secretariat to 
the meeting of the E-Commerce Working Group. Along with this, relevant ex-
planations were given to the WCo for each of the elements.

3. According to the WCo, the development of digital customs requires the 
development of the Work Program for the implementation, consolidation of 
iCT with a clear timeframe and key performance indicators (kPi). We believe 
that the development of the digital customs does not need to be limited to iCT. 
in our opinion, the Work Program for the development of digital customs re-
quires the development, implementation, consolidation in one coordinate sys-
tem of a digital strategy, legal framework, management structure, iCT infra-
structure, personnel capabilities and skills, data security, etc. with clear time 
frames and key performance indicators.

To date, the international customs community has not developed any key in-
dicators, performance indicators (kPi) for digital customs. in this regard, the 
WCO Information Management Sub-Committee together with the WCO Mem-
ber countries are encouraged to develop such indicators.
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For their development it is recommended to intensify the work of the WCo 
Research Unit with the involvement of universities, at least within the interna-
tional network of Customs Universities.

4. When considering the problems of customs digitization, processing of 
Big data and their analysis also remains an urgent issue. new instruments were 
developed for these purposes. Data analysis can help border agencies, in partic-
ular to:

 9 move from responding to risks to forecasting them;
 9 make informed decisions in a timely manner, making the supply chain 

more efficient, safe and predictable.
5. For the purpose of prospective development of the digital customs insti-

tute in terms of Big data analysis, it is advisable to intensify discussions at the 
WCo regarding the use of cognitive technologies and natural language process-
ing (nlP). Cognitive technologies are software and hardware that imitate the 
workings of the human brain and complement the traditional iT ecosystem. The 
following possibilities and spheres of application of cognitive technologies are 
distinguished: user interaction, analytical potential, decision making. In fact, 
we are talking about creating artificial intellect within the framework of the 
digital customs institute.

in addition to this, when modernizing digital customs through the use of 
cognitive technologies, processing of natural language becomes urgent, which 
means the general direction of artificial intellect and mathematical linguistics.

6. one of the topics that the WCo secretariat is positioning with the de-
velopment of the digital customs institution is the creation of a favorable en-
vironment for e-commerce. A matter of interest is the WCo thesis that digital 
customs, supported by modern and integrated technologies, can help bridge the 
digital divide, thereby supporting continuous e‑commerce flows.

no less important topic in this key is the applied conceptual apparatus. The 
WCo delegates consider e-commerce issues within the framework of the dig-
ital customs institute. in this context, we have highlighted the following ques-
tions:

 9 Why is customs called «digital» and commerce «electronic»?
 9 Can commerce be called «digital» in the «digital» economy?
 9 is «electronic» customs and «digital» customs one and the same phe-

nomenon, instrument, mechanism, organizational unit of customs administra-
tion, technology?

The lack of scientific and methodological developments in this regard as 
well as answers to these questions, does not have the best effect on the legal 
side.
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To date, the international customs community has not formed any recom-
mendations on the subject matter. According to the author, this topic should be 
raised at a meeting of the WCo information management sub-Committee.

7. For the understanding and further development of the digital customs in-
stitution, topical issues are the analysis of the relationship between the digital 
customs institute and the e-commerce institute, their subject area, and legal reg-
ulation tools.

8. The issue of creating a «single window» mechanism is relevant, both for 
the institution of digital customs and e‑commerce. In a scientific and practical 
context, it is important to understand the ratio of digital customs, e-commerce 
and the «single window» mechanism as independent and interconnected in one 
system of customs administration (regulation) and foreign trade regulation.

We have not identified any serious studies on this subject.
Along with this, an important topic is the interoperability of the «single win-

dow» mechanisms of the WCo member countries, which facilitates the elec-
tronic exchange of information and the processing of cross-border electronic 
transactions in a paperless environment; this in turn will contribute to further 
supporting and monitoring e‑commerce in a coordinated and efficient manner.

2.15. information management subcommittee:  
Revision of customs administration instruments

in § 2.10 of the monograph we presented an analysis of the WCo Digital 
Customs Work Program. We need to recall that it consists of eight blocks. The 
second point of this Program is «Review, update of relevant instruments and 
tools of the World Customs organization», which initially included seven tasks.

in our opinion, this paragraph is interesting because it affects the specif-
ics of the revision, modernization of the customs regulation instruments of the 
World Customs organization. We investigate this question in more details. The 
information management sub-Committee plays an important role in the im-
provement of the WCo customs regulation instruments. so, at the 73rd meet-
ing of the subcommittee, which was held from october 30 – 31, 2017, within 
the framework of consideration of the subject of digital customs, 3 tasks of the 
WCo Digital Customs Work Program were considered:

 9 Update the ICT Guidelines of the Revised Kyoto Convention to reflect 
new developments aimed at better satisfying the needs of all WCo members, in 
particular, bridging the «digital divide».
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 9 Review, update the WCo Recommendations on iCT.
 9 Work on the use of WWW by Customs authorities – the potential devel-

opment of the Guidelines.
 9 For each issue the WCo secretariat prepared reference materials, which 

traditionally can be read by delegates before the session itself at the WCo 
Headquarters. Devoted to subject of digital customs it was presented the fol-
lowing:

 9 Updating the iCT Guidelines of the Revised kyoto Convention.1

 9 Review and update recommendations related to iCT.2

 9 Guidelines for the use of the World Wide Web (WWW) and social net-
works.3

The positions formed by the secretariat on each of the issues are interesting 
from the practical and scientific side. The analysis of this block of questions al-
lowed us to form the following conclusions:

1. Revision and modernization of the WCo customs regulation instruments 
is one of the objectives of the Digital Customs Work Program. To date, the of-
ficial definition of the term «digital customs» has not been developed by the in-
ternational customs community in the WCo.

2. Since the WCO actually identifies digital customs with ICT (in our opin-
ion, this is not an ideal approach, and limits the institution of digital customs to 
a certain framework), the previously created WCo instruments from the iCT 
field are modernized by delegates of the WCO working bodies on the imple-
mentation of the Digital Customs Work Plan.

3. The Data pipeline and the Block chain are considered along with others 
(instruments, phenomena, technologies, mechanisms – author’s note) as key ar-
eas for potential updating and improvement of the WCo iT Guide for Execu-
tives. on this basis, we conclude that the institution of digital customs, which, 
according to the results of expert work, is formalized in the aforementioned 
Guidelines, can be supplemented and expanded by Data pipeline and Block 
chain.

1 Update of the RkC iCT Guidelines. Digital Customs. (item x.a on the Agenda). 73rd meeting 
of the information management-Committee (30–31 october 2017). Doc. Pm0437E1. Brus-
sels, 17 october 2017.

2 Review and update of Recommendations concerning iCT. Digital Customs. (item x (b) on the 
Agenda). 73rd meeting of the information management-Committee (30–31 october 2017). 
Doc. Pm0438E1a. Brussels, 12 october 2017.

3 Guidance on the use of WWW and social media. Digital Customs. (item x (c) on the 
Agenda). 73rd meeting of the information management-Committee (30–31 october 2017). 
Doc. Pm0439E1. Brussels, 16 october 2017.
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Data pipeline allows regulators to explore the possibility of collecting infor-
mation from its source or from earlier sources.

The purpose of the Block chain is to create a reliable transaction environ-
ment by providing a mechanism for verifying transactions as well as secure and 
invariable transaction records that can guarantee the accuracy of information 
related to the transaction.

These developments may be related to the subject of supporting documents 
and will allow changing the customs strategy in relation to supporting documents.

4. Analysis of the work of the information management sub-Committee 
leads to the conclusion that it is necessary to improve the project management 
mechanism as well as to more actively involve the WCo member countries, 
Economic and Customs Unions in improving the digital customs institution.

We would say that the results of the work regarding the development of the 
digital customs institute formulated like «to take note of the information of the 
WCo secretariat and agree to work together with the WCo secretariat» are in-
sufficient.

Again, the WCo member countries, Economic and Customs Unions, in our 
opinion, need to be more actively involved in the work of various WCo bodies, 
form initiatives, take concrete commitments to develop scientific and practical 
approaches to the development of the digital customs.

The work of the Research Unit of the WCo secretariat in this context 
should be intensified. If the problem lies in the lack of human resources, the ac-
ademic community should be actively involved in writing research projects on 
the formation of the digital customs institute.

5. The WCo – is not a closed interest club. First of all, this is a modern in-
ternational institute, a platform for all interested subjects who are ready to make 
their contribution and concrete proposals on the improvement of modern cus-
toms regulation instruments and tools.

6. The WCo develops various types of international instruments and cus-
toms regulations in order to assist the organization’s member countries in the 
field of customs. The WCO’s activities also relate to the interpretation of the 
content of such instruments with a view to the consistent and uniform applica-
tion of their provisions.

one of the most practical instrument to ensure the maximum degree of har-
monization of the approaches of the Member States in the field of customs reg-
ulation is the WCo recommendations. To date, the organization has adopted 
over 70 recommendations.

The WCo members, the Un members and its specialized agencies as well 
as Customs or Economic Unions can officially accept any recommendation of 
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the WCo. The WCo recommendation is a non-binding instrument. member 
countries or any other party have no obligations to accept them. The recom-
mendation does not create a binding effect before its adoption by a member of 
the organization or an interested party.

7. To date, the WCo member countries have not created any recommenda-
tions for the development of the digital customs institution. At the same time, 
the WCo experts believe that the previously created iCT recommendations are 
related to digital customs. The paradox is that in the absence of a definition 
of the term «digital customs», specialists de facto identify outdated WCo in-
struments (1984, 1988, 1990, 1995) with the new institution which is identified 
with the digital revolution.

8. one of the important WCo instrument, which can be indirectly associ-
ated with the institution of digital customs (as the next stage in the develop-
ment of e-customs), is the Baku Declaration (2001). This document calls on the 
WCo member countries to accept and implement the Revised kyoto Conven-
tion in order to create a modern, transparent, clear, efficient, rapid and simpli-
fied e-Customs environment.1

However, to date, we are not aware of any independent WCo instrument, 
which reveals consolidated approaches of the international customs community 
to create an electronic or digital customs environment. moreover, the Revised 
kyoto Convention does not contain the term «electronic» or «digital» customs. 
Accordingly, references to this fundamental WCo instrument are not entirely 
appropriate.

9. The only officially published WCO instrument in which attention is paid 
to the digital customs institute, in our opinion, is the WCo iT Guide for Exec-
utives, where the Digital Customs institute is described on 10 pages. To date 
other instrument, that use the term «digital customs», does not exist. For indi-
viduals who identify digital customs with iCT, this thesis is certainly controver-
sial. in this case, a number of relevant questions arise:

 9 Why need we create in 2016 a new institute of digital customs, if it ex-
isted previously only under the guise (signboard) «iCT»?

 9 Why is it necessary to modernize (under the cover of the expression 
«digital customs») the previously created WCo recommendations, which lack 
the term «digital customs», if these recommendations are developed under the 
signboard «iCT»?

1 Declaration of the customs Cooperation Council Concerning E-Commerce (Baku Declara-
tion), June 2001. URl: http: //www.wcoomd.org/-/media/wco/public/global/pdf/about-us/le-
gal-instruments/declarations/baku_declaration.pdf?la=en (date of the request: 01.03.2019). 
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 9 What is fundamentally changed in customs regulation with the introduc-
tion of a new concept (without defining the term) «digital customs»?

Among other things, the Guide focuses on the Digital Customs Concept and 
the Digital Customs maturity model. However, if the Head of the Customs ad-
ministration uses the mentioned iT Guide for Executives, he or she is unlikely 
to understand the difference between «digital customs» and «electronic cus-
toms», and the way «digital customs» differs from the «single window» mech-
anism.

10. According to the author, in the scientific and practical aspect, it is nec-
essary to revise the existing approaches of the WCo specialists to the digital 
customs institute, form a conceptual apparatus, not limit the analyzed instru-
ment (legal phenomenon, mechanism) – digital customs by the iCT framework, 
characterize digital customs as a system; it is also necessary to prepare and pub-
lish a separate WCo Digital Customs Guide.

11. The role and importance of the TFA Agreement in shaping the insti-
tution of digital customs is exaggerated. The Bali Agreement does not contain 
the concept (term) «electronic» or «digital» customs, does not directly point to 
this institution. At the same time, the only organization which has the compe-
tence to comment or interpret the provisions of the Bali Agreement is the World 
Trade Organization. The official WTO position on the formation of the digital 
customs in the framework of the implementation of the Bali Agreement at the 
scientific or expert level is not known.

12. The formation of an institution of digital customs requires a pragmatic 
approach to the applied conceptual apparatus. so, it is extremely important to 
distinguish the term «digital customs» from «electronic services».

The addition a new term, such as «e-services», should be more clearly for-
mulated in the definition of digital customs to avoid potential redundancies and 
confusion in these terminologies.

The e-services industry encompasses G2G (government-to-government) 
interaction, which, according to the WCo, indirectly contributes positively to 
trade facilitation and the digital customs agenda. The concept of electronic ser-
vices should be extended to cover the services provided by customs to partner 
state authorities at the border.1

13. As part of discussions at the 74th session of the information manage-
ment Sub‑Committee, which took place from 17 to 18 May 2018, de facto defi-
nition of digital customs is as follows:

1 see item 77. summary Report. 74th meeting of the information management sub-Committee 
(17 – 18 may 2018). Doc. Pm0455E1a. Brussels, 8 August 2018. – P. 14.
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Digital customs refers to any automated or electronic activity that contrib-
utes to the efficiency, effectiveness and coordination of customs activities (such 
as automated customs clearance systems, the «single window» concept, elec-
tronic information exchange, websites for information transfer and transpar-
ency promotion, and use of smartphones).1

The analysis of materials of various WCo working bodies for the period 
from 2001 to 2018 allowed us to reveal different meanings of the term «digital 
customs». At present, at least five visions and interpretations of this phrase are 
known: (1) mean, (2) a strategic approach, (3) a way of organizing customs ser-
vice, (4) information communication technologies (5) technical instrument, (6) 
any automated or electronic activity. in particular (see Fig. 16):

 9 Digital customs is a mean, not an end in itself, and the goal should not be 
to digitize existing bureaucratic processes, but first of all to analyze them in or-
der to achieve the best possible result.2

 9 Digital customs can be shaped as a strategic approach to support cus-
toms and cross‑border reform in the field of ICT using WCO instruments, tools 
and guidelines.3

 9 Digital Customs is a way to organize customs in the digital age.4

 9 Digital Customs is identified with information communication technol-
ogies.

 9 Digital Customs is a technical instrument to support broad political ob-
jectives;5

 9 Digital customs refers to any automated or electronic activity that con-
tributes to the efficiency, effectiveness and coordination of customs activities 
(such as automated customs clearance systems, the «single window» concept, 
electronic information exchange, websites for information transfer and trans-
parency promotion, and the use of smartphones).

1 ibid.
2 item 235 Report to the Policy Commission. Policy Commission, 74th session. Punta Cana, 

7–9 December 2015. Doc. sP0550E1a. Brussels, 27 January 2016.
3 A strategic Approach to support iCT-enabled Customs and Cross-Border Regulatory Reform 

through WCo Tools, instruments and Guidelines) // item 5. Digital Customs. A strategic Ap-
proach to support iCT-enabled Customs and Cross-Border Regulatory Reform through WCo 
Tools, instruments and Guidelines. item xiv (b) on the Agenda. Policy Commission. 74th ses-
sion. 74th session, 7–9 December 2015. Doc. sP0540E1a. Brussels, 11 november 2015.– P. 3.

4 item 66. summary Report. 209th/210th sessions. Permanent Technical Committee, 14–16 oc-
tober 2015. Doc. PC0432E1a. Brussels, 17 november 2015. – P. 11.

5 item 29. Digital customs. item vii.d on the Agenda. Permanent Technical Committee 209th 
/2010th sessions, 14–16 october 2015. Doc. PC0430E1a, Brussels, 03 August 2015 – P. 7. 
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Fig. 16. Variations of the digital customs concept

14. The progress of modernization and creation of new customs administra-
tion instruments in the WCO in the field of digital customs depends on the de-
velopment of all the issues considered by the delegates of the Parties prior to 
the working meetings of the WCo bodies. According to the author, the WCo 
countries should direct more initiatives, analytical materials, specific develop-
ments and proposals for improving customs regulation.

Attracting academia to the development project of the Digital Customs in-
stitute, their interaction with the WCo secretariat through research in the an-
alyzed area will have a positive impact on the development of scientific and 
methodological approaches to the development of digital customs.
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2.16. prospects of development of the digital customs institute

According to the WCo secretariat, the ever-growing development of iCT 
and their rapid implementation in the international supply chain of goods 
predetermine that the digitization of customs procedures and regulatory pro-
cesses at the border remains an important topic for customs and authori-
ties involved in the administration of foreign economic relations. The topic of 
strengthening the digital customs agenda was voiced at the 75th session of the 
information management sub-Committee which was held on october 29-30, 
2018. At the meeting the delegates considered important issues of digitization 
of the customs and border environment as well as the problems of innovation, 
the development of necessary recommendations. special attention was give 
n by the WCo experts to further steps to improve the agenda of the WCo digi-
tal customs.1 The main areas of work on this issue are reflected in the document 
prepared by the Secretariat on October 5, 2018. № PM0462E1a.

WCo notes that in the era of the internet of things, cloud computing, Big 
data, artificial intelligence and smartphones, information communication tech-
nologies are redefining the trading environment and business processes of the 
private sector as well as customs and other border agencies. An increasing num-
ber of companies around the world are digitizing their procedures to take ad-
vantage of savings in speed and efficiency or to align their manufacturing pro-
cesses with the products and services of the future. in order to better respond to 
the rapidly evolving digital and general economy and strengthen the simplifi-
cation measures in general, customs and other border agencies use iCT in their 
daily activities based on their national priorities, technological developments, 
institutional capacity and availability of resources.2

As we can see, speaking of the development prospects of the digital cus-
toms institute, the WCo again and again addresses the issue of the development 
of ICT. In other words, digital customs is identified with ICT. And this is in the 
absence of an official definition of the term «digital customs».

Recognizing the importance of iCT in the customs environment and drawing 
on the theme of WCo for 2016 («Digital Customs: Progressive Engagement»), 
a comprehensive «Digital Customs Work Plan» for 2016–2017 and 2017–2018 

1 item 1. Enhancing Digital Customs Agenda. (item v on the Agenda). 75th meeting informa-
tion management sub-Committee (29 – 30 october 2018). Doc. Pm0462E1a. Brussels, 5 oc-
tober 2018. – P. 1.

2 item 2. ibid.
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was developed, which covered the development of standards, interaction and 
cooperation to improve electronic interfaces and information exchange with 
key stakeholders as well as capacity building development, thereby supporting 
the four key strategic objectives of the WCo – trade facilitation and security; 
fair and efficient revenue collection; protection of society; capacity building de-
velopment and human resource development.1

And again, the WCo experts focus on the Bali Agreement, which, in our 
opinion, is a «hodgepodge (mix)» of the previously created WCo instruments. 
The positioning of this WTo tool across the effective development and of the 
WCo instruments looks more like a political than a practical step aimed at pop-
ularizing the activities of the WTO. Indeed, in the scientific and expert environ-
ment nothing is known about the methodology, which allows concluding about 
the significance and serious impact of this Agreement on customs administra-
tion and customs operations. moreover, the Agreement does not use the term 
«electronic» or «digital» customs. so why with all this, this Agreement is im-
portant for the institution of digital customs?

The WCo believes that in the light of the obligations of the Bali Agreement, 
customs and other border agencies are actively involved in developing new pro-
grams and updating existing ones.2 in our opinion, this thesis is an exaggera-
tion. Customs services are developing iCTs and developing customs infrastruc-
ture as part of the implementation of national customs development programs, 
but not the implementation of the Bali Agreement. in this context, man needs 
to be very careful about the PR of the instruments of another international or-
ganization – the WTo. For international customs, it is absolutely clear that it is 
WCo and the instruments developed on its platform that motivate the modern-
ization of Customs administration at the international level, but not the WTo.

The working materials for the 75th meeting of the information management 
sub-Committee related to strengthening the digital customs agenda, summa-
rizes that the implementation of a number of Bali Agreement measures includes 
or depends on the implementation, improvement of iCT, such as publishing 
regulatory information on the Internet, reference centers, electronic processing 
of declarations, pre-arrival processing, electronic payments, risk management, 

1 item 3. Enhancing Digital Customs Agenda. (item v on the Agenda). 75th meeting informa-
tion management sub-Committee (29 – 30 october 2018). Doc. Pm0462E1a. Brussels, 5 oc-
tober 2018. – P. 1.

2 item 6. ibid.



221

setting a time frame for release, and «single window», which requires the use of 
ICT.1

We need to note that the institute of electronic declaration, clearance be-
fore arrival of goods, electronic payments, risk management system, «single 
window» mechanism, etc. were developed by the WCO long before the Bali 
Agreement. in this regard, priority should be given to the WCo instruments, 
which belong to different institutions of customs law. At the same time, the 
WCo does not have the competence to comment on the provisions of the Bali 
Agreement.

Despite this, the materials for the 75th meeting of the sub-Committee noted 
that the implementation of the Bali Agreement can serve as a good strategic in-
centive for member countries to take a fresh look at the potential uses of iCT 
by adopting WCo and other international standards as well as related conse-
quences for existing business processes and systems, including iT systems and 
information flows. Some governments, Customs administrations may have to 
consider the issue of strategic investments in iCT to implement a wide range of 
business programs related to achieving the goals of the Bali Agreement (!). oth-
ers can achieve business goals by making small changes to their current pro-
grams. in any case, a strategic approach to iCT is required. it should be added 
that the WCo conducted an analysis of the potential use of iCT and the possi-
ble implications for information management for each article of section i of the 
Bali Agreement.2

The official website of the WCO noted that this analysis collects relevant 
links, provides additional comments to some articles and aims to explore stra-
tegic considerations on how digital customs can further support the implemen-
tation of specific measures of the Bali Agreement, and supplements the Guide-
lines to Chapter 7 of the Revised kyoto Convention.3

let us ask a question. Why and on what basis should the digital cus-
toms, created by the international customs community at WCo, support the 

1 item 6. Enhancing Digital Customs Agenda. (item v on the Agenda). 75th meeting informa-
tion management sub-Committee (29 – 30 october 2018). Doc. Pm0462E1a. Brussels, 5 oc-
tober 2018. – P. 1.

2 Use of the iCT – WTo Agreement on Trade Facilitation. World Customs organization. June, 
2018. URl: http: //www.wcoomd.org/-/media/wco/public/global/pdf/topics/wto-atf/use-of-
ict-in-the-implementation-of-the-wto-tfa_en.pdf?db=web (date of the request: 25.04.2019). 

3 Use of the iCT - WTo Agreement on Trade Facilitation. World Customs organization. URl: 
http: //www.wcoomd.org/es-es/topics/wco-implementing-the-wto-atf/mercator-programme/
overall-track/wco-instruments-and-tools/use-of-the-ict_wto-agreement-on-trade-facilitation.
aspx (date of the request: 25.04.2019). 
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implementation of the Bali agreement measures developed by another interna-
tional organization (WTo)? After all, the WCo Policy Commission did not set 
such a task. And do the delegates of the WCo member countries meet to de-
velop WTo tools or support them? in our opinion, the WCo is an independent 
international institution where relevant instruments of customs regulation are 
developed. A priori, the development of the WCo is not aimed at implement-
ing the tools of the World Trade organization. in our pinion a different view is 
based on the political context and lobbying the Bali Agreement.

Asking where to go further in terms of the development of digital customs, 
experts of the WCo secretariat note that after two years of focused work in the 
field of digital customs, it is time to assess the situation and think about future 
work using new opportunities. it is worth noting that in the WCo working ma-
terials there are no pre-established indicators that allow evaluating the effec-
tiveness and progress of the implementation of the WCo Digital Customs Work 
Plan. Accordingly, it is difficult to assess the effectiveness of the implementa-
tion of this Program. And this is again a question to the project management 
mechanism. For example, how to evaluate the introduction of new 10 pages 
of text under the heading «digital customs» in the WCo iT Guide for Execu-
tives without defining the conceptual apparatus of digital customs. Is this an ef-
fective result or not? Development of the Digital Customs maturity model in 
the form of a picture (scheme) without any explanation, including reference to 
the applied scientific and methodological apparatus – is it productive or is there 
a different point of view? or the development of the Digital Customs Concept, 
which occupies 1 page with 6 blocs without any explanation. of course, it can 
be argued that the international expert community has developed a Concept, 
model and Work Program for digital customs.

But how to evaluate them and what methodology is required for this? To 
what extent they take into account the interests of the WCo Customs adminis-
trations and are understandable in practical use. Typical questions arose in the 
customs bloc of the Eurasian Economic Commission in 2016 in the develop-
ment of conceptual approaches to the creation of «single window» mechanism 
in the member states of the Eurasian Economic Union as well as in the de-
velopment of a methodology for assessing the status of the «single window» 
mechanism in the EEU member states.

For the author of this study, it is obvious that
 9 there is no independent WCo Digital Customs Guide as well as the nec-

essary WCo instruments related to its development;
 9 under the cover of digital customs tools, experts offer previously created 

and modernized iCT tools;
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 9 today there is no comprehensive understanding of digital customs and 
the corresponding conceptual apparatus;

 9 the institution of digital customs is unreasonably identified only with in-
formation communication technologies;

 9 there is no fundamental model concept of the WCo on the development 
of the digital customs;

 9 there is no Reference model for digital customs;
 9 the developed WCO Digital Customs Maturity Model requires clarifica-

tion and description. It is difficult to apply because there is no developed defi-
nition of the term «digital customs», and it is not clear what methodology was 
used for its development (as a process, technology, organization) [Fig.17].

it is also obvious to us that it is necessary to create a methodology for as-
sessing the level of development of Digital Customs in the WCo member 
states. This is more important than focusing on how digital customs can further 
support the implementation of specific measures of the Bali Agreement.

We consider that after the formation of the conceptual apparatus and under-
standing in the working bodies of the WCo what is digital customs, one can 
proceed to the question of the Digital Customs maturity model. moreover, it is 
important to develop a Digital Customs Reference model, where customs op-
erations, business process, customs regulation instruments, participants of cus-
toms legal relations within digital customs, organizational and legal manage-
ment mechanisms as well as information communication technologies and cor-
responding decisions will be connected in one coordinate system.

According to the WCo, most of the working elements of the Digital Cus-
toms Work Program have already been completed, and some others are already 
at the final stage.1 noting that the introduction of ICT is a permanent path, as 
the newest advanced technologies are developing on the technological horizon, 
Customs and border authorities need to constantly explore new opportunities 
to improve the adoption of ICT in order to further simplify their business pro-
cesses while improving their efficiency.2 We should draw attention to the fact 
that the declared for consideration theme at the 75th session of the imsC is 
called «strengthening the Digital Customs Agenda», but the emphasis is obvi-
ous – information communication technologies. so what is digital or electronic 
customs? The unambiguous answer is missing to this day.

1 item 9. Enhancing Digital Customs Agenda. (item v on the Agenda). 75th meeting informa-
tion management sub-Committee (29 – 30 october 2018). Doc. Pm0462E1a. Brussels, 5 oc-
tober 2018. – P. 2. 

2 item 10. ibid. 
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Fig. 17. Actual issues of Digital Customs

Growing globalization and the ever-growing cross-border movement of 
goods and people require customs and other relevant institutions to innovate 
their business process through the increased use of ICT. The Secretariat clarifies 
that some Customs administrations are already using the new wave of social, 
mobile, analytical and cloud transformation into a digital organization in their 
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desire for a paperless «single window» environment. By connecting to the dig-
ital ecosystem, customs and relevant government agencies can solve problems 
that previously went far beyond them. They can use intelligent machines to in-
crease safety, as well as to simplify the cross-border movement of goods, peo-
ple and vehicles.1

The phrase «transformation into a digital organization in their desire for 
a paperless environment of a single window» sounds beautifully. Does not it? 
However, where is digital customs, and how does the institution of digital cus-
toms relate to transformation into digital organization, if digital customs is not 
an organization, but iCT? This topic is also not investigated anywhere. in other 
words, the Digital Customs Work Program contains the task of updating the 
WCo single Window Compendium (see the Review, updating the relevant 
tools and tools of the World Customs organization). Perfectly. The updated sin-
gle Window Compendium is presented as a result of the implementation of the 
Program. And this is despite the fact that there is no clear understanding of how 
a «single window» differs from «digital» or «electronic customs». This is the 
paradox. Whereas it is possible to measure the effectiveness of the international 
customs community (implementation of the Digital Customs Program) in terms 
of creating, developing and modernizing digital customs, if this «brand» means 
anything (single window for this case), but not digital customs itself ?

Our experience in the study of scientific issues in customs regulation sug-
gests that one should not create models, work programs and modernization 
of customs regulation instruments before preparing the fundamental concept 
or vision of modernization of a particular institution of customs law. it is very 
important to develop an appropriate methodology or follow the one previously 
created. The same problem exists in the part of the work related to revision the 
Revised kyoto Convention. Today experts are working on its revision without 
a classical concept or methodology.2 moreover, there is no elaborated project 
management mechanism. With this approach, there are concerns that this 
work will not be completed on time. Experts of the EEC Customs bloc voiced 
their concerns and recommendations in november 2118 at the 19th session of 

1 item 12. Enhancing Digital Customs Agenda. (item v on the Agenda). 75th meeting informa-
tion management sub-Committee (29–30 october 2018). Doc. Pm0462E1a. Brussels, 5 oc-
tober 2018. – P. 3. 

2 see Kadyrkulov M.A., Mozer S.V. improvement of instruments of customs administration: in-
ternational and legal aspect (The Revised kyoto Convention management Committee): mono-
graph / m. A. kadyrkulov, s.v. mozer. moscow: Publishing House of the Russian Customs 
Academy, 2018. – 248 pages. URl: http: //customs-academy.net/wp-content/uploads/2018/11/
kadyrkulov-mozer_kyoto.pdf (date of the request: 27.04.2019). 
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the Revised kyoto Convention management Committee for the revision of the 
kyoto Convention at the WCo Headquarters.1

At the end of October 2018 the WCO Secretariat identified a number of key 
drivers (factors) for continued digitalization and associated opportunities for 
Customs and other government agencies.

We need to pay attention to the applied conceptual apparatus. Back in the 
period of December 7-9, 2015 at the session of the Policy Commission in Punta 
Cana, an important thesis was expressed that digital customs is a means, rather 
than an end in itself, and the aim should not be to digitalize the existing bureau-
cratic processes, but to review them first in order to achieve the best possible 
result.2

The essence of this important sentence, in our opinion, is that digital cus-
toms is not digitizing customs operations and business processes, it is their 
optimization (reengineering). And digitization is secondary to the optimiza-
tion (reengineering) of customs operations involving digital customs. Over 
the 2 years of implementation of the Digital Customs project, the international 
customs community has not offered Customs administrations, practitioners and 
scientists any approaches to optimize customs operations and business pro-
cesses for creating digital customs. Instead, work continued on the moderniza-
tion of ICT instruments. In essence, there was a substitution of the digital cus-
toms institution by the previously created ICT tools.

let’s pay attention to one more fact. The sentence «digitalization and as-
sociated opportunities for Customs and other government agencies» suggests 
that customs is an organization for which a digitization of opportunities is being 
performed. in other words, digital customs is not the same as iCT. As a parallel, 
we note that when discussing the conceptual framework of digital customs in 
the EEC at the 1st meeting of the Expert group to prepare the initial draft of the 
document «on Developing Approaches to the Formation of Digital Customs», 
ms. Dinara sekerbayeva (Head of Advanced Customs Technologies Division, 
Department of Customs Legislation of the EEC) proposed the following defini-
tion of the term «digital customs»:

1 Mozer S. methodological approaches of updating the Revised kyoto Convention: report. Re-
vised kyoto Convention management Committee (19th meeting, 12–13 november 2018), 
WCo Headquarters, 2018, Brussels, Belgium. november 12. URl: http: //customs-academy.
net/wp-content/uploads/2018/11/EEC_mozer-sergei_10.11.2018.pdf (date of the request: 
27.04.2019). 

2 item 235. Report to the Policy Commission. Policy Commission, 74th session. Punta Cana, 
7–9 December 2015. Doc. sP0550E1a. Brussels, 27 January 2016. – P. 47.
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Digital customs is a set of organizational, legal, technical and technologi-
cal solutions aimed at ensuring customs regulation based on end-to-end digi-
tal technologies, which are based on data.1

Returning to the 75th session of the imsC, we list the key factors proposed 
by the secretariat for further digitization and related opportunities for customs 
and other government agencies:

1. Enhanced customized e-services: The Customs administration can pro-
vide a more attractive user experience through specialized (individual) elec-
tronic services.

2. Common digital platforms: Thanks to well‑defined architecture, manage-
ment and services, new digital platforms will be accessible to the entire ecosys-
tem of the supply chain of goods, including regulators and economic operators, 
which will help to improve traceability, visibility, streamline processes, data re-
use and data quality, and integrated supply chain management. A block chain 
system can potentially help to create such a common platform in combination 
with the Data pipeline concept, data analytics and artificial intelligence.

3. Well-informed decisions: thanks to the influx of Big data and advances 
in computing power, data science, and cognitive technology, software intelli-
gence2 helps machines make even more informed decisions.

4. Empowering workforce: advances in natural interfaces, wearable devices, 
tablets interacting with cargo data, non-intrusion inspection equipment and 
smart machines provide new opportunities for customs and other institutions, 

1 The term «digital customs» proposed by ms. sekerbayeva D.k. at the 1st meeting of the Ex-
pert group on the preparation of the initial draft of the document «on the development of 
approaches to the formation of digital customs». Eurasian Economic Commission. moscow, 
April 22, 2019.

2 software intelligence
(1) software intelligence - an understanding of the complex structure of software created us-

ing software designed to analyze the database structure, software structure and source code 
in order to better understand and control complex software systems in information tech-
nology environments // Wikipedia. The free encyclopedia. URl: https: //en.wikipedia.org/
wiki/software_intelligence/ (date of the request: 04/26/2019).

(2) software intelligence - an intelligent production management system helps to improve the 
operational activity and competitiveness of an enterprise by improving the decision-making 
process and developing new ideas for realizing the hidden potential of disparate functional 
platforms and individual data sets, which, as a rule, can be found on most modern industrial 
enterprises. (see intelligence software, URl: https: //www.wonderware.ru/industrial-
information-management/intelligence-software/ (date of the request: 04/26/2019).
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empowering their employees with technology. This simplifies the legal move-
ment of goods and eliminates risks.1

5. Interoperability. The wider adoption of iCT by customs and other gov-
ernment agencies also raises issues of interoperability of iT systems inside and 
outside the border. new, platform-independent technology solutions can pro-
vide much-needed connectivity and interoperability for smooth and secure data 
exchange.2

To continue the discussion on digital customs at a meeting of the informa-
tion management sub-Committee, the following issues were addressed:

 9 What are the core capabilities and their associated requirements for im-
proving systems, processes, and institutional capacities through the use of ad-
vanced technologies?

 9 How can new and emerging technologies help make customs and regula-
tory processes (operations) «paper-free», identifying manual processes and pa-
per-based processes and related solutions?

 9 How can ICTs help ensure data privacy and confidentiality as well as 
data security and seamless data flows and digitalization to facilitate trade proce-
dures?

 9 What are the main technological developments that support customs in-
formation and management, including the implementation of the Bali Agree-
ment and the reduction of trade costs?

 9 What are the general barriers in terms of the legal framework, policies, 
people and processes (operations) that prevent iCTs from fully realizing their 
potential to support customs business processes and how to effectively address 
them?3

During the 75th session, several reports were presented that can be attrib-
uted to the development of digital customs. As a result of the discussions, del-
egates noted the increasing importance of digital customs. some experts stated 
that there should be consistent policy and legislation in this key that would 
support digital improvements, improving cross‑cutting visibility and efficiency. 
in their view, there is a need to remove digital barriers in the context of the 

1 item 13. iv. Enhancing Digital Customs Agenda. (item v on the Agenda). 75th meeting in-
formation management sub-Committee (29–30 october 2018). Doc. Pm0462E1a. Brussels, 
5 october 2018. – P. 3.

2 item 13. v. ibid.
3 item 14. ibid.
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various opportunities of various stakeholders as well as creating opportunities 
by entering into information exchange agreements with partner countries.1

in terms of performance, the imsC took note of the various new aspects of 
digitization in the customs and border regulatory environment that were put for-
ward during the panel discussion. in addition, the sub-Committee agreed to in-
clude the identified aspects of digitization set out in the report of the 75th meet-
ing in its work program and to continue discussion in this area at future meet-
ings of the imsC in order to increase the business potential and capabilities of 
Customs administrations. Finally, member countries and stakeholders were en-
couraged to share current work experiences and innovations in the field of dig-
ital customs.

1 item 52. summary Report. 75th meeting information management sub-Committee (29–30 
october 2018). Doc. Pm0468E1b. Brussels, 13 november 2018. – P. 59
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Chapter 3   
inFORmatiOn COmmuniCatiOn tEChnOlOgiEs

3.1. The concept of information communication technology

A study of the institute of electronic and digital customs showed that the 
WCo, in fact, puts an equal sign between such a customs and the concept of 
«information communication technology». in our opinion, this is only one of 
the points of view which has not yet been confirmed at the scientific level.

it is believed that the use of information systems and technologies in cus-
toms administration allows us to simplify and speed up the implementation 
of customs operations on customs control, including through the use of elec-
tronic forms of declaration and risk management system, accumulate informa-
tion about participants in foreign economic activity and other persons, carry out 
prompt information exchange with interested persons, other state authorities, 
foreign customs authorities, in the manner and on the conditions established 
by legislation.1 According to Charushnikova E.o. and Belousova yu.l., the use 
of modern information technologies allows to ensure the quality and availabil-
ity of customs services provided to a wide range of participants in foreign eco-
nomic activities; significantly reduces the time of their submission and the cost 
of transferring, storing, processing information; automates certain processes re-
lating to the interaction of participants of foreign economic activity with cus-
toms as well as the Customs service itself with other executive authorities.2

so what is information communication technology? let’s consider this phe-
nomenon through the prism of scientific publications.

1 Belousova T.I. information technologies as an instrument to implement the tasks of Customs 
administration // Problems of modern science of education. – 2014. – № 2 (20). – P. 52. URL: 
https: //elibrary.ru/item.asp?id=21962037 (date of the request: 10.05.2019).

2 Charushnikov E.O., Belousov Yu.L. Improving the efficiency of the Customs authorities through 
the use of information technologies // Innovative economy and society. – 2016. – № 2 (12). – 
C. 80. URl: https: //elibrary.ru/item.asp?id=26586495 (date of the request: 10.05.2019). 
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it is necessary to emphasize that the WCo iT Guide for Executives1 does 
not contain a definition of the term «information technology» or «information 
communication technology». obviously its developers need to take into ac-
count the importance of a systematic approach to the formation of a conceptual 
apparatus, including for the institution of digital customs.

Danielyan A.A., lyubkina E.A. and khanov R.m.2 identify the following 
definitions of the term «information technology»:

 9 processes, methods of searching, processing, providing, disseminating 
information and methods for implementing such processes and methods;3

 9 techniques, methods of application of computer equipment in the perfor-
mance of the function of collecting, storing, processing, transmitting and using 
data;4

 9 resources required for processing, storing and distributing information.5

When analyzing the legal aspects of iT implementation in customs regula-
tion, s. B. Goncharov and Alibekov s.T. consider information technology as 
a process using a combination of means and methods of collecting, processing 
and transmitting data to obtain new quality information about the state of an 
object, process or phenomenon.6

1 see iT Guide for Executives. World customs organization. June, 2018. URl: http: //www.
wcoomd.org/en/topics/facilitation/instrument-and-tools/tools/it-guide-for-executives.aspx 
(date of the request: 12.04.2019).

2 Danielyan A.A., Lyubkina E.A., Khanov R.M. Influence of the development of information 
technology on the requirements for personnel in the Customs authorities // novAUm.RU. – 
2018. – № 11. – P. 57. URL: https: //elibrary.ru/item.asp?id=32505993 (date of the request: 
05/09/2019).

3 see Federal law «on information, information Technologies and information Protection» 
dated July 27, 2006 №.149‑ФЗ // ConsultantPlus.

4 «GosT 34.003-90. interstate standard. information technology. set of standards for automated 
systems. Automated systems. Terms and definitions» (approved and enacted by Decree of the 
USSR State Standard of 12/27/1990 № 3399) from the information bank «Construction» // 
Consultant Plus.

5 iso/iEC 38500:2008.
6 Goncharov S.B., Alibekov S.T. legal aspects of the implementation of information technol-

ogies in the customs regulation of the Eurasian Economic Union // science and knowledge: 
Competitiveness of society, science and business in the context of world integration processes. 
Materials of the international scientific‑practical conference. Edited by V.V. Ponomareva, 
T.A. kutkovich. novorossiysk, April 13–14, 2017. – P.43. URl: https: //elibrary.ru/item.as-
p?id=29294059 (date of the request: 05/10/2019).
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Author of the textbook «information Technologies in Customs Activities», 
Aksenov I.A. gives the following definition of the term «information technol-
ogy».

Information technology is a set of methods for processing disparate source 
data into reliable and operational information for decision-making using hard-
ware and software in order to achieve optimal parameters of the control object.1

Barandeev, T.A. draws attention that information technology is one of the 
main directions of improving the activities of Customs authorities.2 voronov 
A.m. believes that the general term «information technology» in its content 
means a system of means and methods of working with information to obtain 
new quality information about the state of an object, process or event, and in re-
lation to the stated topic – information technology should be understood a set of 
methods for collecting, processing (analyzing), evaluating and protecting social 
and legal information in the process of developing projects for management de-
cisions.3

According to the same author, information technologies form a structural 
element and constitute an organic part of a more general category – «technol-
ogy of management» which creates, according to B.i. sazonov and A.P. Gerasi-
mov, on the one hand, «a way to implement a complex management process, 
dividing it into a system of consecutive interconnected procedures and opera-
tions ...», and on the other, «a system of rules and regulatory documents».4

in turn, Gorbenko v.m. and malakhov s.m. put forward the thesis that in-
formation technology is a complex of interrelated scientific terms:

 9 methods for the effective organization of labor of people involved in pro-
cessing and storing information using computer technology;

 9 methods of organization and interaction with people and production 
equipment;

1 Aksenov I.A. information technology in customs: a textbook. – vladimir, 2016. – P. 12. URl: 
https: //elibrary.ru/item.asp?id=25759994 (access date: 05/09/2019).

2 Barandeev T.A. information technologies in customs // Economic security of Russia: chal-
lenges of the XXI century: materials of the international scientific‑practical conference. Re-
sponsible editor. i.A. sushkova. 2016. Publisher: saratov social and Economic institute 
(Branch) of the Federal state Budgetary Educational institution of Higher Education «Russian 
Economic University. G.v. Plekhanov» (saratov). – P. 329. URl: https: //elibrary.ru/item.as-
p?id=26363124 (date of the request: 05/09/2019).

3 Voronov A.M. information technology in the activities of Customs authorities: organizational 
and legal support // Bulletin of the Russian Customs Academy. – 2008. – № 2. – P. 81. URL: 
https: //elibrary.ru/item.asp?id=12000713 (date of the request: 05/09/2019).

4 ibid.
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 9 practical applications as well as social, economic and cultural problems 
associated with all of this.1

The mentioned authors rightly point out that the use of information sys-
tems and technologies in the activities of Customs authorities allows us to solve 
many problems associated with the effective implementation of customs regula-
tion. Among them there are such tasks as

 9 simplification and acceleration of customs operations and customs con-
trol;

 9 application of Rms;
 9 accumulation of information about economic operators;
 9 maintenance for customs purposes of databases and registers of entities 

engaged in foreign trade operations and providing services in the field of for-
eign trade activities;

 9 implementation of information exchange between Customs authorities 
and other controlling state authorities as well as foreign Customs administra-
tions.2

sergeeva i.A. and Petrova yu.o have a similar understanding of information 
technology. They believe that information technology is understood as a system 
of methods, software and hardware combined into a holistic technological sys-
tem for the targeted collection, processing, accumulation, storage, search, dis-
tribution and provision of documented information to the user.3

lepa T.P., the author of the textbook «information Technologies in the Cus-
toms sphere», by information technology considers the system of methods for 
collecting, accumulating, storing, searching and processing information based 
on the use of computer technology. in her opinion, in iT both the subject and 
the product of labor is information, and the instrument of labor is the means of 
computing technology and communications.4

Information technology is an organizational and technical term that refers to 
the entire complex of the latest interconnected and interdependent technologies, 
with the help of which information is removed from management objects, and 

1 Gorbenko V.M., Malakhova S.M. The use of information technology as one of the ways to im-
prove customs administration // Eurasian Union of Scientists. – 2015. – № 4‑1 (13). – P. 113. 
URl: https: //elibrary.ru/item.asp?id=27470139 (date of the request: 05/09/2019).

2 ibid.
3 Sergeeva I.A., Petrova Yu.O. management of the activities of Customs authorities through the 

use of information technology // Actualscience. – 2017. – № 1. – P. 74. URL: https: //elibrary.
ru/item.asp?id=28314536 (date of the request: 05/09/2019).

4 Lepa T.P. Information technology in the customs field. – Irkutsk, 2016. – P. 11. URL: https: //
elibrary.ru/item.asp?id=26794393 (date of the request: 05/12/2019).



234

information flows are collected, processed and transmitted.1 The main task of 
customs information technology, notes lepa T.P., is the management of infor-
mation within the customs system.

one of the most interesting studies of the analyzed area is the publication of 
saenko v.v., kushtapina s.A., Garbuz v.v., Chernykh v.v., zybina E.v. «The 
main directions of development of information and communication technol-
ogies in the Customs authorities of the Russian Federation».2 The authors of 
a scientific article note that information and communication technologies used 
in the activities of Customs authorities ensure the development of foreign eco-
nomic activity and further improvement of the quality of customs administra-
tion. in their opinion, the main directions of iCT development for the perspec-
tive period until 2030 need to be developed in order to substantiate and timely 
organize the planning of activities and activities aimed at creating new iCTs 
and their implementation in Customs authorities, ensuring the functioning of 
data transmission channels, maintaining in working order information technical 
equipment and in the current state of the used information and software.3

In their research, Russian customs officials mention a list of 28 regulatory 
acts of Russia that regulate the use of information technologies and informa-
tion interaction in the field of customs. Among them there are the methodologi-
cal recommendations

 9 on preparing plans for informatization of state bodies, including the form 
of a plan for informatization of state bodies;

 9 on the organization of the project management system for informatiza-
tion activities in state bodies;

 9 on the preparation of reports on the implementation of plans for informa-
tization of government agencies, including the form of a report on the imple-
mentation of plans for informatization of government agencies;

 9 for the executive bodies of state power of the constituent entities of the 
Russian Federation to implement the accounting and classification of informa-
tion systems and components of the information and telecommunication infra-
structure.

1 Lepa T.P. Information technology in the customs field. – Irkutsk, 2016. – P. 11. URL: https: //
elibrary.ru/item.asp?id=26794393 (date of the request: 05/12/2019).

2 Saenko V.V., Kushtapin S.A., Garbuz V.V., Chernykh V.V., Zybina E.V. The main directions of 
development of information and communication technologies in the Customs authorities of 
the Russian Federation // Transport business of Russia. Publisher: Editor of the newspaper 
«Moscow News of Russia». – 2015. – № 3. – P. 111–116. URL: https: //elibrary.ru/item.
asp?id=23887560 (date of the request: 05/09/2019).

3 ibid.
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In the same scientific study the indicators are highlighted that are planned to 
be achieved in the framework of the implementation of the main directions of 
iCT development for the perspective period.1

Russian specialists identify the following basic principles of the main direc-
tions of iCT development for the long term:

 9 improving institutional conditions with minimal direct regulation;
 9 prioritization of state support;
 9 creation of a scientific and technological reserve and new high‑tech prod-

ucts in promising areas of iCT development.2

With regard to ICT infrastructure, customs experts distinguish it from the 
following elements:

 9 computer equipment with installed information and software;
 9 information security tools;
 9 means of switching, control and transmission of information, connected 

by communication lines and data transmission channels;
 9 uninterrupted guaranteed power supply systems;
 9 systems for maintaining temperature and humidity conditions, integrated 

security systems (access control, burglar and fire alarms, video surveillance);
 9 fire extinguishing systems that provide for the implementation of the 

functions assigned to the Customs authorities in the field of customs and the 
functions that ensure the activities of the Customs authorities, the provision of 
public services.3

The authors of the aforementioned study draw attention to the fact that 
the information and technical departments of the Customs authorities are re-
sponsible for the performance (workability) of computing equipment with in-
stalled information and software tools, information security tools and systems, 

1 See Appendix № 1, No. 2. Saenko V.V., Kushtapin S.A., Garbuz V.V., Chernykh V.V., Zybina E.V. 
The main directions of development of information and communication technologies in the 
Customs authorities of the Russian Federation // Transport business of Russia. Publisher: Edi-
tor of the newspaper «Moscow News of Russia». – 2015. – № 3. – P. 111–116. URL: https: //
elibrary.ru/item.asp?id=23887560 (date of the request: 05/09/2019).

2 Saenko V.V., Kushtapin S.A., Garbuz V.V., Chernykh V.V., Zybina E.V. The main directions 
of development of information and communication technologies in the Customs authorities 
of the Russian Federation // Transport business of Russia. Publisher: Editor of the newspa-
per «Moscow News of Russia». – 2015. – № 3. – P. 112. URL: https: //elibrary.ru/item.as-
p?id=23887560 (date of the request: 05/09/2019).

3 ibid.
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switching tools, information management and transmission, for the operation of 
integrated security systems, communication lines and data channels.1

Studying the role of information technology in the customs field, Pletukhina 
A.A. and khvostova i.P. cite the following types of customs information tech-
nology that require complex automation:

 9 customs clearance and customs control in trade and non-trade turnover;
 9 control the delivery of goods;
 9 maintaining customs statistics of foreign trade activities, forming data for 

official publications and information support of federal and local authorities of 
customs statistics of foreign trade;

 9 regional customs statistics of foreign trade and data formation for publi-
cation;

 9 calculation of customs payments;
 9 customs-banking currency control of foreign exchange earnings from the 

export of goods and the calculation of payments in foreign currency;
 9 control over the observance of measures of non-tariff regulation of for-

eign economic activity;
 9 regulation of foreign trade barter transactions;
 9 monitoring the implementation of decisions of Customs authorities;
 9 continuous analysis of the activities and control of Customs authorities 

of operational services of the customs administration, regional customs admin-
istrations and customs authorities;

 9 customs control of goods from the controlled list;
 9 information support of the activities of the law enforcement devisions of 

the Customs authorities.2

As part of the implementation of the reform of customs administration, 
noted Polukhin i.v. and Forikova A.o., the following new information technol-
ogies are being introduced in the field of customs:

 9 electronic declaration;
 9 preliminary informing;
 9 remote release;
 9 automatic registration and automatic release of customs declarations;
 9 electronic declaration of the transit procedure.3

1 ibid.
2 Pletukhina A.A., Khvostova I.P. The role of information technology in the customs sphere // 

Economy and management in the XXI century: development trends. – 2016. – № 28‑2. – 
P. 145. URl: https: //elibrary.ru/item.asp?id=26095444 (date of the request: 10.05.2019).

3 ibid.
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3.2. information and communication technologies for 
e-customs

3.2.1. General characteristics of the border IcT solutions Mapping Tool

To understand the iCT solutions in the formation of the digital customs in-
stitution, we turned to a tool called «Border ICT Solutions Mapping Tool».1 
Its developers note that in selecting a border clearance ICT system that best fits 
the needs of a country’s border processing and customs requirements, govern-
ments face the time – consuming task of extensive research and analysis in or-
der to examine the world of options offered by iCT solution providers. This in-
cludes specifically examining the scope and automated functions of each sys-
tem, even before one begins to match a solution with the country’s particular 
range of needs. The iCT Border solutions mapping Tool was developed by the 
U.s. Agency for international Development (UsAiD), through the funded TC-
Boost project, and the World Bank Group (WBG) in an effort to survey the 
available options in the use of iCT systems in facilitating «trading across bor-
ders» and provide countries and users with key information necessary in order 
to make informed policy and procurement decisions.2

in conducting the survey, TCBoost’s approach was based on the following 
assumptions:

 9 modern border management encompasses more than «customs» auto-
mation. Border management involves managing the regulatory environment 
for 20–60 in some cases over 100 agencies with legitimate mandates for goods 
crossing the border.

 9 The concept of «forms» in automated border clearance of goods is sur-
passed by the focus on data elements. The data needed by the various border 
agencies is often replicated as many as 40 times in various forms.

 9 The processing of electronic data in the border clearance of goods is 
likely to use multiple, interfaced systems even within the customs as the pri-
mary border agency.

in 2010, UsAiD and the WBG conducted a functional mapping survey in 
order to inventory the functional elements of border clearance iCT systems 
presently available and used by government agencies, primarily by Customs, 

1 Border iCT solutions mapping Tool. URl: http: //ictsolutions.wcoomdpublications.org/bor-
der_survey.php (date of the request: 11.05.2019).

2 ibid. 
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for the clearance of goods across borders in conformance to border regulations. 
This inventorying considered key functions of well-established products as well 
as new types of systems in the pipeline. The list of survey participants contin-
ues to grow, and the results presented in this tool will be updated to encompass 
as many providers as possible in this ever- growing market. 1

The results of this survey are encompassed in the online iCT Border solu-
tions mapping Tool, which allows to:

 9 select the various functions a government is considering for automation 
through your iCT systems Procurement, and

 9 view the range of current providers/solutions that offer those features.
After receiving the results, the user of this tool can view the countries in 

which the supplier is currently implementing the selected solutions as well as 
a direct link to the supplier’s web page, to begin an in-depth review of his pro-
posals. The developers of this tool then propose that before the start of the ac-
tual procurement process, the authorized body familiarizes itself with the Best 
Practices Guidelines for Procurement of information and Communication Tech-
nologies.2

let’s consider how the iCT solution mapping tool at the border is linked to 
the digital customs institute. First of all, we note that the analyzed tool does not 
use the term «digital customs». obviously this is due to the fact that the devel-
opers of iCT solutions to a greater degree operate with the concept of «elec-
tronic customs»; there are no scientific and practical developments, tools of the 
international customs community, which allow us to establish a clear boundary 
between electronic and digital customs.

So, the analyzed tool identifies 15 functions (blocks) that, by decision of the 
Customs administration, can be automated:

1. information management.
2. Pre-import.
3. Declarations, clearance and inspection.
4. Risk management.
5. Authorized Economic operator.
6. Revenue.
7. Transit.
8. Enforcement.
9. Declaration.

1 Border iCT solutions mapping Tool. URl: http: //ictsolutions.wcoomdpublications.org/bor-
der_survey.php (date of the request: 11.05.2019) 

2 ibid.
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10. Audit.
11. investigations.
12. Appeals.
13. Global Cooperation.
14. Quality management.
15. systems support.
The analyzed «Border iCT solutions mapping Tool » gives 38 iCT solu-

tions that have been developed by various companies (suppliers, developers) as 
well as countries that apply them in practice. For example, among these solu-
tions «AsyCUDA World», «Preliminary information about cargoes», «Elec-
tronic Customs», etc. are mentioned. Each of the solutions has a link to the de-
veloper’s information resource. For example, such companies as intrasoft in-
ternational1 and sivECo Romania2 are engaged in ICT solutions in the field of 
«electronic customs».

it is important to note that each of the 38 iCT solutions is mapped in the 
context of the above 15 functions (blocks). in addition, each of the blocks is 
divided into characteristics (features). The developers of the analyzed instru-
ment identified 90 characteristics. For example, the following characteristics 
are listed for the «information management» function (block):

(1) public searchable tariff table; (2) searchable tariff table for tariff classi-
fication available by Internet; (3) intuitive help for tariff classification; (4) pub-
lic access to all agency regulations; (5) public access to all trade agreements; 
(6) public access to new regulation tariff classified pre‑issuance; (7) pre‑issu-
ance tariff application determination; (8) public access to all tariffs, taxes and 
fees; (9) future date search for tariff rate and regulations; (10) submission point 
for classification inquiry; (11) submission point for binding ruling; (12) public 
access data base of binding rulings and court decisions; (13) submission point 
for appeal; (14) public access to regulation commentaries; (15) electronic forms 
data base; (16) newsletter to public; (17) updated border instructions.

it should be noted that the iCT solution mapping Tool at the border contains 
explanations for each of their characteristics, named in 15 functions (blocks). 
For example, «open access to all rules of regulatory authorities» (see clause 
4 above) means the «Table of searching all the rules for all controlling author-
ities applied during import, export or transit through one internet application».

1 intrasoft international. URl: https: //ecustoms.intrasoft-intl.com/contact (date of the request: 
11.05.2019) 

2 sivECo Romania. URl: http: //www.siveco.ro/en (date of the request: 11.05.2019) 
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The tool analyzed by us is interactive and allows you to compare quickly 
the iCT solutions under investigation in one coordinate system by analyzing 
their characteristics. For example, you can compare the «Electronic Customs» 
with «AsyCUDA World» in the context of mapped 90 characteristics. if such 
a characteristic relates to the iCT solution, then a «y» letter is put in front of it, 
which means «yes».

Thanks to this instrument, the Customs administration that deals with the is-
sues of automation of customs operations, business processes can quickly get 
acquainted with the existing (ready-made) products (solutions, developments) 
in the field of ICT for a specific institution in the field of customs regulation.

Without a doubt, the studied Border iCT solutions mapping Tool is a mat-
ter of scientific and practical interest and deserves special attention in the con-
text of research de voted to development of digital customs. in our opinion, 
this tool is much more useful and interesting in professional sense than Bali 
Agreement.

3.2.2. characteristics of e-customs in the framework of the border IcT 
solutions Mapping Tool

We list the main characteristics of e-customs, named the Border iCT solu-
tions mapping Tool.

Note: the red color highlights positions that the developer of intrasoft inter-
national does not refer to e-customs.

1. Information Management
1. Public searchable tariff table.
2. Searchable tariff table for tariff classification available by Internet.
3. Intuitive help for tariff classification.
4. Public access to all agency regulations.
5. Public access to all trade agreements.
6. Public access to new regulation tarrif classified pre‑issuance.
7. Pre-issuance tariff application determination.
8. Public access to all tariffs, taxes and fees.
9. Future date search for tariff rate and regulations.
10. Submission point for classification inquiry.
11. submission point for binding ruling.
12. Public access data base of binding rulings and court decisions.
13. submission point for appeal.
14. Public access to regulation commentaries.
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15. Electronic forms data base.
16. newsletter to public.
17. Updated border instructions.
18. Public access to all agency regulations.
19. searchable table of all regulations for all agencies applied at the time of 

import, export or transit through a single internet application.
2. Pre-Import
20. B2G data submission for permits.
21. G2G permits sharing (national level).
22. G2B permit approvals.
3. Declarations, clearance and inspection
23. Automated manifest acceptance.
24. Automated manifest processing.
25. Declaration filing electronically.
26. G2G & G2B clearance approvals for licenses.
27. Calculation of all duties taxes and fees.
28. Full Hs and national tariff compliant.
29. Customs work assignment management.
30. multi-agency clearance management.
31. WTo valuation compliance management.
32. Data interface with tax systems.
4. Risk Management
33. Risk directives from external estimates.
34. Risk analysis and forecasting.
35. Trade participant identification .
36. valuation histories .
37. Automatic recalculation of risk level.
38. inspection selection management.
39. Data mining .
40. G2G risk assessment sharing (national).
41. intelligence support.
5. Authorized Economic Operator
42. AEo program management.
43. AEo audit tracking.
44. AEo compliance feed to risk management.
45. AEO confidence level assessments.
46. AEo Program cost analysis.
6. Revenue
47. Revenue collection and reporting.
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48. B2G payment duties and taxes.
7. Transit
49. location of transiting trucks.
50. Bonded goods management.
51. Temporary import/Export management.
52. Transit tracking and management.
53. internal transport tracking / management.
54. Transit guarantees insurance (national).
55. Bonded goods warehouse management.
8. Enforcement
56. Person and vehicle tracking and lookouts.
57. Arrest reporting and tracking.
58. search inventory controls.
9. Declaration
59. seizure and Penalty management.
60. Penalty issuance.
61. Penalty tracking.
62. Penalty action closure.
63. Penalty related cost tracking.
64. seizure issuance.
65. seizure tracking for status.
66. seizure cost tracking.
67. seizure inventory controls.
10. Audit
68. Audit selection and management.
69. Audit record keeping.
70. Audit result reporting.
71. Audit cost tracking.
72. Enforcement audit / investigation tracking.
73. Compliance measurement audit selection.
11. Investigations
74. investigations management.
75. investigations reporting.
76. investigations cost tracking.
12. Appeals
77. Appeals process management.
13. Global Cooperation
78. multinational transit bond issuance.
79. multinational transit bond clearance.
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80. G2G permits sharing (international level).
81. Transit guarantees (multi-national).
82. G2G risk assessment sharing (international).
14. Quality Management
83. Tracking of trade statistics.
84. Tracking of key Performace indicators.
85. Data for process and workflow designs.
15. Systems Support
86. multi lingual data.
87. multi lingual screens.
88. security features to track system changes.
89. Reusable data.
90. legally binding public information.

3.2.3. Wco Technology network

June 16, 2014 the WCo announced the launch of its new Technology net-
work (Ten).1 largely based on the WCo’s former Databank on Advanced Tech-
nology,2 the new Ten aims at becoming a leading technology hub for Customs 
and other border agencies, technology solution providers, international organi-
zations and all other relevant stakeholders in border management.3

The WCo invited companies to register their products free of charge, 
thereby gaining large exposure among the WCo members and other border 
agencies. Those interested in joining the Ten should connect to the network 
web address4 and create an account. once their request is validated, they will 
receive a login and password to access and manage corporate and product in-
formation.

1 The WCo Technology network (Ten). URl: https: //ten.wcoomd.org/ (date of the request: 
12.05.2019) 

2 WCo’s Databank on Advanced Technology. see stefan Aniszewski. WCo Technology and 
Innovation Forum: Background Paper. WCO Research Paper № 4. November 2009. – P. 6. 
URl: http: //www.wcoomd.org/~/media/wco/public/global/pdf/topics/research/research-pa-
per-series/technology.pdf?la=en (date of the request: 12.05.2019) 

3 The WCo introduces its Technology network/ World customs organization. 16 June 2014. 
URl: http: //www.wcoomd.org/en/media/newsroom/2014/june/the-wco-introduces-its-tech-
nology-network.aspx (date of the request: 12.05.2019) 

4 The WCo Technology network (Ten). URl: https: //ten.wcoomd.org/ (date of the request: 
12.05.2019) 



244

Thanks to this platform, Customs administrations can search and view in-
formation on the latest technological solutions and products available on the 
market. The new platform also includes two separate discussion forums that are 
not available to the general public. The first is limited to customs and other bor-
der agencies, which allows them to exchange views on technological expertise 
and future developments. in addition to regulatory bodies, the second discus-
sion forum also welcomes registered companies, giving users and suppliers the 
opportunity to interact.1

in essence, the Technology network (Ten) is the only communication plat-
form for customs and other border agencies, technology companies, interna-
tional organizations and relevant stakeholders to share experiences and informa-
tion about technologies related to border management. The analyzed platform is 
very useful because it helps to get acquainted quickly with iCT solutions imple-
mented in various WCo member states. For reference, we note that 32 interna-
tional organizations are partners of this WCo technology platform.

To date, this database of iTC solutions includes the development of 48 
countries. At the same time, the system allows to group iCT solutions in the fol-
lowing areas:

 9 Detection of fissile material.
 9 Customs clearance systems.
 9 Risk management systems.
 9 Reading documents / their confirmation.
 9 Equipment for scanning.
 9 Equipment for testing and detection.
 9 Equipment for tracking.
 9 intelligence system.
 9 Tools / security equipment.
 9 Technology supporting standards.

it should be noted that the Technology network (Ten) is convenient to use 
and is an excellent source for studying ready-made developments and iCT solu-
tions in the field of customs administration. In our opinion, this tool, created on 
the WCo platform, is very useful for the development of the digital customs in-
stitute.

1 The WCo introduces its Technology network/ World customs organization. 16 June 2014. 
URl: http: //www.wcoomd.org/en/media/newsroom/2014/june/the-wco-introduces-its-tech-
nology-network.aspx (date of the request: 12.05.2019) 
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3.2.4. conclusions on § 3.1 – § 3.2

Based on the foregoing, we formulate the conclusions of Chapter 3.
1. The use of information systems and technologies in customs regulation 

allows to simplify and accelerate the performance of customs operations; sig-
nificantly reduces their time as well as the cost of transferring, storing, pro-
cessing information; automates individual processes relating to the interaction 
of economic operators with customs as well as customs with other regulatory 
agencies.

2. The study of scientific publications allowed us to systematize the follow-
ing approaches to the term «information technology»:

 9 a system of methods for collecting, accumulating, storing, searching and 
processing information based on the use of computer technology;

 9 organizational and technical term for the whole complex of the latest in-
terconnected and interdependent technologies, with the help of which informa-
tion is removed from control objects, the collection, processing and transmis-
sion of information flows is carried out;

 9 processes, methods of searching, processing, providing, disseminating 
information and methods for implementing such processes and methods;

 9 a process using a combination of means and methods of collecting, pro-
cessing and transmitting data to obtain new quality information about the state 
of an object, process or event;

 9 techniques, methods of application of computer equipment in the perfor-
mance of the function of collecting, storing, processing, transmitting and using 
data;

 9 resources required for processing, storing and distributing information;
 9 a set of methods for processing separate data into reliable and timely in-

formation for decision-making using hardware and software in order to achieve 
optimal parameters of the control object;

 9 direction of improving the activities of Customs authorities;
 9 a system of means and methods of working with information to obtain 

new quality information about the state of an object, process or phenomenon;
 9 a system of methods, software and hardware combined into a holistic 

technological system for the targeted collection, processing, accumulation, stor-
age, retrieval, distribution and provision of documented information to the user;

 9 an automated system of means that use a certain set of methods for col-
lecting, processing (analyzing), evaluating and protecting social and legal infor-
mation in the process of developing draft management decisions;

 9 information technology is a complex of interrelated scientific terms:
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 • methods of effective organization of labor of people involved in process-
ing and storing information using computer technology;

 • methods of organizing and interacting with people and production equip-
ment;

 • practical applications as well as social, economic and cultural problems 
associated with all of this.

3. In our understanding, ICT is a comprehensive management tool, a sys-
tem of methods and ways for collecting, accumulating, storing, searching and 
processing information. This is a tool for decision making by the Customs ad-
ministration. In this regard, it is difficult to call ICT as customs or digital cus-
toms.

4. To date, the WCO instruments do not contain the definition of the term 
«electronic» and «digital customs». The WCo iT Guide for Executives does 
not contain the definition of the term «information technology» or «information 
communication technology».

If the WCO actually identifies digital customs with ICT, is there any reason 
for this? What really should be understood by term «digital customs»? Can it be 
argued that the above definitions are digital customs? Does «digital customs» 
encompass the terms «information technology tools», «iCT infrastructure» and 
«information and software tools»?

To date, the international customs community has not provided any position 
that allows us to unequivocally answer the questions posed. The necessity to 
form a conceptual apparatus in the analyzed area is obvious to us as well as the 
development of an independent WCo instrument for digital customs as well as 
the modernization of the organization’s current tools in terms of the develop-
ment of the digital customs institution.

These issues, of course, should be voiced at the sessions of the WCo work-
ing bodies, which competence is the development of the digital customs and in-
formation and communication technologies.

5. in information technology, the object of impact (subject) and the result 
(product of labor) is information, and the instrument of labor is information 
technology tools (computer equipment and communications). in turn, by term 
«information» should be understood data (сведения – Russian), regardless of 
the form of their presentation.

6. The use of information systems and technologies in customs regulation 
allows to solve many problems associated with the effective implementation of 
customs administration (simplification and acceleration of customs operations 
and customs control; the use of Rms; the accumulation of information about 
economic operators; dictation for customs purposes of databases and registries 
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of subjects carrying out foreign trade operations and providing services in the 
field of foreign economic activity, the implementation of information exchange 
between Customs authorities and other controlling state authorities, as well as 
foreign Customs administrations.

7. The institute of iCT in Russia is regulated by a variety of legal instruments 
(28), among them there are a number of guidelines that, in our opinion, are a mat-
ter of interest for the development of ICT in the field of customs regulation.

8. Within the framework of the study of the best practices of customs ad-
ministration in the WCO Member states in the field of ICT development, the 
developments of specialists of the Customs service of Russia are of interest. in 
particular, they highlighted the indicators that are planned to be achieved as part 
of the implementation of the main directions of iCT development for the pro-
spective period until 2030.

9. The iCT infrastructure includes the following elements:
 9 computer equipment with installed information and software;
 9 information security tools;
 9 means of switching, control and transmission of information, connected 

by communication lines and data transmission channels;
 9 uninterrupted guaranteed power supply systems;
 9 systems for maintaining temperature and humidity conditions, integrated 

security systems (access control, burglar and fire alarms, video surveillance);
 9 fire extinguishing systems that provide for the implementation of the 

functions assigned to the Customs authorities in the field of customs and the 
functions that ensure the activities of the Customs authorities, the provision of 
public services.

10. it is possible to identify the basic principles of the main directions of 
iCT development for the long term:

 9 improving institutional conditions with minimal direct regulation;
 9 prioritization of state support;
 9 creation of a scientific and technological reserve and new high‑tech prod-

ucts in promising areas of iCT development.
11. Russian researchers single out about 12 types of customs information 

technologies. The relatively new information technologies in the field of cus-
toms include

 9 electronic declaration;
 9 preliminary informing;
 9 remote release;
 9 automatic registration and automatic release of customs declarations;
 9 electronic declaration of the transit procedure.
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12. in 2010 a functional mapping survey was carried out to inventory the 
functional elements of iCT systems for customs clearance at the border. This 
inventory takes into account the key functions of well-established products as 
well as new types of systems in the development process. As a result, the Bor-
der iCT solutions mapping Tool was created. one of the 38 solutions of the 
iCT Tool is «electronic customs».

13. The considered tool identifies 15 functions (blocks), which, by deci-
sion of the Customs administration, can be automated: information manage-
ment; pre-import; declarations, clearance and inspection; risk management; au-
thorized economic operator; revenue; transit; enforcement; declaration; audit; 
investigations; appeals; global cooperation; quality management; systems sup-
port.

The listed positions (functions) are detailed in 90 subheadings (characteris-
tics) including for electronic customs. The Border iCT solutions mapping Tool 
is a matter of scientific and practical interest and deserves special attention in 
the study of the formation of the digital customs.

14. The WCo administers the Technological network (Ten) which is 
a good resource, where relevant information on developments, iCT solutions 
in the field of customs administration is accumulated. Scientifically and prac-
tically, this WCo instrument can be called the leading technology center for 
customs and other border agencies, technology solution providers, international 
organizations and all other relevant stakeholders in border management. The 
Technological network can be used as an information resource for the develop-
ment of the digital customs institute.
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conclusIon

Currently the Eurasian Economic Commission continues to work on the for-
mation of an institution of digital customs, including taking into account the de-
velopments of the World Customs organization. Without a doubt, the expert 
community involved in development of the digital customs is in need of effec-
tive scientific and methodological support of the project on digital customs. In 
this vein, fundamental scientific and practical developments on the improve-
ment of customs regulation in relation to digital customs are important.

in our opinion, for the WCo Customs administrations that develop the insti-
tution of digital customs, the following model tools can be important:

 9 The WCo Digital Customs Guide, in which the conceptual apparatus is 
formed, considered organizational, legal, technical and technological solutions 
aimed at developing the institution of digital customs as well as ensuring cus-
toms regulation based on end-to-end digital technologies, which are based on 
data.

 9 WCo Compendium on Best Practices for the Development of Digital 
Customs.

 9 The fundamental Concept of digital customs, which allows WCo mem-
bers to get a holistic picture of all the possibilities offered by such customs as 
well as get acquainted with the competence of digital customs.

 9 Digital Customs model including the model of its development (maturity 
model).

 9 The Digital Customs Reference model; the main characteristics of digi-
tal customs.

 9 methodology for evaluating the effectiveness of digital customs activi-
ties.

 9 system of WCo indicators for digital customs, etc.
We believe that some of the named issues are disclosed in this monograph. 

However, as the analysis has shown, it is necessary to step up work in the WCo 
on the development of the digital customs institution and the formation of ap-
propriate model tools.

it should be noted that the international customs community has not formed 
a comprehensive understanding of the institution of digital customs. There is 
no single vision of how «electronic» customs differs from «digital»; what is the 
relationship between «digital customs» and the «single window» mechanism, 
e-commerce, information and communication technologies, the management 
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mechanism in modern customs, and technological solutions. in our understand-
ing, digital customs is a kind of subsystem of the «single window» mechanism. 
And its scope is determined by customs legal relations. in this context, it is dif-
ficult for us to agree with the thesis and approach that digital customs is just 
information communication technology. We adhere to the position that before 
digitizing customs operations (business processes) it is necessary to optimize 
(reengineer) them. And it is very important not to get lost in the trend of digital-
ization.

The main conclusions on the development of the digital customs institution 
are presented in the text of the monograph. To find them is not difficult, if the 
reader turns to the table of contents of this study.

We proceed from the fact that WCo activities in this direction deserve high 
appreciation. At the same time, the activities of experts of the WCo Customs 
Administrations need to be intensified. We believe that this will give impetus to 
the led expert work on the development of digital customs.

in conclusion it is necessary to note that the specialists of the customs bloc 
of the Eurasian Economic Commission continue to participate in the sessions 
of various WCo working bodies and express willingness to share experience in 
improving customs regulation. We hope that such cooperation will grow stron-
ger, and its results will contribute to the harmonization, optimization of cus-
toms procedures and trade facilitation.
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